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NOTICE OF COMPLIANCE BY SENECA COUNTY COMMISSIONERS WITH OHIO
SUPREME COURT’S DECEMBER 9, 2008 MANDAMUS ORDER

The Seneca County Board of Commissioners provides notice that it has fully complied
with the Court’s December 9, 2008 Mandamus Order. The Commissioners avoided potential
disputes by hiring ‘the Toledo Blade’s expert to perform the very searches that the Toledo Blade
had proposed. See attached Affidavit of Matthew A. Zuccarell.

The cost of compliance was over $20,000.

On February 9, 2009, the Commissioners produced all additional emails responsive to the
Toledo Blade’s public records requests. The additional emails reiterate information already in
the public domain. Notably, the additional emails disprove the Blade’s claim in this litigation
that “the available evidence strongly indicates that the Board’s decision was reached in viglation

of the Open Meetings Act...” and that “the emails Relator seeks are likely to confirm that
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conclusion.” (page one of their Brief).

CERTIFICATE OF SERVICE

1 hereby certify that a copy of the foregoing was served on February 9, 2009 to the
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following counsel via regular U.S. mail:

Fritz Byers, Esq.

824 Spitzer Building

Toledo, Ohio 43064

Counsel for Relator State ex rel. Ohio
The Toledo Blade Co.
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IN THE SUPREME COURT OF OHIO
STATE OF OHIO ex rel. THE TOLEDO,

BLADE CO.,
Relator, CASE NO. 07-1694
V. Original Action in Mandamus
SENECA COUNTY BOARD OF
COMMISSIONERS,
Respondent.

AFFIDAVIT OF MATTHEW A. ZUCCARELL TO CONFIRM COMPLIANCE WITH
WRIT OF MANDAMUS ISSUED DECEMBER %, 2008

After being duly cautioned and sworn under the law, I state all of the following:

1. My name is Maithew A. Zuccarell. Iam the Networking Manager at Computol, Inc.,
which is located in Perrysburg, Chio at 118 East Third Street, Suite C.

2. I have personal knowledge of all information contained in this affidavit.

3. 1 was hired by the Toledo Blade earlier in this case to offer an expert opinion about
the means to search for deleted email from a computer hard drive. As part of my
work with the Blade, I provided an October 9, 2007, affidavit which is attached as
Exhibit A.

4, I am quatified to conduct forensic recovery of emails. All of my qualifications are
already contained in Exhibit A.

5. The Seneca County Board of Commissioners hired me to recover all emails that could
satisfy the public records requests from the Toledo Blade. See Exhibits B and C for

copies of those requests.




6. I made forensic copies of the data on the hard drives that were in the six subject
computers (three Seneca County Commissioners and three computers used by office
staff ) on January 22, 2009.

7. In order to satisfy the public records requests at the direction of the Commissioners, I
used methods that I had described for the Blade in an affidavit for them that is
attached as Exhibit D. Although the attached version is unsigned, 1 verify that all
information contained in that affidavit is true and correct based upon my personal
knowledge.

8. Notably, it took me hours longer than indicated in that Affidavit. As such, the scope
of my efforts exceeded those that I envisioned when I provided Exhibit D to the
Toledo Blade.

9. After my efforts to retrieve the data referred to above, I made all of this data available
for review by counsel for the Seneca County Commissioners.

10. [ estimate that I spent 71 hours on the imaging and searches described in my affidavit.
This will cost the Seneca County Board of Commissioners approximately $12,900.

AFFIANT FURTHER SAYETH NAUGHT.

Matthew A, ZdZcarell

Forensic computer expert for Toledo Blade,
Inc. in litigation and Seneca County
Commissioners for forensic recovery efforts

Swom to and subscribed in my presence on February T ", 2009.
/

[MA

Notary Public

RICHARD 8. Fﬁﬁ%’-}'&'ﬂ‘i
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AFFIDAVIT OF MATTHEW A, ZUCCARELL

I, Matthew A, Zuccarell, being first duly swora, state as follows: 0 7 b 1 6 9 4

1. T am over the age of 18 and am comperent to testify. I have personal knowledge of the
mattcts stated in this Affidavit.

2, Iam a citizen and resident of the United States, residing In Maumee, Ohio.

3. Tam the Networking Manager of Computol Inc,, Jocated ar 118 TRast Third St., Svire C,
Pertysburg, OF 43551,

4, My duties at Computol inchude all forensic data tecovery services, management of
computet and nerwork technicians, and the design snd implempntaHon g ERrmhs
netwoxks.

6. Compuwl is a media company that provides web site design, graphic ¢
hosting, email, database development and automadon setviceslio el

7. Computol is 2lso a computer services company that provides compurer forensic data
recovery and network engineering and consuldng,

8. Compuro) has provided forensic data recovery services since at least as early as 2004,

9. 1 am also an adjunct professor at Owens State Community College, located ar 30335
Oregon Rd,, Toledo, OH 43551,

10. My dutles at Owens include teaching computes technology and diagnosis and repair of
computer hardware and software. 3

11. Based on my rraining and experience, I con testify 10 a reasonable scientific cestainty that it
is frequently possible to recover deleted electronic mail (e-madl) messages from a personal
computer, seever, personal handheld device, or an extaraal memory storage device.

12, Deleted e-mail, or pottions thereof, may be retained on a hardrive even though the =il
was delered because the c-mail data will xeside on the hatddve undil the space where the
cdata exists is overwritren by new data,

13, Deleted e-mail, as well as other data and files, is frequently recoverable by scanning a
hatdtive with the appropriate forensic data recovery software and hardware.

14, Backups of the email messages, including tpe or disc backups, may be available,
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15, Ef the emal) sexvices are hosted remotely, the hostdng company may maintain backups or
ernail logs.

16. Recovered ¢-mail and data may be produced in elecxonic fonm or hatd copy for review and
analysis,

17. It is not possible to know whether deleted email messages ot other data is recoverable until
forensic recovery and analysis I8 awempted.

18, Deleted ernall or other data may sometimes be recovered months ox years after deletion,

19, Further affiant sayeth naught.

Ma A. Zucearell

Stare of Ohio )
) SS;
)
)

County of Weod
?I‘\-
Sworn to and subscribed in my presence this _7 _ day of Ocrober, 2007,

Notary Public

MIOHAEL E. DOCKING
Notaty Publlc
in and for the Siate of Dhlo
My Commiselon Expires
Ascording to O.R.C. 147,03
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From: "Tanya Hemmer" <themmer@seneca-county.com>
To: ‘ <marktroutman@lsaacbrant.oom>

Date: , 8/7/2007 11:00:05 AM

Subject FW: Toledo Blade Records Request

Good Morn!ng, Mark. Can you please review this and give us a call? Thanks
Markl

Tanya Hemmer, Clerk

Seneca County Commisgioners
111 Madison Street

Tiffin, Ohio 44883

—-Original Message—
From: Cindy Keller [mailto:ckeller@seneca-county.com)]

_Sent Tuesday, August 07, 2007 10:67 AM ' -
Te: 'Stacy Wilson'; Tanya Hemmer'; dsauber@seneca-county.com; ‘Benjamm E.

Nutter'; mbrldinger@seneca—county com
Sub)ect FW: Toledo Blade Records Request

Lucinda S, Keller

Seneca County Administrator
111 Madison Street

Tiffin, Ohic 44883
ckeller@seneca-county.com
4123-447-4550

~-~Qriginal Message——

From: steve.eder@gmail.com [mailto:steve.eder@gmatil.com] On Bahalf Of Steve
Eder (Toledo Blade)

Sent Monday, August 08, 2007 5:03 PM

‘Ta: ckeller@seneca-county.com

Subject; Toledo Blade Records Request

August 8, 2007

Cindy Keller

Seneca County Administrator
111 Madison St.

Tiffin, OH 44883

Ms. Keller:
This is a request pursuant to Section 148.43 of the Qhie Revised Code:

Under its provisigns, The Blade requests to review records of all

outgoing and incoming email messages to or from Seneca County Count
Commissioners David G, Sauber, Sr., Michael A, Bridinger, and Banjamin
E. Nutter since Jan, 1, 2007, This im:ludls. but is not limited to,

all sent messages, received messages, deleted messages, and drafts of
messages {o or from the previously stated Individuals.

All records available In electronic or digitel formats should be
provided in electronic or digital formats. Additionally, requested

EXHIBIT
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documents should be provided to The Blade as they become avallable and

as quickly as possible.

Should any portion of this request be denied in whole or in part, |
request a written justification for its denial, along with a citation

- of the appropriate Public Records Act exemption being clalmed far each
document, or portion thereof, withheld.

Thanks for your atlentmn | can be reached at 419-304—1680 My email
Is seder@theblade.com:

Sinceraly,
Steve Eder

Reporter

Toledo Blade
419-304-1680

Steve Eder

The (Toleda) Blade
418-304-1680
419-7246272
248-506-3816
www.ioledoblade.com

Confidentiality Notice: This e-malil transmission, including any
attachments, may contain confidential or legally privileged

information that s intended only for the individua! or entity namad

in the e-mail address. If you are not the intended recipient, you are
hereby notified that any disclosure, copying, distribution, broadcast

or reflance upen the contents of this e-mall Is srictly prohibited.

If you received this e-mail transmission in error, please reply to the
sender, so that arrangements can be made for proper delivery, and then
please delete the message from your inbox.

cC: <marklandes@isaacbrant.com>
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From:

Ta:
-Date:

Sublect:

Mark,

E Mark Troutman - FW: EanndedﬁPuinc st ﬁequest
A -

F-"ags 1 |

"Cindy Keller" <ckeller@seneca-county.com>

"Mark Landes™ <markiandes@isaacbrant. uum:-

B8/23/2007 8:38:54 AM -
FW: Expanded Public Records Request

This was the latest The phone bills are submitted to the Auditor's office
for payment and they kesp the invoices,

We know that Mr. Schack's computer had nothing on it when he left offica.

We awalt your guldance,

Lucinda 8. Ksller

Seneca County Administrator
111 Madison Street

Tiffin, Ohlo 44883
ckeller@seneca-county.com

419-447-48650 -

-~—-Qriginal Messege—

From:; steve.ader@gmall.com [mailto:steve. eder@grnall oom] On Behalf Of Steve

. Eder (Toledo Blada)
Sent: Wednesday, August 22, 2007 12:57 PM
To: ckeller@seneca-.county.com
Subject Expanded Public Records Requaat

August 22, 2007
Cindy Keller

Seneca County Administrator

~ 111 Madison St.
Tiffin, OH 44883

Ms, Keller:

nty

Commissioners David G. Sauber, Sr., Joseph Schock, and Benjarin E.
Nutter from Jan. 1, 2006 through Dec. 31, 2008, This includes, butis
nat limited to, all sent messages, recelved messages, deleted
messages, and drefts of messages to or from the previously stated

individuals.

Additionally, The Blade requests to review all phone records for David
‘G, Sauber, 8r., and Benjamin E. Nutter, Joseph Schock, and Mike
Bridinger, from Jan: 1, 2006 to present,

All records availabls In elactronic or digital formats should be

provided in electronic or digital formats, Additionally, requested
documents should be provided to The Blade as they become available anc
as quickly as possible.

EXHIBIT
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Should any portion of this request be denied in whole or in part, |
request a written justification for its denigl, along with a citation -
of the appropriate Pubiic Records Act exemption being claimed for each

" document, or portion thereof, withheld.

" Thanks for your attention. | can be reached at 419-304-1680, My emall

address is seder@theblade.com.

Sincerely,
Steve Eder

Reporter
Toledo Blada
419-304-1680

Steve Eder :
The (Toledo) Blade
419-304-1680
418-724-6272
248-506-3815
www.toledoblade.com

Confidentiality Notice: This e-mall iransmission, including any
attachments, may contain confidential or legally privileged
information that is intended only for the Individual or entity named

in the e-mall address. If you are not the intended recipient, you are

hereby netified that any disclosure, copying, distribution, broadeast

or reliance upon the contents of this e-mail Is strictly prohibited,

If you racaived this e-mall transmission in error, please reply ta the
sender, s0 that arrangements can be made for proper delivery, and then
please delete the message from your inbox.

(o= o3 <markiroutman@isaacbrant.com>



AFFIDAVIT OF MATTHEW A. ZUCCARELL
I, Matthew A. Zuccarell, being first duly sworn, state as follows:

1. Tam over the age of 18 and am competent to testify. I have personal knowledge of the
matters stated in this Affidavit.

2. Iam a citizen and resident of the United States, residing in Maumee, Ohio.

3. I am the Networking Manager of Computol Inc., located at 118 East Third St., Suite C,
Perrysburg, OH 43551.

4. My duties at Computol include all forensic data recovery services, management of
computer and network technicians, and the design and implementation of computer
networks.

5. I'have given an affidavit in this case, dated October 9, 2007, and I reaffirm my
testimony in that affidavit.

6. In the course of my work, I have been retained to attempt to recover deleted email
messages through the analysis of hard drives in personal computers.

7. Indeed, I have done this type of work in the context of pending or threatened litigation
relating to the content of deleted email messages.

8. In that instance, I was able to retrieve in usable form a number of deleted email
messages, including email messages that appeared to have been electronically
“shredded” with secure-deletion software.

9. The process of retrieving deleted computer files, including email messages,entails a
physical visit to the computers in question and the taking of a mirror image of the drive
or drives in that computer.

10. The preferred method is to forensically “clone” the computer drive and replace the
existing drive with the cloned drive. This preserves the original drive in its current state
at the time of removal, while, at the same time, providing the user with a duplicate
operational drive to use going forward.

11. An alternate method is to obtain an electronic disk-to-disk image of the drive or drives
in the subject computer and leave the original drive in place. This method risks further
destruction of the data on the original drive.

12.1 then leave the premises to conduct the analysis of the disk images so as to not interfere

with the use of the computer in question. If the customer prefers for security purposes, |
can conduct my work on-site in a secure and unobtrusive fashion. EXHIBIT
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13.1 estimate the time and expense required to make images of the hard drives in three
computers, and to index and analyze and recover emails that have been deleted, to be as
follows:

a. One to two hours per computer system to obtain the hard drive image(s).

b. One to four hours per hard drive image to electronically index the image and
attempt to recover deleted email messages or files.

c. $200 per drive to store the image on secondary hardware.

d. $125 per drive for the use of the necessary forensic software and equipment.

e. Travel and miscellaneous expenses, including expenses for on-site work and
security, would be additional.

14. Typical hourly rates to provide such services would be $145 per hour.

15. Therefore, assuming one drive per computer, the estimated cost per computer would be
on the order of $1,200 or less.

16. 1t is also possible to evaluate a network server and its backup tapes for the presence of
current, archived, or even deleted email messages.

17. Based on my experience, in the absence of concerted efforts to render the data
inaccessible by the recognized methods of data retrieval, it is more likely than not that
my efforts will succeed in recovering in usable form at least some of the electronic
information that was deleted.

18. Further affiant sayeth naught.

Matthew A. Zuccarell

State of Ohio
SS:
County of Wood

i g

Sworn to and subscribed in my presence this  day of October, 2007.

Notary Public
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