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EXPLANATION OF WHY THE STATE'S APPEAL INVOLVES A
SUBSTANTIAI, CONSTITUTIONAL QUESTION OR AN

ISSUE OF GREAT PUBLIC INTEREST

Nicholas Castagnola egged a city prosecutor's car, allegedly in retaliation for being

prosecuted for selling licluor to minors. The police had overwhelming evidence of this, including

his admission to having done so in a taped. statement made to an undercover informant, who also

provided them with copies of text messages from Mr. Castagnola's phone to that effect.

Nonetheless, the police sought a search warrant for Mr. Castagnola's home, which he shared with

his mother and brother. In the execution of that warrant, they seized every scrap of paper in the

home - journals, diaries, checkbooks, letters, whatever -- for the sole puipose of proving that Mr.

Castagnola had obtained the prosecutor's home address, a fact that was self-evident.

Actually, the police didn't seize journals, diaries, checkbooks, letters, and every other scrap

of paper. They did the next best thing: they seized the two computers in the home, based upon a

search warrant affidavit which didn't even indicate that Mr. Castagnola had a computer, let alone

that it contained contraband, fruits, instrumentalities, or even mere evidence of a crime.

T'he Fourth Amendment to the United States Constitution has had to accoanmodate all

manner of changes in modern police methodology. (Even primitive police methodology, for that

matter; the first police departmen.t in America was established in Boston in 1838, forty-seven years

after the amendment was ratified.) In that endeavor, the courts have tackled wiretapping (cf.

Olmstead v. Uaited States, 277 U.S. 438 (1928), with Katz v. United States, 389 U.S. 347 (1967)),

dog "sniffs" (Florida v. Harris, 133 S.Ct. 1050 (2013) and Florida v. Jardines, 133 S.Ct. 1409

(2013)), thermal imaging (Kyllo v. United States, 533 U.S. 27 (2001)), helicopter overflights

(California v. Ciraolo, 476 U.S. 207 (1986)), and GPS and other tracking devices (cf. UnitedStates

v. Knotts, 460 U.S. 276 (1983) with United States v. Jones, 132 S.Ct. 945 (20120)). This court
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confronted the same issue in State v. Smith, 124 Ohio St.3d 163, 2009-Ohio-6426, ^21, holding that

in most cases the search of the contents of a cell phone required a warrant:

Given the continuing rapid advancements in cell phone technology, we acknowledge
that there are legitimate concern.s regarding the effect of allowing wai-rantless
searches of cell phones...which allow for high-speed Internet access and are capable
of storing tremendous amounts of private data.

The "tremendous amounts of private data" a cell phone can hold pale in comparison to the

capacities of the average computer. Moreover, the difference is not only quantitative but qualitative:

because of its word processing and calculating capabilities, a computer is much more likely to be a

repository of private documents and banking and accounting information.

The Fourth Amendme#rt requires not only that a warrant be supported by probable cause, but

that it "particularly describ[e] the place to be searched, and the persons or things to be seized." 1'h.e

particularity requirement "ensures that the search will be carefully tailored to its justifications, and

will not take on the character of the wide-ranging exploratory searches the Framers intended to

prohibit." Maryland v. Garrison, 480 U.S. 79, 84 (1987). As one court observed, "[t)he rn.odern

development of the personal computer and its ability to store and intermingle a huge array of one's

personal papers in a single place increases law enforcement's ability to conduct a wide-ranging

search into a person's private affairs, and accordingly makes the particularity requirement that much

nrore important." United States v. Otero, 563 F.3d 1127, 1132 (10"' Circuit 2009).

As will be demonstrated below, the affidavit in support of the warrant failed to establish the

existence of probable cause to seize the computers, and the warrant itself utterly failed to satisfy the

particularity requirement. It gave no hint of what the police sought to obtain from the computer, aild

the subsequent "search" of the computer was similarly unlimited: the police simply turned the

computer over to the Bureau of Criminal Investigation to find out anything and everything that was
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on it, exactly the type of "wide-ranging exploratory searches the Framers intended to prohibit."

This court's focus in Smith was the proper one. The Fourth Amendment does not serve as

a manual on police procedures, but to vindicate the privacy interest that is at the core of any concept

of ordered liberty. This was not a case where the police had probable cause to believe that someone

was using his computer to traffic in child pornography, to engage in fraudulent transactions, or to

commit some other crime. This is a case where the police seized a computer and rummaged through

it for evidence they had no probable cause to believe was there, and which they no longer needed.

(The conlputez:s were sent to BCI for examination well after Mr. Castagnola lxad made a full

confession to having egged the city prosecutor's car.)

This case offers this court the opportunity not merely to correct the obvious error below in

denying the motion to suppress, but to address what it did in Smith: the parameters of the Fourth

Anleridment, specifically with regard to the particularity requirement, as it pertains to modern

technology, and to give the Amendment continued vitality in that context.

STATEMENT OF THE CASE AND FACTS

In the spring of 2010, Nicholas Castagnola, a clerk at a CVS store, was charged witll

furnishing alcohol to minors, based on his alleged sale of beer to an 18-year-old and 16-year-old.

David Maistros, the city prosecutor, met with Mr. Castagnola, who was unrepresented by counsel,

at several pretrials. The morning after the last one, Mr. Maistros came out of his residence in

Geauga Count^r and discovered that his and his wife's cars were covered with eggs, and that the side

rearview m_irror of her car had been broken off.The following week, Mr. Maistros received a police

report that "four individuals had beei3 stopped in the City of Twinsburg with dozens of eggs," and

noticed that one of the individuals was Mr. Castagnola. (T.r. A-45).
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The Maistros' vehicles weren't the only ones to be egged; on Jtu1e 20, a Reminderville

police vehicle suffered the sanie fate. A week after that, tliough, the police received a break; on June

27, 2010, an infornlant the police subsequently dubbed "Source May" told them that Mr. Castagnola

had been responsible for both incidents, and gave them text messages that Mr. Castagnola had sent

the infonnant on his cell phone confirming as much.

Armed with this new information, the police fitted Source May with an electronic transmitter

and sent him back the following day, June 28, into the house where Mr. Castagnola resided.

Sergeant Krieger of the Twinsburg Police Department assisted in this, briefed Source May, and was

responsible for "source eradication" - "in case he [Source May] came across an individual with a

weapon inside the house, that was iny.job to go in there and pull him out." (T.r. A-248).

Fortunately, Source May was able to obtain several incriminating statements from Mr.

Castagnola without being fired upon, aiad the next day the police used this information to obtain a

search warrant for 2421 Haverhill Dr., Twinsburg, Ohio. Mr. Castagnola lived at that address with

his mother, Debbie Castagnola, and his brother Eric. The search warrant was executed on June 29",

and Zachary Downer, who had participated in the egging of Mr. Maistros' vehicles, and Mr.

Castagnola were arrested. Mr. Castagnola was interrogated by the police, waived his Miranda

rights, and made a full admission of his involvement in the offenses. He was subsequently charged

in Case No. CR-2010-07-1951 with two counts of retaliation, and one each of criminal damaging,

vandalisn], criminal trespass, aild possession of criminal tools.

The search warrant for Mr. Castagnola's house sought a wide variety of items, including

"computers." (Motion to Suppress Hearing, State's Exhibit A). Pursuant to that, the police removed

two computers, one from the family room and one from a closet in an upstairs bedroom belomgiiig

to Mr. Castagnola. The computers were sent to the Ohio Bureau of Criminal Investigation (BCI) for
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examination, and Natasha Branam, the forensic examiner, noted that the files on the computer found

in the family room contained possible child pornography. She contacted Detective Krejci at the

Twinsburg Police Departrnent and had him procure another warrant to search the contents of the

computer. Ms. Bananr examined both computers; the one found in the bedroom did not contain any

pornography, and in fact had last been accessed over two years previously. (T.r. B-104). The

computer in the family room contained five videos and five images of child poniography, and

furnished the basis for the ten counts of pandering sexually-oriented material involving a minor, a

fourth-degree felony, in Case No. Case No. 2010-08-2244.

Mr. Castagnola filed a motion to suppress the seizure and search of the computers, arguing

the invalidity of the initial search wazrant. (Had that motion been successful, the second search

warrant, wliich was based on evidence discovered after the seizure, would have been suppressed as

fruit of the poisonous tree.) The trial court denied the motion, and the two cases proceeded to trial,

separately. The jury returned a verdict of guilty in the first case, and after Mr. Castagnola waived

a jury in the second, the court returned a verdict of guilty in that one as well.

The court subsequently sentenced Mr. Castagnola to nine months in prison on each ofthe two

retaliation counts, on the vandalism count, and on the possession of criminal tools count, ninety days

in j ail on the criminal damaging count, and thirty days in j ail on the count of criminal trespass count.

The sentence on the one retaliation count was to run consecutively to the other sentences, for a total

of eighteen months imprisonment on the first case. In the second case, the trial court sentenced Mr.

Castagnola to twelve months in prison on each count, and ran those sentences concurrently to each

other but consecutively to the sentence in the first case, for a total term of imprisonment of thirty

months.

Mr. Castagnola appealed his conviction and sentence, and on March 29, 2013, a divided
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panel affimzed the convictions, onejudge dissenting on the basis that the motion to suppress should

have been granted. The appellate court did find that the trial court had failed to properly consider

whether certain of the offenses in the first case should have merged, and remanded the case for that

purpose. Mr. Castagnola's assignment of error regarding the court's imposition of consecutive

sentences, the appellate court determined, was mooted by the remand.

LAW AND ARGUMENT

APPELLANT'S PROPOSITION OF LAW NO. 1: In determining whether an affidavit is
sufficient to establish probable cause for the issuance of a search warrant, the inquiry is
limited to the four corners of the affidavit, and cannot be based on inferences drawn fiom the
affiant unless those inferences were fairly communicated to the issuing magistrate.

"Probable cause to issue a search warrant requires substantial evidence that items sought are

connected with a crime and located at the place to be searched." State v. Eash, 2d Dist. No. 03-CA-

34, 2005-Ohio-3749, ¶13, citing Brinegar v. United States, 338 U.S. 160 (1949). The conclusion

that probable cause exists requires a determination that there is a "fair probability that contraband

or evidence of a crime will be found in a particular place." State v. George, 45 Ohio St.3d 325, 544

N.E.2d 640 (1989), Syll. 1, quoting Illinois v. Gates, 462 U.S. 213, 238 (1983).

Since no recorded testimony was taken under oath by the issuing magistrate at the time the

warrant was obtained, see Crim.R. 41(C)(2), theinqu_iry on probable cause is "limited to facts

alleged within the `four corners' of the affidavit." State v. Riley, 6f" Dist. No. 1-07-1379,2009-Ohio-

3493, ¶21. Put simply, is there anything contained in the affidavit which would give probable cause

to believe that computers in Mr. Castagnola' s house were contTaband, the fruits or instrumentality

of a crime, or contained evidence of a crime?

The coui-ts below found that there was: the affidavit contained two references to Mr.

Castagnola having found the prosecutor "online in the clerk of courts," based on his listening to the
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recorded conversation between Mr. Castagnola and "Source May."

There are two problems with the courts' conclusion. The first is t11at the term "online" was

an invention of the detective who signed the affidavit. A recording of the conversation was provided

to the trial court, which listened to the tape and acknowledged that the word "online" was never

uttered by anyone.

To be sure, the detective testified at the hearing that he inferred that Mr. Castagnola had

found the information by searching the Internet. That inference was never communicated to the

issuing magistrate.

This brings us to the second problem with the conclusion of the courts below. Even if the

detective's in.ference had been communicated to the issuing magistrate, one struggles in vain to see

how that would have provided probable cause to seize the computers. It would require the

magistrate to infer that since Mr. Castagnola obtained this information online, he must have used a

computer to access it (instead of a data cell phone, which is equipped with a web browser), that he

would have used his own computer to do so, and that evidence ofthat use would be on the computer.

None of those inferences are warranted by the affidavit.

Perhaps sensing the difficulty of compounding inferences in such a fashion, the trial court

instead relied upon the reference in the affidavit to the text messages that had been sent by Mr.

Castagnola with his phone. According to the court, those messages "created a suspicion of criminal

activity engaged in through the use of modern technology and provided the court a substantial basis

for concluding that there was a fair probability that contraband or evidence of a crime would be

found on the computers that were seized."

State v. Eash, 2°a Dist. No. 03-CA-34, 2005-Ohio-3749, presents an analogous situation.

There, three minor girls reported that Eash had approached them and solicited them for sex. The
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officers obtained a search warrant allowing for seizure of Easlx's computers, on which they found

numerous pictures of child pornography. The officers testified that they included the computer in

the search warrant based upon their previous experience and training, which was that evidence of

child molestation can often be found on the user's computer. Regardless of the basis for that

conclusion, none of it made its way into the affidavit, and the appellate court reversed the denial of

the motion to suppress.

The courts below attempted to distinguish Eash, the trial court noting that tlze affidavit there

"was completely devoid of any factual reference to computers," while in this case "the two separate

references in the affidavit to `online' efforts. .. provided the issuing judge with a substantial basis

for concluding that probable cause existed." Of course, the references to "online" efforts was untrue,

but even beyond that there is the problem of cascade of inferences necessary to conclude that Mr.

Castagnola used his computer to make those online searches, and the computer would contain

evidence of that.

Essentially, the decision here boils down to a holding that someone's sending a text message

creates probable cause to seize and search his computer. While this would undoubtedly prove a boon

to law enforcement, it is impossible to reconcile with the "particularity" requirement of the Fourth

Amendment, or the privacy concept that is at its core. There was no mention of computers in the

affidavit here; the assertion that "text messages = computers" is no more tenable than the assertion

that "child molestation = computers," which the court rejected in Eash; one couldjust as easily argue

that someone making sexual advances toward minors will use "modern technology" to satisfy his

sexual cravings for children. In short, the police sought to seize Mr. Castagnola's computers without

any showing that he even had a computer, let alone that it contained any evidence of a crime. That

is not a sufficient showin.g of "probable cause" to support issuance of the warrant.
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The search is not saved by the "good faith" exception to the warrant requirement, under

United States v. Leon, 468 U.S. 897, 922 (1984). As the court explained in State v. Richardson, 9"

Dist. No. 24636, 2009-Ohio-5678, T117, "suppression will still be the appropriate remedy if the

affidavit presented to the signing judge in support of the warrant is so lacking in indicia of probable

cause as to render official belief in its existence entirely unreasonable." Moreover, the invalidity of

the warrant for the seiztire of the computers invalidates the warrant used for the subsequent search

and discovery of the material found on the computer, since the discovery of that material is "fruit of

the poisonous tree." Nardone v. United States, 308 U.S. 338 (1940); WongSun v. United States, 371

U.S. 471 (1963).

APPELLANT'S PROPOSITION OF LAW NO. 2: A general exploratory search for evidence on
a computer does not meet the particularity requirenlent of the Fourth Amendment. An
affidavit and search warrant authorizing the seizure and search of a computer must describe
with some particularity the type of items to be sought, supported by probable cause to believe
that those items will be found on the computer.

The search warrant in this case authorized the police to seize "records and documents either

stored on computers, ledgers, or any other electronic recording device. . ." No limitation was placed

on what type of "records and docutnents" could be seized. The resulting search was every bit as

unlimited. As the dissenting judge in the court below noted, "[tlhe police had no reason to search

the computers for anytking other than verification that Mr. Castagnola had found the law director's

address. No facts in the affidavits even suggest that any other evidence would be found on the

computer to connect Mr. Castagnola to criminal activity." ¶48. Rather than checking the browser

history to determine whether any searches had been made for the city prosecutor's address, the only

possible basis for seiziiig the computers in the first place, the technician at BCI conducted an

exploration of the entire computer.
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"The Fourth Amendment prohibits issuance of general warrants allowing officials to burrow

through a person's possessions looking for any evidence of a crime." Zlnited .S'tates v. Kimbrough,

69 F.3d 723, 727 (5rh Cir. 1995). As the Court noted inAyzdresen v. Maryland, 427 U.S. 463, 482

n. 11, "there are grave dangers inherent in executing a warrant authorizing a search and seizure of

a person's papers that are not necessarily present in executing a warrant to search for physical objects

whose relevance is more easily ascertainable. ..[R]esponsible officials, including judicial officials,

must take care to assure that they are conducted in a manner that minimizes unwarranted intrusioris

upon privacy."

Modern technology - "the modem development of the personal conlputer and its ability to

store and intermingle a huge array of one's personal papers in a single place," UnitedStates v. Otero,

supra - has presented new challenges for the particularity requirement. The courts have met that

challenge by requiring warrants to specify some relationship between the crime charged and

computer, or to limit the items to be search for on the computer, all supported by probable cause to

believe that the items can be found on it. In. State v. McCrory, 6" Dist. No. WD-09-074, 2011-Ohio-

546, for example, the defendant was suspected of sexually assaulting a woman who responded to an

ad he'd posted on craigslist.org, and who had further correspondence with him through the website's

email service. Based upon ali affidavit setting forth this information, as obtained from the victim,

the warrant authorized the search of the defendant's residence for "computers, emails... any

documents with information from Craigslist.org. . . any billing or billing statements from

Craigslist.org. . ." The court upheld the search, finding that "[t)he objects of the search were

specifically described, limited to the crime being investigated, and consistent with the probable cause

established by the supporting affidavit." ¶58. The search was similarly upheld in United States v.

Upham, 168 F.3d. 532 (1999). In that case, Federal Customs agents found a nuniber of images
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depicting child pornography being sent from a computer traced to a particular address; based on that,

they obtained a warrant authorizing seizure of "any and all computer software and hardware...[and]

any and all visual depictions, in any format or media, of minors engaging in sexually explicit

conduct."

There was no such limitation here. There was nothing in the warrant limiting the nature of

the items to be seized, or what they were being seized for, other than to be "used in evidence" in the

prosecution of the crimes of retaliation, criminal trespass, criminal damaging, and possession of

criminal tools. There was nothing specifying any limitations on what could be searched on the

computer. And there was nothing in the affidavit which would assist an officer in determining whv

a computer was to be seized. In essence, the warrant and affidavit allowed the seizure of defendant's

computer, and a wholesale search of its content, without any definition or restriction of that search.

This was nothing more than the type of "general warrant" which served as the impetus for the Fourth

Amendment.

CONCLUSION

For the reasons discussed above, this case involves matters of public and great general

interest and a substantial constitutional question with regard to the issues raised in the Appeal.

Appellant requests that this Court accept jurisdiction of Appellant's Pr.opositions of Law so that the

important issues presented will be reviewed on the merits.
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ATTORNEY FOR NICHOLAS
CASTAGNOLA, APPELLANT

SERVICE

T'he undersigned hereby certifies that a copy of the foregoing Memorandum in Support of

Jurisdiction was sent by ordinary U.S. mail, postage prepaid, to Heaven DiMartino, Assistant

Prosecuting Attorney, Summit County Safety Bldg., 53 University Ave., 6"1 Floor, Akron, OH

44308, this Wday of May, 2013.
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DECISION AND JOURNAL ENTRY

Iv1OORE, Presiding Judge.

{¶1} Defendant-Appellant, Nicholas Castagnola, appeals from his convictions in the

Suminit County Court of Common Pleas. This Court affirms in part and reverses in part.

I.

{^2} The City of Twinsburg Police Department targeted Mr. Castagnola as a person of

interest after more than 20 incidents of criminal mischief had occurred. Specifically, one or

more individuals had been egging cars throughout the city. One particular incident in-volved the

city's law director. The day after the law director appeared in court to prosecute Mr. Castagnola

for selling alcohol to underage persons, he awoke at his home to fnd. that his car had been egged

and that one of its mirrors had been damaged. Another incident involved the egging of a police

car from the City of Reminderville's Police Department. The police became suspicious of Mr.

Castagnola when he and several :triends were observed buying a large amount of eggs from Giant
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Eagle. An officer responded to Giant Eagle and asked the group about the eggs. Mr. Castagnola

replied that the eggs were for a cake that the group planned on bal:ing. The responding officer

ultimately confiscated the eggs and released the groL7p. The following day, a cake was sent to

the responding officer at the police department, courtesy of Mr. Castagnola and his friends.

{^3} The police had a breakthrough in the case when an informant came to them and

put them into contact with another inforrnant who had information about Mr. Castagn.ola's

involvement in the foregoing incidents. The second inforrnant showed the police ten text

messages that he had received from Mr. Castagnola, all of which pointed to his involvement in

the crimes. The informant then agreed to wear a wire and have a conversation with Mr.

Castagnola at his home. During the conversati.on, Mr. Castagnola freely discussed having

perpetrated numerous incidents of criminal mischief, including the incidents pertaining to the

law director and the police car from Reminderville.

{^41 The text messages the police reviewed and the conversation they,heard between

1\NIr. Castagnola and the informant led them to believe that Mr. Castagzt.ola had found the law

director's personal address online. Accordingly, the police obtained a warrant to search his

home for any computers or other similar devices. The police then executed the warrant and

seized two computers from Mr. Castagnola's home. When a forensic specialist searched one of

the computers, she observed what appeared to be numerous images depicting child pornography.

The police then obtained a second search warrant to inspect the computer's hard drive. The

search uncovered a great deal of pornographic material as well as ten images and/or videos of

children engaging in sexual activity.

{^:5} A grand jury indicted Mr. Castagnola in two separate cases. In Case No. 2010-

07-1951(B) ("the retaliation case"), Mr. Castagnola was indicted on counts of criminal
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damaging, vandalism, criminal trespass, possession of criminal tools, two counts of retaliation,

and multiple forfeiture specifications. In Case No. 2010-08-2244 ("the pandering case"), Mr.

Castagnola was indicted on ten counts of pandering sexually oriented matter involving a minor.

Mr. Castagnola filed a motion to suppress in both cases, challenging the warrant the police relied

upon to seize the computer from his home. The trial court held a suppression hearing and

ultimately denied the motion. Subsequently, a jury trial took place in the retaliation case. The

jury found Mr. Castagnola guilty on all counts, but did not find that his property was subject to

forfeiture. The pandering case then was tried to the bench, and the judge found Mr. Castagnola

guilty on all counts. The court sentenced Mr. Castagnola in each case and ordered the sentences

to run consecutively to one another for a total terni of 30 months in prison.

{¶6} Mr. Castagnola now appeals and raises four assignments of error for our review.

II.

ASSIGNMENT OF ERROR I

THE TRIAL COURT 'ERRED, TO THE PREJUDICE OF [MR.
CASTAGNOLA], IN DENYING [MR. CASTAGNOLA'S] MOTION TO
SUPPRESS THE COMPUTERS SEIZED AT THE TIME OF TfI.E SEARCH OF
[MR. CASTAGNOLA'S] RESIDENCE.

{¶7} In his first assigninent of error, Mr. Castagnola argues that the trial court erred by

denying his motion to suppress. Specifically, he argues that the affidavit submitted in support of

the warrant upon which the police relied to seize his coinputers lacked sufficient indicia of

probable cause. We disagree.

{¶8} The Ohio Supreme Court has held that:

[a]ppellate review of a motion to suppress presents a mixed question of law and
fact. When considering a motion to suppress, the trial court assumes the role of
trier of fact and is therefore in the best position to resolve factual questions and
evaluate the credibility of witnesses. Statev. Mills, 62 Ohio St.3d 357, 366
(1992). Consequently, an appellate court must accept the trial court's findings of
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fact if they are supported by competent, credible evidence. State v. Fanning, 1
Ohio St.3d 19 (1982). Accepting these facts as true, the appellate court must then
indcpendeiztly detennine, without deference to the conclusion of the trial court,
whether the facts satisfy the applicable legal standard. State v. .rVc.Namara, 124

Ohio App.3d 706 (4th Dist.1997).

State v. Burnside, 100 Ohio St.3d 152, 2003-Ohio-5372, ¶ 8. 11 ccord State v. Hobbs, 133 Ohio

St.3d 43, 2012-Ohio-3886, ¶ 6 (Burnside applied). Accordingly, this Court reviews the trial

court's fa.ctual findings for competent, credible evidence and considers the court's legal

conclusions de novo. State v. Conley, 9th Dist. No. 08CA009454, 2009-Ohio-910, ¶ 6, citing

BuYnside. at 118.

{¶9} "A warrant shall issue on [] an affidavit *** sworn to before a judge of a court of

record" once the judge "is satisfied that probable cause for the search exists." Crim.R. 41(C)(1)-

(2)<

In determining the sufficiency of probable cause in an affidavit submitted in
support of a search warrant, "[t1he task of the issuing (judge] is simply to make a
practical, common-sense decision whether, given all the circumstances set forth in
the affidavit before him, including the `veracity' and `basis of knowledge' of
persons supplying heaisay inforrxzation, there is a fair probability that contraband
or evidence of a crime will be found in a particular place."

State v. George, 45 Ohio St.3d 325 (1989), paragraph one of the syllabus, quoting .tlliraois v.

Gates, 462 U.S. 213, 238-239 ( 1983). "A court reviewing the sufficiency of probable cause in a

subrnitted. affidavit should not substitute its judgment for that of the issuing judge." State v.

Hoang, 9th Dist. No. 11CA0013-M, 2012-Ohio-3741, ¶j 49. "[T]he duty of a reviewing court is

simply to ensure that the Oudge] had a substantial basis for concluding that probable cause

existed." George at paragraph two of the syllabus. Great deference should be afforded to the

issuing judge's probable cause determination, "and doubtful or marginal cases in this area should

be resolved in favor of upholding the waixant." Id
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{¶10} The issuing judge here based her probable cause determination strictly upon the

fotrr corners of the affidavit submitted in support of the warrant. In his affidavit, Detective Mark

Kreiger averred that the following property was being concealed at Mr. Castagnola's residence:

Records and documents either stored on computers, ledgers, or any other
electronic recording device to include hard drives and external portable hard
drives, cell phones, printers, storage devices of any kind, printed out copies of text
messages or emails, ca.nieras, video recorders or any photo imaging devices and
their storage media to include tapes, compact discs, or flash drives.

Detective Kreiger wrote that he became aware of approx:imately 25 incidents of criminal

mischief in and a.round Twznsburg a few weeks before a confidential informant provided the

police with information about the incidents. The confidential informartt both identified Mr.

Castagnola as one of the individuals involved in the mischief and placed the police in contact

with another informant whom Detective Kreiger termed "Source May." . Detective Kreiger

averred that Source May showed the police. ten text messages he had received from Mr.

Castagnola, all of which pointed to Mr. Cata.gnola's involvement in the criminal mischief

Detective Kreiger quoted all ten of the text messages in his affidavit. He then wrote that Source

May agreed to wear a wire and speak with Mr. Castagnola at his home. During Source May's

conversation with Mr. Castagnola, Detective Kreiger averred, M. Castagnola admitted that he

had damaged several vehicles, including the law director's car. Detective Ka•eiger stated that Mr.

Castagpola said "he found [the law director] online in the clerk of courts" as well as the location

of the law director's law office. Detective Kreige.r. also stated that Mr. Castagnola said he had

gone "through [the law director's] mailbox to confirm that [he] did live at the address he found

for him online."

^¶11} "The question in this case is whether under the totality of the circumstances,

Detective Kreiger's affidavit provided a substantial basis for the court's conclusion that there
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was a fair probability that evidence of [Mr. Castagnola's criminal activity] would be found [on

his computer]." State v. Crutnpler, 9th Dist. Nos. 26098 & 26118, 2012-Ohio-2601, ¶ 10. Mr.

Castagnola argues that Detective Kreiger's affidavit failed. to establish that probable cause

existed for the seizure of his computer. Specifically, he argues that the fact that one form of

technology (i.e. a text message) contains evidence of aii individual's wrongdoing does not equate

to the conclusioii that another fortn of technology (i.e. a computer) will contain similar evidezlce.

He relies upon State v. Eash, 2d Dist. No. 03-CA-34, 2005-Ohio-3749.

g¶12} In Eash, the police obtained a warrant to seize Eash's computer and various other

items after several minor females reported that Eash had either propositioned them from or

actually assaulted them in his car. The officer wlio provided the affidavit in support of the search

warrant later testified that he included Eash's computer in the warrant based on his personal

experience in law enforcement and recent consultation with a member of the department's Child

Abuse Response Team. Eash at ¶ 15. Specifically, he testified that individuals who preyed upon

children sometimes used their computers to hide incriminating evidence. He neglected,

however, to place any of that information in his affidavit. Id. The affidavit itself did i-iot include

any "causal link" between Eash's computer and the reports from the minor females. Id. at ¶ 16,

The Second District found that the State's error in failing to establish any causal link in the

affidavit was fatal to the warrant insofar as it concerned Eash's computer because the affidavit

did not establish probable cause for the seizure of the computer. Id.

{¶13} This case is distinguishable from Eash. Detective Kreiger specifically averred in

his affidavit that Mr. Castagnola had "found [the law director] online" and had gone "through

[the law director's] mailbox to confirm that [he] did live at the address [Mr. Castagnola] found

for him online." Accordingly, Detective Kreiger included averinents in his affidavit fronl which
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oiie could conclude that Mr. Castagnola used the internet to locate the law director's personal

residence. Unlike the affidavit in Eash, therefore, the affidavit here established a causal link

between Mr. Castagnola's alleged criminal activities and the item: seized. As a niatter of

common sense, the issuing judge could have determined that Mr. Castagnola used a computer to

conduct the foregoing online searches such that the computer would contain evidence of his

criminal activities. See George, 45 Ohio St.3d at paragraph one of the syllabus, quoting Gates,

462 U.S. at 238-239.

{¶14} Mr. Castagnola argues that, even assuming he obtained certain information

online, that fact alone would not give rise to probable cause to seize his eo7m.puter. According to

Mr. Castagnola, it was improper for the issuing judge to infer that he owned a computer and used

his computer to access online information rather than some other computer or device with

internet capabilities. The warrant, however, did not limit the object of the search to a computer.

The warrant encompassed any device capable of accessing the internet. It is a matter of commozx

knowledge that a computer is capable of accessing the intern.et. Mr. Castagnola cites no law for

the proposition that the police cannot seize any item with internet capabilities once they have

probable cause to establish that an online search has occurred in connection with 1.znlawfi2l

activities. See App.R. 16(AA)(7). This Court will not hold, in the absence of any applicable

authority, that the police were required to uncover the exact device Mr. Castagnola used to

search for 3nformation online before they could secure a warrant. Detective Kreiger's affidavit

gave the issuing judge a substantial basis upon which to find ihat there was a fair probability that

any computer in Mr. Castagnola's home contained evidence of his crimes. See Cr•ulnpler, 2012-

Ohio-2601, at ^I 16. On its face, therefore, the warrant was based upon probable cause.
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{¶15] Next, Mr. Castagnola argues that the trial court erred by upholding the warrant

because some of the informatiozi contained in Detective Kreiger's affidavit was untrue.

Suppression is "an appropriate remedy where: (1) **[the] judge *** was misled by

information in an affidavit that the affiant knew was false or would have known was false except

for his reckless disregard of the truth ***."' Geoige, 45 Ohio St.3d at 331, quoting iI.S: v.

Leon, 468 U.S. 897, 923 (1984). "[T]o successfully attack the veracity of a facially sufficient

search warrant affidavit, a defendant must show by a preponderatice of the evidence that the

affian.t made a false statement, either `intentionally, or with reckless disregard for the truth."'

(Internal citations and quotations omitted.) State v. Willan, 9th Dist. No. 24894, 2011-Ohio-

6603, T 95. "Reckless disregard means that the afflant had serious doubts of an allegation's

truth. Omissions count as false statements if designed to mislead, or '^ ** made in reckless

disregard of whether they would mislead, the [issuing judge]." (Internal quotations and citations

omitted.) State v. Ruffin, 9th Dist. No. 25916, 2012-Ohio-1330; T 6, quoting State v. Waddy, 63

Ohio St.3d 424, 441 (1992).

{^1116} Mr. Castagnola argues that Detective Kreiger's averments that he had searched

for information online were untrue because he never said he found the law director's address

"online." At the suppression bearing, the defense introduced the recording of the wiretapped

conversation that took place between Mr. Castagnola and Source May and called Detective

Kxeiger as a witness. The trial court reviewed the recording in issuing its decision and

acknowledged that Mr. Castagnola never uttered the word "online" while speaking with Source

May. The court detern-iined, however, that it was reasonable for Detective Kreiger to surmise

from all of the information he received that Mr. Castagnola had searched online for the law
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director. Accordingly, the trial court rejected Mr. Castagnola's argument that the affidavit

contained false statements,

{¶17} Detective Kreiger testified that, given Mr. Castagnola's statements to Source

May and the text message he sent, it was his impression that Mr. Castagnola had searched online

to find the law director. In two of his text messages, Mr. Castagnola wrote: (1) "Found this

address and went to his house ***" and (2) "How many David M. Maistros' could there be who

are attorneys." In the recorded conversation between Mr. Castagnola and Source May, Mr.

Castagnola never stated that he found the law director's home "online," but did state that he

ultim.ately had to find the address through the clerk of courts because the address was unlisted.

Mr. Castagnola specified that he was able to find the law director's address through the clerk of

courts because the law director had received a traffic citation at one point. Detective Kreiger

testified that he believed Mr. Castagnola had searched online for the law director's address, so he

paraphrased Mr. Castagnola's statements in the affidavit. He specified that Mr. Castagnola's

initial text message questioning how many attorneys there could be with the same nazne as'the

law director led him to believe that Mr. Casta.gnola was conducting his search in an online

capacity. That belief was bolstered by Mr. Castagnola's statements to Source May that he found

the correct address through a search of the clerk of courts' records.

{¶18} Havirzg reviewed the record, we must conclude that Mr. Castagnola failed to show

that Detective Kreiger intentionally or recklessly included false statements in his affidavit. See

Willan, 2011-0hio-6603, atT 95. Detective Kreiger's affidavit did not quote Mr. Castagnola's

actual statements to Source May. Instead, it was based on Detective Kreiger's understanding of

what Mr. Castagnola meant by his statements. Tt was ziot reckless for Detective Kreiger to

surmise that Mr. Castagnola found the law director online given all of the information he
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received. Although Mr. Castagnola did not directly state that he searched for records using the

clerk of courts website to find the law director's address, it was not illogical for Detective

Kreiger to fonn that impression. Mr. Castagnola failed to set forth any evidence that Detective

Kreiger made the statements in his affidavit with a reckless disregard for the truth.

Consequently, his affidavit cannot be said to have misled the judge. See George, 45 Ohio St.3d

at 331, quoting Leon, 468 U.S. at 923.

{T19] The trial court correctly concluded that the warrant here was supported by

probable cause and properly rejected Mr. Castagnola's arguinent that Detective Kreiger's

affidavit contained false information. Mr. Castagnola's argument that the court erred by denying

his motion to suppress lacks merit. Consequently, his first assignment of error is overruled.

ASSIGNMENT OF ERROR iI

[MR. CASTAGNOLA'S] CONVICTIONS OF PANDERING SEXUALLY
ORIENTED MATERIAL INVOLVING MINTORS IN CASE NO. 2010-08-3344
[WERE] NOT SUPPORTED BY SUFFICIENT EVIDENCE, IN DEROGATION
OF [MR. CASTAGNOLA'S] RIGHT TO DUE PROCESS OF LAW.

{1^20} In his second assignment of error, Mr. Castagnola argues that his pandering

convictions are based on insufficient evidence. Specifically, he argues that there was no direct

evidence that he possessed or controlled the pornographic images and videos at issue. We do not

agree that Mr. Castagnola's pandering convictions are based on insufficient evidence.

{11211 .in order to deterinine whether the evidence before the trial court was sufi^cient to

sustain a conviction, this Court n-iust review the evidence in a light most favorable to the

prosecution. State v. Jenks, 61 Ohio St.3d 259, 273 (1991).

An appellate court's fiznction when reviewing the sufficiency of the evidence to
support a criminal conviction is to examine the evidence admitted at trial to
determine whether such evidence, if believed, would convince the average mind
of the defendant's guilt beyond a reasonable doubt. The relevant inquiry is
whether, after viewing the evidence in a light most favorable to the prosecution,
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any rational trier of fact coul:d have found the essential elements of the crime
proven beyond a reasonable doubt.

Id. at paragraph two of the syllabus; see also State v. Thnmpki.ns, 78 Ohio St.3d 380, 386 (1997).

"In essence, sufficiency is a test of adequacy." Thompkins at 386.

{^122} "No person, with knowledge of the character of the material or performance

involved, shall ***[k]nowingly solicit, receive, purchase, exchange, possess, or control any

material that shows a minor participating or engaging in sexual activity, masturbation, or

bestiality * **." R.C. 2907.322(A)(5). "A person acts knowingly, regardless of his purpose,

when he is aware that his conduct will probably cause a certain result or will probably be of a

certain nature. A person has knowledge of circurn:stances when he is aware that such

circumstances probably exist." R.C. 2901.22(B). Whoever violates the foregoing statute is

guilty of pandering sexually oriented matter involving a minor, R.C. 2907.322(C).

{¶23} Mr. Castagriola does not dispute that the corn.puter the police seized from his

home contained images and videos that displayed minors engaging in sexual activity. Instead, he

argues that the State failed to prove that he either had possession of or control over those items.

Because there was testimony that many individuals used the computer in his home, Mr.

Castagnola argues, there was no evidence that he even knew the images and videos were saved

on the computer.

{T,241 At the time the police executed their warrant, Mr. Castagnola lived at his mother's

home along with his younger brother and his grandfather. Officer Michael Krejci testified that

the computer later found to contain pornographic material was seized from an alcove in the

home's family room. Natasha Branam, a forensic scientist from the Bureau of Criminal

Identification and Investigation's Cyber Crime Unit, analyzed the hard drive of the eorriputer,

Branam testified that the computer had tlzree different user profiles: Debbie, Nick, and Nick C.
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All three profiles were password protected. With the aid of her forensic. software, Branam was

able to decipher the password for the Debbie profile within approximately half an hour. She also

used forensic software to attempt to decipher the passwords for the Nick and Nick C. profiles.

After five days and more than six trillion attempts by her computers, however, Branana

abandoned the search. She testified that she was never able to decipher the extl:eznely strong

passwords for eitlier the Nick or Nick C. profiles.

{^25} Even without the passwords for the Nick and Nick C. profiles, Branam explained

that she was able to examine the entire contents of the computer's hard drive through her

forensic software. Once she found any itern of interest, she was also able to determine where the

item was stored; that is, under which user profile. Branam testified that: (1) the Debbie profile

was created August 4, 2008, and had been accessed 900 times between its creation date and June

29, 2010, the date of the seizure; (2) the Nick C. profile was created May 10, 2009, and had been

accessed 26 times between its creation date and the date of the seizure; and (3) the Nick profile

was created August 2, 2008, and had been accessed 2,192 times between its creation date and

June 17, 2010, the last date the profile was accessed. Branam did not find any pornography

within the Nick C. proffle. Within the Debbie and Niek profiles, Branam testified that she found

629 videos and 395 images of potezitial child pornography. She testified that the majority of all

the videos and images were located within the Nick profile and that all of the images and videos

associated with Mr. Castagnola's ten pandering charges were located within the Nick profile.

Further, she testified that the images and videos linked to Mr. Castagnola's pandering charges,

had all been downloaded to the cozxiputer. She specified that those images and videos were not

the resLilt of accidental pop-ups, but required affirmative steps on the part of a user to accept the
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items for download. Branam testified that more than one-third of the storage space on the

cornputer's hard drive was allocated to pornographic material.

{T26} In addition to the child pornography that she foutid lArithin the Nick profzle,

Branam testified that she found several other items of interest. In particular, she found several

documents related to legal research, motions, aild court proceedings. One docuinent contained a

copy of a section of the Revised Code that dealt with the use and purchase of alcohol by a minor.

Branani testified that another document appeared to be a school paper. She testified that the

paper was captioned: "Nick Castagnola,* * * Poetry Writing II, April 8th, 2010."

{T27} Deborah Castagnola, Mr. Castagnola's mother, testified that slie knew the

passwords to all of the user profiles on the computer because she wanted to be able to monitor

the profiles at any given time. She testified that the Debbie profile on the computer belonged to

her and that Mr. Castagnola hadgiveri her the passwords for the Nick and Nick C. profiles. Mr.

Castagnola also provided the court with the passwords for the Nick and Nick.C. pi-ofiles during

the trial. Ms. Castagilola testified that she accessed the other user profiles from time to time, but

never saw any pornographic material on the computer.

{¶28} Possession is "a voluntary act if the possessor knowingly procured or received the

thing possessed, or was aNvai:e of the possessor's control of the thing possessed for a sufficient

time to have ended possession." State v. Butler, 9th Dist. No. 24446, 2009-Ohio-1$66, T 18,

quoting R.C. 2901.21(D)(1). Viewing the evidence in a light most favorable to the State, a

rational trier of fact could have found that the State proved beyond a reasonable doubt that Mr.

Castagnola possessed or controlled the pornographic material that formed the basis for the ten

pandering counts. All of the images and videos that formed the basis for Mr. Castagnola's

pandering counts were found within the Nlick user profile and had beeii actually downloaded by a
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user of that profile. The Nick profile also contained other documents associated with Mr.

Castagnola. Specifically, it contained a school paper with his name on it and legal research

regarding the use and purchase of alcohol by a minor; a topic that would have been relevant to

Mr. Castagnola's initial charge for selling alcohol to underage persons. Moreover, the password

for the Nick profile was extremely strong. Six trillion attempts to decipher it through the use of

fore.nsic software failed. It, therefore, would have been difficult if not impossible for anyone to

use the Nick profile without already knowing the password. Mr. Castagnola's mother testified

that he provided her with the password for the Nick protile. Mr. Castagnola also admitted at trial

that he knew the password. Further, even if some other individual knew all of the passwords for

the computer, there was evidence that one-third of the storage space on the computer's hard drive

was allocated to pornographic material and two of its profiles contained 629 videos and 395

images of potential child pornagraphy. None of the profiles on the computer existed for more

than two years, a.nd the computer was located in the family room of Mr. Castagnola's home. The

evidence, ' therefore, pointed to the corzclusion that the individual who- downloaded the

pornographic material onto the connputer resided at the Castagnola home.

{1[29) Although the State did not produce any direct evidence that Mr. Castagnola

possessed or controlled the pornographic images and videos at issue, it was not required to do so.

This Court has recognized that "[c]ircunlstantial evidence and direct evidence inherently possess

the same probative value." State v. Reglus, 9th Dist. No. 25914, 2012-Ohio-1174, T 13, quoting

Jenks, 61 Ohio St.3d at paragraph one of the syllabus. Having reviewed the record, we cannot

conclude that Mr. Castagnola's pandering convictions are based on insufficient evidence. His

second assignment of error is overruled.
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ASSIGNMENT OF ERROR III

THE TRIAI, COURT ERRED IN FAILING TO MERGE [MR.
CASTAGNOLA'S] CONVICI'IONS IN COUNT 1 WITH Cf)UN T2, AND IN
COUNT 3 WITH COUNT 4, IN CASE NO. 2010-07-1(}5 1.

{T30} In his third assignment of error, Mr. Castagnola argues that the trial court erred by

sentencing him to allied offenses of similar import with regard to his retaliation. case.

Specifically, he argues that his retaliation and criminal damaging counts (Counts 1 and 2) should

have merged, as they both arose from his damaging the law director's car, and his retaliation and

vandalism counts (Counts 3 and 4) should llave merged, as they both arose from his damaging a

R.eminderville police car.

{¶311 In State v. Johnson, 128 Ohio St.3d 153, 2010-Ohio-6314, syllabus, the Supreme

Court of Ohio held tliat, in determining whether two offenses are allied offenses of similar

import, "the conduct of the accused must be considered." The court must first determine

"whether it is possible to commit one offense and commit the other with the same conduct," and,

if so, then "the court must determine whethet the offenses were committed by the same conduct,

i.e. `a single act, committed with a single state of mind."' (Emphasis omitted.) Id. at ¶ 48, 49,

quoting State v. Brown, 119 Ohio St.3d 447, 2008-Ohio-4569, ¶ 50 (Lanzinger, J., concurring).

If the answer to both inquiries is yes, then the offenses must be merged. Johnson at r 50. The

"failure to merge allied offenses of similar import constitutes plain error, and prejudice exists

even where a defendant's sentences are to run concurrently because `a defendant is prejudiced by

having more convictions than are authorized by law."' State v, Asefi, 9th Dist. No. 26430, 2012-.

Ohio-6.101, ^, 6, quoting State v. Underwood, 124 Ohio St.3d 365, 2010-Ohio-1, ^j 31.

ffl2} The record does not support the conclusion that the trial court considered and

applied Johnson when it sentenced Mr. Castagnola. During defense counsel's sentencing
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recon-irnendation, the trial judge expressed his view that all of the charges related to the

retaliation event of June 15, 2010, "should merge" and that the charges related to the retaliation

event of June 20, 2010, "should be considered together." The eouz-t then: stated, however:

Now, technically, a person could receive separate senterices for each of those if
the Court were to find that they were committed with a separate animus within
those [] days, So I azn not speaking in terms of technical legal interpretation; I am
just indicating to you how I look at these sets of charges.

No further discussion took place on the issue of animus. Moreover, neither the parties nor the

court ever discussed Johnson or the test set forth therein. After the sentencing recornniendations

and. Mr. Castagnola's allocution, the court simply sentenced him on each of his separate

offenses.

{1^33} Were this Court to apply Johnson to Mr. Castagnola's argumeti.ts, we would be

doing so in the first instance. This Court has consistently declined to do so. See, e.g., State v.

Chisholm, 9th Dist. No. 26007, 201.2-Ohio-3932, 22. Therefore, this matter must be remanded

to the trial court for it to apply Johnson and determine whether Mr. Castagnola's offenses should

merge. "Moreover, in the event that the offenses are allied, `the State also must have the

opportunity to elect the offense[] upon which it wishes to proceed to sentencing."' Asefi at ¶ 8,

quoting State v, liemba, 9th Dist. No. 25886, 2012-Ohio-1717, 123. Mr. Castagnola's third

assignment of error is sustained solely on the basis that this matter must be remanded, consistent

with the foregoing discussion.

ASSIGNMENT OF ERROR IV

THE TRIAL COURT ERRED AS A MATTER OF LAW BY SENTENCING
[MR. CASTAGNOLA] TO CONSECUTIVE TERMS OF IMPRISONMENT
WITHOUT MAKTNG FIiNDINGS AT THE TIME OF THE SENTENCING
HEARING, AND WITHOUT GIVING REASONS FOR THE FINDINGS IN
THE JOURNAL ENTRY OF SENTENCING, AS REQUIRED BY R.C.
§2929.14(C)(4).
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{¶34} In his fourth assigzunent of error, Mr. Castagnola argues that the trial court erred

by imposing consecutive sentence terms upon him without setting forth the reasons and findings

behind the issuance of the consecutive terms. Based on this Court's resolution of Mr.

Castagnola's third assignment of error, Mr. Castagnola's sentence could change upon remand.

Accordingly, we decline to address his fourth assignment of error at this time. See State v.

FaYnran, 9th Dist. No. 263 94, 2012-Ohio-621. 1, ; 5.

1TI.

{¶35} Mr. Castagnola's first and second assignments of error are overruled. His third

assignment of error is sustained insofar as the matter is remanded for the trial court to apply State

v. Johnson in the first instance. Due to the remand, this Court declines to address his fourth

assigiu^aent of error. 1-'he judgment of the Sumrriit County Court of Comznon. Pleas is affirmed in

part, reversed in part, and the cause is remanded for further proceedings consistent with the

foregoing opinion:

Judgment affirmed in part,
reversed in part,

and cause remanded.

There. were reasonable grounds for this appeal.

We order that a special mandate issue out of this Court, directing the Court of Common

Pleas, County of Summit, State of Ohio, to carry this judgment into execution. A certified copy

of this journal entry shall constitute the mandate, pursuant to App.R. 27.

Immediately upon the filing hereof, this document shall constitute the journal entry of

judgment, and it shall be file stamped by the Clerk of the Court of Appeals at which time the

period for review shall begin to run. App.R. 22(C). The Clerk of the Court of Appeals is
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instructed to mail a notice of entry of this judgment to the parties and to make a notation of the

mailing in the docket, pursuant to App.R. 30.

Costs taxed equally to both parties.

WHITMORE, J.
CONCURS.

CARR, J.
DISSENTING.

CARLA MOORE
FOR THE COURT

{¶36} I would sustain Mr. Castagnola's first assignment of error because the State's

invasion into the Castagnola family home and seizure of all the computers was not supported by

probable cause that "evidence of a crime" would be found. Consequently, his remaining

assignments of error would have been rendered moot.

{¶37} I must begin by emphasizing that "[w]e are bound to defend the Iiberties of even

the most despised members of society, for it is in their cases that our freedoms are most at risk."

United States v. Ivy, 165 F.3d 397, 404 (6th Cir.1998). "The occasional benefits that compliance

with the Fourth Amendment confers upon the guilty must be recognized as a necessary

consequence of guaranteeing constitutional protections for all members of our community"

because the law defining the parameters of the Fourth Amendment arises only in cases in which

criminal activity was uncovered. Id. The heinous activity uncovered on Mr. Castagnola's

computer, however, should not cloud this Court's review of the manner in which that evidence
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was found. "There is always a temptation in criminal cases to let the end,justify the means, but

as guardians of the Constitution, we must resist that temptation." State v. Gardner, Slip Opinion

No. 2012-Ohio-5683, ^, 24, citing United States v. Mesa, 62 F.3d 159, 163 (6th Cir.1995); see

also State v. Friedman, 194 Ohio App.3d 677, 2011-Ohio-2989, '^( 15-25 (9th Dist.) (Carr, J.,

dissenting). "While I am a strong advocate of zealous lavv enforcement, the rights of individuals

must not be lost in that pursuit." State v. Yinez, 9th Dist. No. 2687, 1992 WL 131397, *3 (June

10, 1992) (Cacioppo, J., dissenting). "It is the duty of this court tci guard zealously the

constitutional rights of individuals against overzealous police practices, This is necessary to

insure that the rights guaranteed in the Constitution do not become but a form of words in the

hands of governnlent officials." Id.

{¶38} We must not lose sight of the significant fact that, at the time the warrant was

issued in this case, Mr. Castagnola was not suspected of downloading child pornography or

engaging in any other illegal computer activity. He was suspected of cornznitting repeated acts

of vandalism, only one of which was even arguably connected to a computer in his home. The

only purported reason for the entry into his home and seizure of the computers was to verify that

Mr. Castagnola had looked online to obtain the law director's home address.

{¶39} Even if I could agree that there was a"fair probability" that there would be a

computer in the home that would verify that he had searched and obtained the law director's

address, that single online search was not sufficiently connected to criminal activity to justify

this serious intrusion into the privacy rights of the Castagrzola family. See State v. George, 45

Ohio St.3d 325 (1989), paragraph one of the syllabus, quoting Illinois v, Gates, 462 U.S. 213,

238-239 (1983). In stark contrast to the type of computer evidence that is typically targeted by a

search warrant, Mr. Castagnola's online search for the law dixector's address was not illegal



20

activity, nor was it a fruit, contraband, or an instrumentality of any crime. It was a piece of

"mere evidence" to connect Mr. Castagnola to the crimes committed at the law director's home.

See Warden v. Hayden, 387 U.S. 294 (1967). 'VJhether that one online search also constituted

"evidence of a crime" as that term is used in 17linois v. Gates requires further examination.

{¶40} When the United States Supreme Court first authorized the seizure of "mere

evidence" pursuant to a warrant or exception to the warrant requirement, it emphasized that there

must be a sufficient nexus between that evidence and the criminal activity. Warden v. Hayden,

387 U.S. at 307. It explained that, althottgh the "nexus" between the item seized and criminal

activity is "automatically provided in the case of fruits, instrumentalities or contraband," no such

connection to criminal activity can be presumed in the case of "mere evidence." .ld. "[I]n the

case of 'mere evidence,' probable cause must be examined in terms of cause to believe that the

evidence souglit will aid in a particular apprehension or conviction." Id. Moreover,

"consideration of police purposes.will be required." Id.; see also Zurcher v. Stanford .paily, 436

U.S. 547, 577 (1978) (Stephens, J., dissenting); Andresen v Maryland, 427 U.S. 463, 483 (1976).

{¶41} After the decision of the United States Supreme Court in Illinois v. Gates,

probable cause analysis typically presumes that the evidence seized is, in fact, "evidence of a

crime," without analyzing whether the evidence has a sufficient nexus to the criminal activity,

whether it will aid the apprehension or conviction of a particular suspect, and/or the purpose of

the police in seeking the warrant. Perhaps because search warrants typically target contraband,

instrumentalities, or evidence that is otherwise obviously connected to criminal activity, the

question of the "nexus" and "mere evidence" is not often litigated. Nevertheless, even after

nlinois v. Gates, the Warden v. Hayden "mere evidence" reasoning remains good law. Although

Waf•den v. Ilayden is most often cited for its formal recognition of the "hot pursuit" exception to



21

the warrant requirement, the United States Supreme Court has continued to apply its reasoning

pertaining to probable cause to seize "mere evidence" of a crime. E.g., New Jersey v. TL.O.,

469 U.S. 325, 345 (1985).

{¶421 Although Ohio courts have not continued to apply the Warden v. Hayden "mere

evidence" analysis, courts in other jurisdictions have. See, e.g., State v. Santini, 64 So.3d 790,

798 (La.App.2011); Kennedy v. State, 338 S.W.3d 84, 92 (Tex.App.201.1); Commonwealth v.

Jones, 605 Pa. 188 (2010); United States v. Rozell, D.Minn. No. CRIM.04-241(1) JRT/R, 2004

WL 2801591. (Nov. 19, 2004); United States v. 41exander, E.D.Mich. No. 04-20005-BC, 2004

WL 2095701 (Sept. 14, 2004); State v. Mitchell, 20 S.W.3d 546, 556 (Mo.App.2000); United

States v. Gilbert, 94 F.Supp.2d 163, 168 (D.Mass.2000); Commonwealth v. Ellis, Mass.Super.

No. 97-192, 1999 WL 823741 (Aug: 18, 1999); State v. Thompson, Conn. Super. Ct. No. CR

1895928, 1999 WL 545353 (July 16, 1999).

{¶43} To.:determine whether there was sufficient nexus between the evidence targeted

by the warrant (an online search for the law director's address) and the criminal activity at issue

here (vandalism and retaliation against the law director), the probable cause inquiry required an

examination of whether there was cause to believe that this piece of evidence would aid in the

apprehension and/or conviction of Mr. Castagnola. Through the recording of Mr. Castagnola's

statement to Informant May, and text messages sent from Mr. Castagnola's phone, the police

already had evidence that he had obtained the law director's home address and that he had

participated in the acts of vandalism at his home. Although the police had an interest in

obtaining evidence to corroborate that fact, the extent to which Mr. Castagnola's acttial online

search would aid in his conviction was rriiniinal.
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{¶44} Weighed against the government's interest in obtaining that one piece of

corroborating evidence, on the other hand, was the intrusion into the private home of the

Castagnola family to seize all of the family computers. The probable cause inquiry here must

include an examination of whether it was reasonable to search all computers in the home to find

evidence that Mr. Castagnola conducted an online search for the law director's home address.

Searching for evideiice that is believed to be stored on a computer poses a serious threat to the

privacy rights of anyone who has used that computer. As one court emphasized, "Computers arre

simultaneously file cabinets (with millions of files) and loeked desk drawers; they can be

repositories of innocent and deeply personal information, but also of evidence of crimes." United

States v. Adjani, 4521{.3d 1140, 1152 (9th Cir.2006).

{¶45} In authorizing a.warra.nt to invade the privacy interests in the vast amount of

information stored on a computer, courts must strike a reasozaable balance between . the

government's ability to prosecute crimes and the privacy rights of the individuals who have

personal information stored on those computers. See id, Moreover; even when a search for

information on a computer is justified, the warrant should identify that information with

particularity and the search should be limited in scope accordingly. ^5'ee, e.g, United States v.

Otero, 563 F.3d 1127, 1132 (10th Cir.2009).

{lj46} As the Vermont Supreme Court recently emphasized in its review of a warrant to

search electronic records, "we ask judicial officers to ensure * * * not simply that there is a

reason to believe evidence may be uncovered but that there is a reason that will justify an

intrusion on a citizen's privacy interest." In re Appeal Of .Application for Search Warrant, ---

A.3d ----, 2012 Vt. 102, T 31. It is "essential that a judicial officer be cognizant of the general
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type of invasion being proposed" and remember that "[t,here is interplay between probable

cause, particularity, and reasonableness." Id. at fi 31, 33.

{¶47} In examining the "totality" of the circumstances, the trial court is always required

to "make a practical, common-sense decision," based on all of the circumstances set forth in the

affidavit. State v. George, 45 Ohio St.3d 325 (1989), paragraph one of the syllabus, quoting

Illinois v. Gates, 462 U.S. 213, 238 (1983). Viewing these facts through "the lens of common

sense," the probable cause analysis must always consider the "reasonableness" of the

government invasion. See Florida v. .Harris, ___ U.S. 2013 WL 598440; Pennsylvania v.

1►limms, 434 IJ.S. 106, 108-109 (1977). Reasonableness is a fluid concept that requires

balancing the competing "`public interest and the individual's right to personal security free from

arbitrary interference by law officers."' ;Id. at 109, quoting United States v. Brignoni-Ponce, 422

U.S. 873, 878 (1975).

;¶48} Viewing these circumstances through a lens of common sense, the government's

need for corroborating evidence that Mr. Castagnola obtained the law director's address online

did not outweigh the privacy rights at issue here. Moreover, the probable cause inquiry requires

a "consideration of police purposes" for requesting the warrant. Warden v. Hayden, 387 U.S. at

307. The police had no reason to search the cotnputers for anything other than verification that

Mr. Castagnola had found the law director's address. No facts in the affidavit even suggested

that any other evidence would be found on the computer to connect Mr. Castagnola to criminal

activity.

{^,49} At the suppression hearing, Detective Kreiger admitted that, aside from

information that Mr. Castagnola had found the law director's address in court records, he had

received no information to support his belief that Mr. Castagnola had used a computer in
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connection with any of these crimes. Although the detective had no information to even suggest

that otlier evidence would be found on the computers, because Mr. Castagnola had been so

"blatant" in sendizig out text messages and talking about the "egging" incidents, the detective

testified that he "assumed" that there would "probably [be] other items in the house that would

be of evidentiary value."

{¶50} That testimony and the facts as stated in the affidavit suggested that the police

believed that they would find other evidence on the computers to connect Mr. Castagnola to acts

of vandalism, yet the affidavit stated no factual basis to support that belief. A warrant to perform

a "general, exploratory iurn.maging in a person's belongings," is prohibited by the Fourth

Amendment. See Coolidge v. New Hampshire, 403 U.S. 443, 467 (1971). "[T]here must be

some threshold showing before the government may `seize the haystack to look for the needle.

(Internal citations omitted.) United States v. Hill, 459 F.3d 966, 975 (9th Cir.2006). I do not

believe that the State nnade such a threshold showing in this case. For these reasons, I-

respectfuIly dissent.
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