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Pursuant to the Court's Briefing Schedule Entry of September 24, 2014 and S.Ct.Prac.R.

12.06, Respondents present their evidence, which consists of the following:

1. Affidavit of David DeGrandis, and Exhibits thereto;

2. Affidavit of D. Paul Soprek; and

3. Affidavit of Andrea F. Warner, and Exhibits thereto.

Respectfully submitted,

CUYAHOGA COUNTY DEPARTMENT OF LAW
Majeed G. Makhlouf, Director

' ^.
Majeed . Makhlouf(0073853)*
Counsel of Record
nZmakhlouf@cuyahogacounty: us
Robin M. Wilson (0066604)
rwilson@cuyahogacountv. us
Cuyahoga County Department of Law
2079 East 9th Street
Cleveland, Ohio 44115
Tel: (216) 698-6464
Fax: (216) 698-2747

Counsel for Respondents
County of Cuyahoga, Ohio;
County Executive Edward FitzGerald; and
Koula Celebrezze

[Representation pursuant to August 27, 2013
Agreement governing the division of
duties between the Cuyahoga
County Prosecutor's Office and
Department of Law]
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CERTIFICATE OF SERVICE

I certify that a copy of the foregoing was served on all parties of record by regular U.S.

mail and electronic transmission this 14th day of October, 2014 to:

Curt C. Hartman
The Law Firm of Curt C. Hartman
7394 Ridgepoint Drive, Suite 8
Cincinnati, OH 45230
(513) 752-2878
hartmanlawfirrn c'^ftise.net

Daniel P. Carter
Law Firm of Daniel P. Carter
1400 West Sixth Street, Suite 300
Cleveland, OH 44113
(216) 392-4509
dL) ci r;dpcarterl^^ acon^

Christopher P. Finney (0038998)
Finney Law Firm LLC
4270 Ivy Pointe Blvd., Suite 225
Cincinnati, OH 45245
(513) 943-6655
chris ^ ^inevlawfirm.corra

Counsel for Relator

-&4 6. A^4^
C'ouns for Respondents



EXHIBIT 1
AFFIDAVIT OF DAVID DEGRANDIS



IN THE SUPREME COURT
OF THE STATE OF OHIO

The State of Ohio ex rel.
Ohio Republican Party,

Relator

V.

Edward FitzGerald, et al.,

Respondents.

CASE NO. 2014-1141

AFFIDAVIT OF DAVID DEGRANDIS

STATE OF OHIO

COUNTY OF CUYAHOGA

)
) SS:

^

Affiant, David DeGrandis, having first been duly sworn to testify truthfully, deposes and

states as follows:

1.

2 .

I have personal knowledge of all facts set forth herein.

I am a Senior Administrative Officer with the Cuyahoga County Department of

Information Technology and the person responsible for handling the purchase, installation, and

maintenance of the County's security key card system for county facilities.

3. As the following sampling of security key-card system deployment at the County

demonstrates, the County installed and continues to purchase and deploy its security key-card

swipe system for the protection of its facilities and those who use them:

A. Exhibit A is a true and accurate copy of an October 20, 2012 Customer

Service Request ("CSR"), seeking approval from the County's Technical Advisory
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Committee to deploy the County's security key-card system at the County's Jane Edna

Hunter Building. As the CSR provides, the purpose of this system is to provide a "safe

and secure environment" for the county's facilities and those who occupy them.

B. Exhibit B is a true and accurate copy of my October 20, 2012

Memorandum, which I submitted to the County's Chief Information Officer and the

County's Technical Advisory Committee along with the October 20, 2012 CSR attached.

hereto as Exhibit A. As the Memorandum explains, the County's security key-card

system utilizes a single vendor to ensure the integrity of the "networked access control

system" to provide "secure facilities."

C. Exhibit C is a true and accurate copy of a December 6, 2013 CSR seeking

approval from the County's Technical Advisory Committee to deploy the County's

security key-card system at the County's Crime Lab. As the CSR expressly provides, the

system is installed to "provide the required physieal security for the Crime Lab."

D. Exhibit D is a true and accurate copy of a June 5, 2014 CSR seeking

approval from the County's Technical Advisory Committee to further deploy the

County's security key-card system in the Justice Center's Court Tower and General

Division of the Cuyahoga County Court of Conunon Pleas. As the CSR expressly

provides, this system is being installed to "provide a safer working environment for

judges, court staff, lawyers, litigants, jurors, other county employees, and visitors to the

Court."

6. The purchase and installation of this security key-card system is part and

parcel of the County's security plan to protect its facilities. Different users have different

levels of access based on the level of their security credentials, and the security key-card
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system is used to determine whether the person seeking access has the appropriate

security credentials to access the area they're seeking to enter. The access is regulated by

hours, by floors, and even rooms on the same floor, and it is used by the Sheriffs

Department for the protection of the County's facilities and those who use them.

7. The security key-card data reveals sensitive security information, such as

user patterns, not only in terms of hours of entry, but also in terms of access points. For

instance, if an individual with high-level security credentials, such as the County

Executive, utilizes a non-public entryway to enter an area that is secured via the key-card

system without the presence of security personnel, the security key-card data will not

only reveal the time patterns of entry, but it will also reveal the existence of the non-

public, secured entryway itself.

FURTHER AFFIANT SAYETH NAUGHT.

Sworn to and subscribed before me this 10' day of October, 2014.

.___..,^ ° ....^

Notary Pu
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MAXED G. 3viAKFiWUF
Aftomey At Law

NOTARY PUBLIC
STATE OF OHIO

My CAmer418s1on Has
No Expiration Date

Section 147.03 O.R.C.
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EXHIBIT 2
AFFIDAVIT OF D . PAUL SOPREK



IN THE SUPREME COURT
OF THE STATE OF OHIO

The State of Ohio ex rel. : CASE NO. 2014-1141
Ohio Republican Party,

Relator

V.

Edward FitzGerald, et al.,

Respondents.

AFFIDAVIT OF D. PAUL SOPREK

STATE OF OHIO )
) SS:

COUNTY OF CUYAHOGA )

Affiant, D. Paul Soprek, having first been duly sworn to testify truthfully, deposes and

states as follows:

l. I have personal knowledge of all facts set forth herein.

2. I am a career detective with the Cuyahoga County Sheriffs Department, and I

direct the Sheriffs Department Principal Protection Unit. I have been employed by the

Cuyahoga County Sheriff's Department for 20 years: 6 years as a correction officer, 14 years as

a deputy sheriff, and have been a detective for the past 10 years.

3. My experience at the Sheriffs Department includes serving as the Terrorism

Liaison Officer at the Homeland Security Northeast Ohio Fusion Center. I have also served as a

member of the FBI-JHAT Task Force (the Joint Hazardous Materials Assessment Team). My

1



experience also includes 10 years as an operator on the SWAT team, holding Ohio and FBI

advanced certifications in breaching and most modern weapons systems.

4. I have more than 500 hours of specialized training in law enforcement and

security management subjects.

5. In addition to conducting multiple trainings, I have contributed content to

Principal Protection; Lessons Learned (Colliver, 2011), as reflected in the Acknowledgments.

The is the text book used for the principal protection training at the Ohio Peace Officer Training

Academy (OPOTA) and many other venues.

6. The need for a principal protection unit at the Cuyahoga County Sheriff's

Department became acute in the aftermath of a number of tragedies occurring throughout the

United States, such as the shooting of Congresswoman Gabrielle Giffords. I was therefore

tasked with the responsibility of establishing and leading the unit.

7. The Principal Protection Unit is charged with the responsibility of protecting

public officials in Cuyahoga County, including the County Executive, County Council, County

Judges, and visiting dignitaries. The Unit is also responsible for ensuring the safety of County

employees in cases of threats and retaliation.

8. Detectives assigned to the Principal Protection Unit undergo extensive training

and are certified by the Sheriff's Department using the OPOTA program.

9. In fulfilling their security responsibilities, the detectives in the Principal

Protection Unit regularly interact and exchange information with their counterparts in other law

enforcement agencies, including the U.S. Secret Service, the Federal Bureau of Investigation, the

United States Marshall Service, the Fusion Center, and local law enforcement agencies.

2



10. The Principal Protection Unit, under my direction, is directly responsible for the

protection of Cuyahoga County Executive Edward FitzGerald and have had this responsibility

since 2011. Since the Executive won the primary as a major party candidate for the Office of

Governor of the State of Ohio, I have been coordinating security details and efforts for his

protection with the Ohio Department of Public Safety, Division of Highway Patrol.

11. The Cuyahoga County Executive is the highest official in the executive branch of

Cuyahoga County, Ohio's largest county. By virtue of this position, the Executive is inherently

vulnerable to threats and harm. In addition, as a former criminal prosecutor and FBI agent,

Executive FitzGerald requires a heightened level of security protection based upon his law

enforcement background.

12. In the realm of protecting public officials, it is critical to protect the manner and

pattern of travel, ingress and egress, and timing. This is precisely the kind 'of information that

the County's security key-card data reveals. Release of the security kev-card data for the County

Executive diminishes the effectiveness of the Principal Protection Unit and its ability to protect

the County Executive.

13. The Sheriff's Department Principal Protection Unit is investigating a number of

verified threats and menacing against Executive FitzGerald-some of which were transmitted to

the Sheriff's Department through other law enforcement agencies. This is highly confidential

and extremely sensitive information the release of which jeopardizes the Sheriff's Department's

investigations and the Executive's security.

14. As repeated local tragedies around the country demonstrate, the Principal

Protection Unit cannot disregard or minimize the seriousness of any threats against public

3



officials. This is especially tr•ue when it comes to high level individuals who are recognized by

the general public like Executive FitzGerald.

FURTHER. AFFIANT SAYETI-1 NA T 7GT TT ^r--,

f-^

Sworn to and subscribed before me this l Oth day of October, 2014.

Notary Pu c

^% I 11er1{, ,

^9Af,

^ a. \\1'llj^, lr
• .^

w' ^q
p:^^^,'•• .....^+'^^'°`..`
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MAJW G. IVIt1KHW1.3F
l0.itomey At Law

NOTARY PUBLIC
STATE OF 0HI0

My Commission Has
No Expiration Date

Seotfon 147.03 O.R.C.



EXHIBIT 3
AFFIDAVIT OF ANDREA R . WARNER



The State of Ohio ex rel.
Ohio Republican Party,

Relator

V.

Edward FitzGerald, et al.,

Respondents.

CASE NO. 2014-1141

AFFIDAVIT OF ANDREA R. WARNER

STATE OF OHIO

COUNTY OF CUYAHOGA

IN THE SUPREME COURT
OF THE STATE OF OHIO

)
) SS:

)

Affiant, Andrea R. Warner, having first been duly sworn to testify truthfully, deposes and

states as follows:

1. I have personal knowledge of all facts set forth herein.

2. I have a juris doctorate degree from the Cleveland-Marshall College of Law, Cleveland

State University, Cleveland, Ohio.

3. I am employed as a paralegal in the Legal Department of the County of Cuyahoga, Ohio.

4. As part of my duties for Cuyahoga County, I am assigned to provide legal assistance in

the matter of State ex rel. Ohio Republican Party v. FitzGerald, et al., Ohio Supreme Court Case

No. 14-1141.

5. On October 8, 2014, on direction of counsel, I downloaded from the Ohio Supreme Court

Clerk of Court's electronic docketing system a copy of Respondent's Presentation of Evidence in

its entirety in the matter of State ex i°el. Plunderbund Media, LLC v. John Born, Director, Ohio

1



Department of Publzc Safedy, Original Action in Mandamus, Ohio Supreme Court Case No

2013-0596 ("Plunderbund"). Exhibit A attached is a true copy of Respondent's Presentation of

Evidence as filed.

6. The Affidavits of James Christian Selch and David Brown included within Respondent's

Presentation of Evidence reference DAS InforYnation Technology Bulletin No. ITB-2006.01;

which Relator filed with its evidence in Plunderbund.

7. Exhibit B attached is a true copy of Bulletin No. ITB-2006.01 submitted as evidence to

the Court in Plunderbund.

FURTHER AFFIANT SAYETH NAUGHT.

rea R. Warner

Sworn to and subscribed before me this 1W' day of October, 2014.

Qrk
Notary Public

ROBIN M. WILSON, ATrY
NOTARY PUBLIC « STATE OF OHIO

My Commission Has No Expiration Date
Section 1447.03 o.R.Ce
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EXHIBIT A



^n^

IN THE SUPREME COURT OF OWt'J

State ex, rcl. Plundorbund Media, LLC,

Relator,

.

Case No.. 2013-0596

V.

Jp1w Born, Direotor,
Obio Department of'PubIic Safety,'

Respondent>

(3riginW Action iEn Mandamus

RESPONDENT'S PRESENTATION OF EVIDENCE

VICTORIA E. ULLMANN* (0031468)
*Cvaen.sel v, f :kecord

1135 Bryden. Roarl
Columbus, Ohio 43205
614-253-2692
Victoria ullmanna otmail.com

CounseI for Relator

MICHAEL DeWlNE
-Ohio Attoxney General

HILARY R. DAMASER* (0059190)
*i;'Quansel ofRecord

WILLIAM J. COLE (0067778)
Assistant Attorneys General -
Executive Agencies Section.
30 Eagt Broad Stteet,.26th k'Ioor
Columbus, Ohio 4321.5
61.4-466-2980
866-3544086 fox
Hilay.Dam.aser@®hioAttomey0eneral.gov
Walliam.Cole^,,̀la C)hi.oAttozneyC`eneral;gov

Counsel for Respondent .

F L E'rv
, 0.13 j^^^

L
CLERK OF "Ol^RT

.S ^^'R^^1^ `^€^^°^ ^^ ORIO
John ,$arn became Director of the Ohio Department. Qf. Public Sa.fetyTliomas P. C^ac on July 31, 2013.Pursuazat to Civil 'Rule ^25(D)(l), Mx. Born is ^tomafically substitr^ted fbr former Dixectar

l.es,



Pursuant to S. Ct, Prac. R. 12.06, Respondent presents his evidence, which consists of the

following documents:

7. Affidavit of John I3orn

2. Affidavit of Paul Pride

3. Affidavit of Richard Baron

4. Affidavit of Patrick Kellum

5. Affidavit of James Christian Selch

6. Affidavit of David Brown

Respectfully submitted:

IVIICfIAEL DeWINE
Ohio Attdrnev Genexal

HILARY R. DM1SER* (0059190)
*Cnunsel of ecord

WILLIAM J. COLE (0067778)
Assistant Attorneys General
Executive Agencies Section
30 East Broad Street, 26th Floor
Columbus, Ohio 43215
614-466-2980
866-354-4086 fax
Wil.liarn.Cale@Oh"ioAttorneyGeneral.gov
14i!ary.Damase.r@OhioAttomeyGeneral.gov

Counsel for Respondent

CERTIFICATE OF SERVICE

I certify that a copy of the foregoing was served by regular and electronic mail, on

September 3, 2013, upoii Victoria E. I,Illrnann, 1135 Bryden Rqad, Colu.mbt^s, Ohio 4320^5.

WILLIAM J.



1. AFFIDAVIT OF JOHi'^1 BORN



Afficlavit of John Born

STATE OF OHIO

COUNTY OF FRANKLIN: ss

Affiant, John Boi°ti, Director of the Ohio Departrnen.t of Public Safety (,`DPS") and

former Superintendent of the Ohio State Highway Patrol C"OSHP'), having been first duly

cautioned and svvorn, and. being competent to testify to all matters stated herein, states from. his

own personal knowledge:

1. I hold a Master of Social Science in deviant behavior from Ohio University: I have

also completed. the Federal Bureau of Investigation's National Executive Instit-ute,

governance training at Harvard Business School, and leadership training at the United

States Army War College.

2. I previously served on a combating domestic terrorism national advisory coinmittee,

as the vice chair of the High Intensity Drug Trafficking Areas Executive Board, and

as a commissioner on the Ohio Peace Officer Training Commission.

3. For twenty-five years, I served in the OSHP, starting as a trooper in 1987 and rising.

to the rank. of coionel. While at the OSHP, I served as squad leader of the Office of

Investigative Services, comznander of Strategic Services, field operations commander

for the eastern half of Ohio, and finally as Superintendent.

4: The OSHP is charged with the security of all state offices, to include both the

facilities and the office holders.

5. The OSHP ensures the security of the Office of the Governor and his family, as well

as the security of the Governor's residence and state facilities. The Office of the



Governor encompasses the functions, decisions and policymaking of the public

office.

6. Statewide elected officials, by virtue of their positions, are inherently vulnerable to

threats and harm. The Governor, being the highest elected official in Ohio with

supreme executive power of the State, is uniqtzely vulnerable to threats.

7. The OSHP investigates all threats against the t:'iovernor; his family, his residence, and

all state facilities. Each threat and investigation thereof potentially reveals security

and safety vulnerabilities.

8. OSHP security varies according to each officeholder's particular personal and family

logistics. Public disclosure of the number of threats made against the Govemor

would expose security limitations and vulnerabilities.

9. Public disclosure of the content and credibility of threats, in both open and closed

investigations, increases the risks to the safety and personal security of the Governor

and his family; as well as to state buildings and facilities.

10. I have read and am farnilia.r with the provisions of R.G. 149.433. Based on my expert

knowledge, training, axid experience, I believe that public disclosure of investigation

records of threats made against the Governor is contrary to the text and purpose of

R.G. 149.433.

11. I also believe that public disclosure of investigation records of threats made against

the Govemor will substantially increase the risks to the safety and personal security

of the Governor, his family, his staff, his security, his cabinet, and state offices,

buildings, and facilities.

AFF1A1'tilT FURTHER SAYETH NAUGHT.



I swear under penalties of perjury and falsification that the foregoing is true and accurate

to the best of my knowledge, information., and belief.

Sworn and subscribed to before me, a Notary Public, on this Ifi _ day of
2013.

J\ 1 ^
Ncatary .Pub3ic

^ox *\-o ,
Commission R*^r.es~ ^fsr^. ^l^ P

c
^iTE EYF 0140

4,i ^ A ^ B^(F G'1S¢4^L^6A (^$'l$



2. AFFIDAVIT OF PAUL PRIDE



Affidavit of Paul Pride

STATE OF OHIO

COUNTY OF FRANKLIN: ss

t!Afflant, Paul Pride, Superintendent of the Otiio. State Highway Patrol ("OSHP"), having

been first duly cautioned and sworn, and being competent to testify to all matters stated herein,

states from his own personal knowledge:

1. 1 have an Associate of Applied Science degree in Law Enforcement from Ohio

University. I also completed Northwestern University's School of Police Staff and

Conimand and training at the FBI's National Academy.

2. 1 have served in the OSHP for twenty-four (24) years, rising in rank from trooper to

lieutenant colonel. I received the OS1=IP's Citation of Merit award, and was named

Post and District Trooper of the year. Before being appointed Superintendent, I

served as assistant superintendent, comtnander of the Office of Special Operations,

district commander, post coinmander, and assistant post commander.

3. Before joining OSHP, I served seven (7) years in the United States Marine Corps.

4. The OSH.P's Executive Protection Unit ("EPU") protects the. Governor, other

statewide officials, including Ohio Supreme Court justices, federal government

officials, foreign government officials and dignitaries, the Capitol Sqtiare,. and other

state buildings, offices, and. facilities.

5. As Superintendent, I am concerned with EPU officer safety as well as that of the

Governor, or other state official or dignitary the EPU.is assigned to protect. I do not

want to publicly disclose any information that would jeopardize the safety of any



such positions. If the EPU's safety is jeopardized, then its officers' ability to protect

the Governor and other officials isjeopardizecl.

6, Also as Superintendent, I authorize and manage the partnership between the OSHP,

the Uiv.ted States Secret Service ("USSS"), and other law enfor.cement jurisdictions.

If the OSHP publicly discloses threat intelligence, it would chill the willingness of

outside law enforcement jurisdictions to partner with the OSHP in providing joint and

cooperative security detail. This chilling effect would make the OSHP less effective

in protecting the Governor, his family, his offices, a.tid foreign or domestic

dignitaries.

7. For purposes of OSI-IP executive protection, the term "public office" logically and

necessarily refers to the office of the Governor, which includes the decision-makin.g,

the operation of the Governor's business, as well as the safety of the Govemor

himself, his family, staff, or cabinet. The EPU handles any threat intended to

influence, intimidate, interfere with, or hann the office of Governor, as well as threats

iaitended to physically harm the Governor, his family, or persons working for the

office of the Govern.or

8. Unlike farmer governors, Governor Kasich lives in his own residence instead of the

traditional Gover.n.or's residence, Pi.lblic release of threat information on multiple

locations renders security more vulnerable to compromise. This creates more

vulnerability because there are two locations where Governor Kasich resides andlor

holds meetings and events.

9. Dignitary protection is a critically important task. Tlte sophistication and speed with

which information can be shared is a challenge for the EPU, as any disclosed threat



information can easily be shared (e.g., by Twitter, Facebook, or blogs), thereby

increasing the number of potential sot3rces of threats, and making it more difficult to

protect the Governor. Additionally, there are more opportunities for domestic and

fareign terrorism after the 9/11 attacks.

lO. The OSl-1P needs to withhold all threat information from public disclosure. Releasing

even seemingly minor or insignificant pieces of infornnation can reveal patterns,

techniques, or information directly related to the security that EPU provides. The

need to protect such information from public disclosure is especially important to

guard against domestic terrorism. If a terrorist can get enough information to piece

together a picture of how the Governor travels, eonducts meetings, schedules his day,

and/or visits various state and out-of-state locations, the safety and security of the

Governor, his family, his staff, and his cabinet is jeopardized.

11. The fact that Govern.or Kasich and his wife appear more in public and written media

than previous Ohio governors is a particular challenge for the EPU; threat

assessments are thus more difficult to analyze and investigate. Goverr:or Kasich's

national recognition is not a good reason to provide m.ore informat.ion to the public;

rather, it is a more compelling reason to protect from public release any threat

information to better ensure that he, his family, staff, security, and cabinet are safe

and secure.

AFFIANT FURTHER SAYETH NAUGHT.



I swear under penalties of perjury and falsification that the foregoing is true and accurate
to the best of my knowledge, infortnation, and belief.

( jz^
I'aul l'.ride

Sworri and subscribed to before me, a Notary Public, on this day aI:

swv , 2013.

i^1o ry I'ulilic.
^ea.fi3^ R i

Comznission Expires;



3. AFFIDAVIT OF RICHARD BARON



Affidavit of Richard Baron

STATE OF OHIO

COLTNTY OF FRANKLIN: ss

Aftiant, Richard Baron, Executive Director of Ohio Homeland Security ("OHS"), having

been first duly cautiorfed and sworn, and being competent to testify to all matters stated herein,

states from his own personal knov,wledge:

1. I hold a Bachelors of Science in Public Safety Management and graduated from the

Southern. Police Institute's Administrative Officers Course at the University of

Louisville, the Ohio State Highway Patrol (`:OSHP'') Academy, and the Ohio Peace

Officer Training Coun.cil("OPOTC").

2. I have over twenty-+nine (29) years of law enforcement experience as a police officer

and Ohio State trooper, and I have held every rank at the OSHP to the level of

captain,

3. 1 was a police instructor certified by the OPOTC from 1993 to 2012, and trained law

enforcement personnel at the basic and advanced levels. Specifically, I taught

investigatory methodologies and intelligence to law enlorcerxient personnel and

homeland security professionals in Ohio and nationally.

4. :C spent most of my tenure with the OSHP in the Office of Investigation and. Security

("OIS"), which is principally responsible for conducting criminal investigations and

protecting the Governor ari.d federal and foreign dignitaries.

5. From 1993 to 2011, I commanded executive protection details and perfornaed

dignitary protection for Crovernors of Ohio and other states as well as federal and

foreign dignitaries. I provided, planned, and commanded dignitary protection



operations for gubernatorial inaugurations, State of the State addresses, Council of

State Governznents, federalism sumrraits, and other events.

6. I have received specialized training from the OSHP and the United Stat:es Secret

Seivice ("USSS") in dignitary protection operation, I have worked directly with the

USSS in planning and providing dignitary protection to sitting Presidents of the

United States, as well as presidential candidates while in Ohio. During my tiirie in

OI.S, I commanded state law enforcement personnel in these operations and served in

critical security positions within the dignitary pratection. operation.

7. From 2005 to 2008, I served as OHS's Chief of Operations, commanding the

Strategic Analysis and Information Center, Ohio's primary fusion center.

8, Since October 2011, I have served as the Executive Director of OHS and the

Homeland Security Advisor for the State of Ohio. In this capacity, I regularly review

intelligence information and engage in briefings and discussions with law

enforcement, the Federal Bureau of .lnvestigation and the United States Department of

Horneland Security on trends, techniques, and practices of international and domestic

terrorists and criminals.

9. By virtue of being the elected official with supreme executive power of Ohio, the

Governor, his residence, offices, and facilities are inhereaztly and uniquely vulnerable

to threatened or actual terrorist events, domestic and otherwise.

10. Security plannning, response plans, protocols, and techniques used by the Governor,

the OSHP, andlor state facilities, detail security limitations and vttlnerabilities and are

therefore deemed security records and/or infrastructure records. Such in:for.rnatiorz, if

released publicly, could be used to commit terrorism, intimidation, or violence.



11. Given the increased sophistication and known long-term pre-operation planning of

terrorists, especially after the 9/11 attacks, such individuals can make use of publicly

disclosed security information to intirnidate, threaten, or harm the Governor; lzis

family, his staff, his security, as well as State buildings, offices, and facilities. Public

disclosure of inforznation regarding the frequency and handling of threats and other

criminal activities enables terrorists and others seeking to cause harm to create

countermeasures, enabling them to mitigate security and law enforcement operations.

This would increase the risks to safety and security of the protected person and all

involved parties.

12. While most information regarding pre-operational planning is exempt from disclosure

-- often labeled confidential, secret, or top secret - there have been several publicized

cases involving actual or thwarted terror attacks in which the terrorists engaged in

long-term pre-operational planning in an effort to harm public officials.

13. The content, number, or treatment of prior or current threats (whether credible or non-

credible) to the Governor, his famiIy, and/or State buildings, offices, and facilities,

contain security information that, if disclosed (even piecemeal), could be used to

commit terrorism, intimidation, or violence. Terrorists use fragments of information

from various sources to develop a complete picture of their intended target, including

vulnerabilities and risk assessments.

14. I have read and am familiar with the decision in ZI.S: v. Fullmer, 584 F.3d 132 (3d

Cir. 2009), in which animal-rights activists tried a variety of ways to obtain

information about a New Jersey company that tested its products on animals. The

group posted such information publicly, harassed and intimidated the company, its



employees and their families, and cost the company thousands of dollars in economic

damages.

15. I have read and am familiar with the provisions of R.C. 149.433.

16. From my professional experience, the term "public office" is logically and necessarily

broader than just the physical structure of a state facility. The term encompasses the

position itself, as well as the person holding the position at any particular time. From

a security perspective, "office" includes any threats or acts that improperly influence,

or attempt to improperly influence, the office of the Governor of Ohio by, and

through which, decisions are made, irrespective of whether the influence or leverage

is exerted on the t^.̀xovernor, his family, his cabinet, or his staff.

17. Several Ohio laws, specifically the corruption of office-related offenses, refer to

"public office" as being the position itself rather than a physical structure.

18. During my time `vith OTS, I assisted with the investigation and prosecution of

numerous individuals for corruption of office-related offenses. These cases dealt with

offenses committed by individuals who laeld public positions (appointed;. elected or

otherwise).

19. Based on my knowledge, training, and expexience, I believe that public disclosure of

investigation records of threats made against the Governor is contrary to the purpose

of R.C. 149.433. Such disclosure also increases the risks to the safety and personal

seeurity of the Governor and his family, as well as to the security of state buildings,

offices, and facilities.

AFFIANT FURTHER SAYETH NAUGHT.



I swear under perialties of perjury and falsification that the foregoing is true and accurate

to the best of my knowledge, inforrnatfon, and belief.

Richard Bar

Sworn and subscribed to before me, a Notaxy Public, on ti-iis ^_^ day of

Sep}ern.2013.

^T tary Fublic^^^^
Commission Expires: 1^,{^^y,^^^^^n dp^

cof n^^



4. AFFIDAVIT OF PATRICK KELLUM



A#Tidavit of Patrick Kellum

STATE OF OHIO

COUN TY OF FRANKLIN: ss

Affiant, Patrick Kellum, Staff Lieutenant, Ohio State Highway Patrol ("OSHI'"),

having be-en first duly cautioned and sworn, and being competent to testify to all matters

stated herein, states froin hi:s own personal knowledge:

1. I have extensive experience in law enforcement, including tliirt:een (13) years

with Special Weapons and Tactics ('`SWAT"), and seven (7) years in criminal

investigations.

2. I have completed training in executive protection, incluciing SWAT/Special

Response Team ("SRT'') training, secret service training, and U.S.

Department of State Executive Protection Unit ("EPU") trainirig. I have also

completed training in counterterrorism and tlireat assessmeiit.

3. I have instructed others on security surveillance, criminal investigation, as

-vvell as SWAT, EPU, and SRT training.

4. 1 have served on the FBI Joint Terrorism Task Force. I have also served as a

case agent for the Arnold Classic, and as an assistant case agent for The Ohio

State University.

5. I have held top secret security clearance from the FBI's Joint Terrorism Task

Force. I currently hold secret clearance from the federal Department of

Homeland Security.



6. My primary job responsibilities include protecting the Governor of Ohio. In

my experience working with Governors Taft, Strickland, and Kasich, I have

personally obsez'ved that C:rovemor Kasich has a more hands-on leadership

style relative to diffzcult and controversial public issues facing the State,

which in my professional opinion exposes him to a higher degree of potential

personal hann than the other governors I have protected.

7. Furthermore, because Governor Kasich previously served in a very important

national position as Cliairrnan of the Budget Committee of the United States

House of Representatives, because he was the host of a nationally-broadcast

television prograin, and because he has lvvritten books that have been national

best-seilers; Governor Kasich is the most well-known Ohio goveinor

nationally who I have protected. His national reputation and recognition---

and thus his potential exposure to harm-transcend Ohio's borders. A threat

that may be less significant. in Ohio may be more significant. outside the

border, and vice versa. The QSHP is not always aware of public sentiment

outside Ohio; therefore, public disclosure of what is deemed insignificant

witlii.n a particular context may well be critical in another.

8. Because of Governor K,asich's national recognition, and his demonstrated

hands-on approach to difficult and controversial issues facing Ohio and the

nation, the EPU decided that it should accompany Governor Kasich on all

travel, even of a personal nature. This practice differs from Governors Taft

and Strickland.



9. Even within Ohio, the geographical area of a threat may affect the credibility

of that threat and tlae associated security plaruung. A threat that is

insignificant in one geographical area or region may be significant or

consequential in another area.

10. Public disclosure of threat-related information increases the vulnerability and

security risks to the Governor, his farnily, staff., and those who protect him.

Public disclostue of threat information also increases the danger to those who

attend a public event with the Governor present.

i l. EPU officers need to be fully informed of all threats-significant and

insigriificant, credible and non-credible-in order to safely and effectively

protect the Governor and other officials and dignitaries. Having such

inforniatiora prevents the EPU officers from going into a situation uninformed,

and is useful: in the formation and potential alteration of the officers'

protection strategy. Public disclosure of a threat-even an insignificant or

non-credible threat-may require the EPLT to change its tactics, especially if

the person .making the threat changes his or her plan based on the disclosure.

This could jeopardize the safety and security of the Governor, his faniily,

staff, and the EPU officers. It could also lead to copycat offenders choosing

to carry out the threat.

12. Non-credible threats can turn into credible threats. For example, while a

threat may be non-credible for logistical reasons (e.g..; the person making the

threat is incarcerated); pu.blic disclosure could lead to others (such as

accomplices or copy-cats) to act. Or, a threat deenied non-credible for



competency reasons could still be realized by another if information about the

threat is publicly released.

13. Information regarding threats (credible and non-credible) against the

Goverzaor or other government officials aztd dignitaries should not be released

publically. Such disclosure diminishes the effectiveness of the EPU aird

thereby jeopardizes the safety and security of the Governor, his family, staff,

and those assigned to protect him. Public disclosure of threat information also

increases the danger to those who attend a public event with the Governor

present.

14. 1'he EPU works with the Urfited States Secret Service ("USSS") and other law

enforcement jurisdictions in protecting foreign and domestic dignitaries.

'I'hreat intelligence is jointly shared by OSHP with other law enforcement

agencies providing protection within Ohio. Pixblic disclosure of threat

information by OSHP would chill cooperative efforts with multiple law

enforcement jurisdictions and thereby compromise continliity of security. If

the OSHP were to release threat infortnation about Crovernor Kasich, such

disclosure would collaterally interfere with dignitary protection from the

USSS and other laiv enforcement agencies.

AFFIANT FURTHER SAYETH NAI7GI-I'I'. .



Iswear under penalties of perjury and falsification that the foregoing is true and
accurate to the best of my knowledge, information, and belief.

Patric K ^kfzm

Sw•orn and si.xbscribed to before me, a Notary Public, on this(^ ^ day of

,^o-4eR
' 2013.

Notary Public

Commission
Expires: ^64. JXV-P -0/ (-

SNira Q. CaRE
M"PdNc,3WeotOhro

MY Comrrbft BOas06-06-2017



5. AFFIDAVIT OF JAMES CHRISTIAN SELCH



Affidavit of James Christian SelelY

STATE OF OHIO

COUNTY OF FRANKLIN: ss

Affiant, James Christian Selch, Deputy Director for State General Services with the Ohio

Departinent of Adrnin.istrative Services ("DAS'"), having been first duly cautioned and sworn,

and being competent to testify to all matters stated herein, states froin his own personal

knowledge:

1. 1 have been employed by DAS continuously since 2001. Fro.m. 2001-2007, I was the

administrator for State Information Tecbnology ("IT") Policy.

2. While serving as IT administrator, the scope of my responsibility was .tignited to

infonnation technology and telecommunications (including data and infrastructure)

policy.

3. 1 am not, and have never been, an attorney at law.

4. I. was the lead author of DAS IT Bulletin Ivo. ITB-2006.01., regarding public record

requests regarding agency information technology and telecommunications systems

and infrastructure ("Bulletin")

5. The purpose and scope of the Bulletin is limited to providing State entities with an

action plan regarding public records requests regarding IT, telecomrnunication.s

systems, and systems infrastructure, in light of legislative changes to R.C. 149:433.

6. The Bulletin was not intended to be an au.thoritative legal opinion or interpretation

regardiiag the scope or applicability of R.C. 149.433..

AFFIANT FURTHER SAYETH NAUGHT.



I svear under penalties of perjzxry atid falsifzcation that the foregoing is true and accurate
to the best of my knowledge, information, and belief.

s

es Christian SelciZ

Swom and subscribed to before me, a Notary Public, on this 3k 1> day of

54̂.° !!;"201 3.

No y Public

ommission Ex 'res:

JACQUELINE K MURRAY
Notary publ;eAka#e af 6hio

PAy cavmbdion Expices
March 27,2016



6. AFFIDAVIT OF DAVID BROWN



Affidavit of David Brown

STATE OF OHIO

COUNTY OF FRANKLIN: ss

Affiant, David Brown, Chief Inforrmation Security Officer ("CISO") for the State of

Ohio, having been first duly cautioned and sworn, and being competent to testify to all. matters

stated herein, states from his own personal knowledge:

1. 1 have a Bachelors of Science degree in Network and Communications Management

from DeVry University.

2. Since 2003, I have been certified as an information systems security professional by

International Information System Security Certification Consortium, Inc., a globally-

recognized not-for-profit organization for certifying security professionals.

3. Since 2011, I have been certified in Global Information Assurance Legal Issues in

Information Technology and Security by the SANS Institute, the largest source of

information security training and security certification in the world.

4. Since 2012, I have been employed by the Ohio Department of Administrative

Services ("DAS") as the State CISO. I was Deputy State CISO from 2011-2012, and

CISO for the Ohio Department of Public Safety from 2006-2011.

5. I am not, and have never been, an attorney at law.

6. I am familiar with DAS Inform.ation Technology Bulletin No. ITB-2406.01,

regarding public record requests regarding agency inforznation technology and

telecommunications systems and infrastructure ("Bulletin").



7. The purpose and scope of the Bulletin is limited to providing State entities with an

action plan regarding public records requests regarding IT, telecommunications

systems, and systems infrastructure, in light of legislative changes to R.C. 149.433.

8. The Bulletin is not, and has never been, an authoritative legal opinion or

interpretation regarding the scope or applicability of R.C. 149.433.

9. The Bulletui does not expand, or attempt to or purport to expand, DAS' authority

beyond IT issues, as set forth in R.C. 125.18.

AFFIANT FURTHER. SAYETH NAUGHT.

I swear under penalties of perjury and falsification that the foregoing is true and accurate

to the best of my knowledge, information, and belief.

!

David Brown

Sworn and subscribed to before me, a Notary Public, on this 3 day of

S-fj 2013.

. s^aWoF o%o
Va%Tq ^AS ^ao ^

^t!f Go1AlS$l^t4'f D3^c`

Notary Public

Commission Expires: ^ -(--



EXHIBIT B



OhidH :
Service - Support u.Dluti^.)ns

Office of
Information Technology

IT Bulletin
Bulletin No: ITB-2006.01
Effective Date: 08/29/2006

^.^^^ xzl 5 , , ^,M^

To:

From

Cc:

Re:

Departments, Offices, Agencies, Commissions, Boards, Bureaus, and Institutions

Mary F. Carroll, Director/ State Chief Information Officer

Christian Seich, Administrator, Statewide IT Policy

Public records requests regarding agency information technology and telecommunications
systems and infrastructure

PURPOSE

The purpose of this bulletin is to address public records requests for information pertaining to
agency information technology (IT) and telecommunications systems and infrastructure. The
Ohio Revised Code exempts certain types of security and infrastructure records from mandatory
release or disclosure under Ohio's public records law. The exemption includes records that
would disclose the configuration of a public office's critical systems or disclose information
intended to prevent or mitigate acts of terrorism such as vulnerability assessments or specific
response plans.

ACTION

Review public records requests regarding IT and telecommunications systems and systems
infrastructure in consultation with agency legal counsel to determine what, if any, information
may be subject to release. Information such as but not limited to configurations, schematics, IP
addresses, systems administration, security controls, business continuity, and incident response
may not constitute information subject to mandatory disclosure. Ensure "security records" and
"infrastructure records" have been properly identified as required in section 149.433 of the Ohio
Revised Code.

AUTHORITY AND REFERENCE

ORC 125.18, ORC 149.43 and ORC 149.433

INQUIRIES

Direct inquiries about this bulletin to:

Enterprise IT Architecture and Policy
Investment and Governance Division
Office of Information Technology
Ohio Department of Administrative Services
30 East Broad Street, 39th Floor
Columbus, Ohio 43215

Telephone: 614-466-6930
E-mail: State.ITPolicy.ManagerCa7oit.ohio.gov

This and other Ohio IT Policies may be found online at: www.ohio.gov/itp

Office of the State CIO 1 30 E. Broad Street, 39h Floor I Columbuo, Ohio 43215 ]ohn R. Kasich, Governor

614.644.6446 1 614.644.9382 1 State.ClO@oit.ohio.gov Robert blair, Director
Stuart R. Davis, Assistant Director/

State Chief Information Officer
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