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ORAL DEPGCSI TI ON OF ASHKAN SOLTANI, 10/16/2014

MR, FAUSEY: Tax
Commi ssi oner calls Ashkan Sol tani.
ASHKAN SOLTANI, havi ng been
duly sworn, was exam ned and
testified as foll ows:
DI RECT EXAM NATI ON
BY MR FAUSEY:
Q Ashkan, can you state and
spell your nanme for the record,
pl ease.
A A-s-h-k-a-n, Soltani,
S-o-l-t-a-n-i.
Q And do you have in front of

you a copy of Tax Comm ssioner's

Exhi bit 38?2
A | do.
Q Do you recogni ze that?
A | do.
Q What is that?
A That's nmy expert report.

Q And just briefly turning to
the end of the report, is that your
resunme attached --

A. That is.
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ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

-- as the first exhibit?
That i s.

And is that current?

> O > O

That is current.

Q kay. Well, just very
briefly wal k us through your
educati on.

A. So undergrad at UC San
Di ego, focus on cognitive science and
conmput er science. And then a
Master's at Berkeley in Informtion
Sci ence.

Q kay. And what was your
Master's thesis?

A It was a look at the state
of -- it was called Know Privacy. It
was a | ook at the state of online
data coll ection and information
shari ng.

Q And that's Know, K-n-o-w,
Privacy?

A That's correct.

Q And since graduation, what

have you done?
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ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

A Alot. |1've worked at the
Federal Trade Conm ssioner as a
technol ogi st; an investigative
reporter for The Wall Street Journa
and the Washi ngton Post; an expert on
a nunber of AG matters |ike this one;
and founded a conpany call ed
Mobi | eScope, which is a privacy -- an
online privacy conpany, nobile
privacy.

Q And has your journalistic
wor k won any awar ds?

A Yeah. We won a Pulitzer
this year, and |I've been a Pulitzer
finalist in 2012, and a Pulitzer
Prize in 2009 for the work | did at
The New York Tines as well.

Q You went over those rather
qui ckly.

Tell us, what was the nost
recent Pulitzer?

A W won a 2014 Pulitzer in
-- for public service for the work we

did on | ooking at the governnment's
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ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

data collection practices, the NSA s
data col |l ection practices.

Q And who is "we"?

A. Me and ny co-author, Barton
Gel |l man, and a couple other reporters
at The Washi ngton Post. |It's awarded
to the paper, but it's for the
stories that we wote.

MR. FAUSEY: All right.
The parties have agreed to stipul ate
to certain qualifications that we've
reduced to witing, but not signed.

I s that your understandi ng,
M. Bertoni?

MR. BERTONI: Yes, it is.

MR, FAUSEY: And so with
t hat understanding in place, we'll
proceed straight into the substance
of your testinony today.
BY MR FAUSEY:

Q So, turning back to the
front page of Tax Comm ssioner's
Exhi bit 38.

What were you asked to
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ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

address in this report?

A. Il was -- | was instructed
to look at Crutchfield and identify
the tools and technol ogi es they used
to interact with custoners in Chio
and el sewhere.

I list -- | specified four
specific itenms. But the tools
utilized by Internet sellers
generally, and Crutchfield
particularly, for establishing and
grow ng the consunmer market in the
di gital age, how these tools function
and how they' re used by Crutchfield
to interact with consuners in Chio
across various digital platforns,
including Internet websites, e-mail
conmuni cation, and nobile
appl i cations, and whether for the
2005 through 2012 audit period
Crutchfield extensively utilized such
data tracki ng and technol ogi cal tools
on an interactive basis with Chio

custoners.
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ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

Q And just to be clear about
the audit period, and it says it on
the first page of your report, did
you exam ne Crutchfield s activities
fromthe period of July 1st, 2005 to
June 30t h, 2012?

A That is correct.

Q kay. As we proceed today,
when | ask you questions, I'd like
you to assune that |I'mtal ki ng about
that period unless |I'm specifying
sonmet hing else. [Is that okay?

A Absol utely.

Q Ckay. Al right. So in
preparing this report, were you
provi ded with copies of the discovery
exchanged by the parties in this
case?

A | was.

Q And that conprises hundreds
of pages of docunents?

A That's right.

Q And were you al so given

transcripts of depositions?
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A I was.

Q And were those the
transcripts of the deposition of
Jason McCartney and Richard
St avi t ski ?

A That's right. There were
three, but McCartney's was two parts,
| believe.

Q And you reviewed those in
preparation of your report?

A | did.

Q Qutsi de of the parties
di scovery, what else did you review
In preparation of your report?

A | ran tests and eval uated
the Crutchfield website currently, as
wel |l as during the audit period,
using a resource called the Internet
Archi ve, which archives websites at
various points in tine.

Q And in your work, have you
found that the Internet Archive is
generally a reliable source for

i nformati on?
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ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

A | believe it to be a
reliable source for capturing what a
website was doing at a particul ar
time.

Q And do others in your field
rely on the Internet Archive as well?
A It's heavily used by many

in my field.

Q Al right. So let's just
kind of dive into your report here.

If I can ask you to turn to
Page 2.

A Uh- huh.

Q You start with a brief
di scussi on of how the web works. And
you' ve included a diagramthere on
Page 2, Figure 1.

It mght be hel pful for us
to sort of talk about this using that
diagramas a starting point. So what
are you showi ng us here?

A The figure on Page 2
descri bes a typical web interaction,

wher eby, a user, by neans of a web
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browser, connects to a website or web
server, and nakes a request for sone
content, typically, a web page, and
Is issued a response, which is the
contents of that web page, plus

addi tional instructions to the
browser, including cookies and

i nstructions to get other websites or
pages.

Q And we're going to talk in
some detail about what that
conmuni cation is |ike.

But you' ve started by
tal ki ng about the user's conputer
sending its IP address to the website
for response.

A That's right.

Q So what's an | P address?

A An | P address is the
Internet protocol address. This is,
essentially, how a user's conputer
identifies it to -- identifies itself
to a website or a service initially,

such that the website or service
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knows where to deliver the response
to.

So it's kind of |ike, you
know, kind of a destination address
for those responses.

Q And we heard testinony
today that an I P address is not
al ways for one user at one conputer.

Can you explain that to us
alittle bit.

A That's right. So an IP
address is sinply an address on the
Internet. It can be for an
i ndi vi dual .

For exanple, typically,
when you're on a nobile phone, you'l
have a unique identifier for you,
only for your nobile phone, whereas,
at an office building, everyone at
that office building mght share one
| P address kind of behind what's
known as a firewall.

So to the web server

everyone m ght appear to be com ng
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fromthe same source address.

Q And what's the effect of
using an Internet router on IP
addr esses?

A Can you expl ain what you
mean?

Q Is there any effect on a
user's -- will a user send a
different |IP address if they're using

a router as opposed to not using a

router?

A Can you el aborate a little
bit nore?

Q Let's nove on. There are

some questions about that on direct
and I'"mnot sure we're a hundred
percent clear on it, but we'll just
nove on.

A Just like a router is --
there's nultiple routers between you
and a web server.

Q Yeah.

A You m ght have a router at

your honme and then you'll have your
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| SP. And every link down the Iine
will have a router that essentially
routes your comruni cati on.

It will be as if | wanted
to pass a nessage across the table, |
woul d hand it to each individual and
each individual would route it to the
next cl osest person.

Q kay. On Page 3 of your
report you have a table there, a
chart there, that relates to IP
addresses and denonstrates that they
can accurately show the | ocation of a
user.

Can you explain to us what
we' re | ooking at there.

A So an | P address,
typically, can be used to identify an
approxi mate | ocation, usually down to
about a city block, of that user's --
that user's location in the rea
worl d, or that user's conputer, that
computer's | ocati on.

It can be used to identify
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the | ocation of the user and their
conputer. It can be pretty accurate
or it can be for -- you know, for a
conpany |i ke that who has, say,
multiple offices and they use VPNs,
It can be not accurate.

Q And what exactly are we
| ooking at? What is the inmage that
you' ve captured there?

A So that dot on the map kind
of -- it indicates ny physical
| ocati on based on a publicly
avai | abl e dat abase that maps IP
addresses to | ocati ons.

And that's al nost exactly
the location of nmy office where | was
runni ng these tests.

Q Prof essor Gol dman testified
today that |P addresses can be
assigned in blocks to a particular
person or entity. And that then, as
they're distributed, that may affect
whet her or not the IP address is an

accurate reflection of geography.
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Do you agree with that?

A The allocation of IP
addresses has very little to do with
t he | ookup, the geographic | ookup
features of that |P address.

Typically, the databases
t hat provi de geographic | ookup of IP
addresses rely on other factors, such
as where the -- where other sensors
have reported that |IP address to be.

For exanple, one of the
dat abases, for exanple, could be
Googl e | ocation services, right. And
so ny phone m ght know ny current |IP
address, right, and nmy current
| ocation at the sanme tine.

And, thereby, helps
Google -- ny current |ocation based
on a GPS antenna that's on the phone,
it will transmt that |ocation to
Googl e and identify the | ocation of
t he phone.

Now, mry phone noves around

quite a bit, but for things |ike
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permanent wi -fi routers and pernanent
ki nd of hot spots, it beconmes mnmuch
nore accurate.

So there's a nunber of ways
where the | P address databases are
built up and it doesn't necessarily
map exactly with the INA |-NA
assi gnnent process.

Q And, in your experience,
does an IP -- so an | P address isn't
100 percent fool proof, a guarantee
that that's the correct address,
right?

A It's not, but it's -- our
| P address is pretty accurate for at
the city and state |evel, at the very
| east, and usually down to the bl ock
| evel .

There are cases where it
will be wong, but those cases are
principled on things like if the user
IS using software or VPN services to
mask their |P address.

Q So, in your experience, is
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t he geographi cal address associ at ed

with an I P address typically correct?

A It's -- definitely at the
city and state level, it's typically
correct. You know, | would give it,

you know, a high -- a high
percentage, that's correct.

Q Let's turn to Page 4 of
your report there. And | notice
you' ve reproduced an inmage there.

What are you trying to
illustrate with that inage?

A This is an exanple. So
oftentinmes I P addresses are good
enough for the purposes of
determ ni ng what content to showto
a user, what |anguage to showto a
user. This is what websites rely on.

They're al so used to
measure things like traffic by state
or traffic by -- web traffic by state
or activity by a state or country
frominside anal ytics software.

So this is a screenshot
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from actually, one of the
productions indicating a feature of
Monetate, which allows themto
under stand where a visitor is right
now.

This graphic is actually
froma @B 2012. So the actua
nunbers are outside of the period,
but the feature and the functionality
| don't believe would have changed
too nuch during the period as well.

Q "Il ask you to sort of put
a thunb or sonmething on the page
you're on because we'll cone back to
it. And turn to Exhibit 36. It
shoul d be backwards in the binder.

Try 38. No. 37. That's
it. 37.

A Al right. Good.

Q So just take a | ook at the
front page of that. 1Is this the
docunent that you drew that figure
fronf

A Yes. This is the E@
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e-comerce quarterly publication from
Monet at e.

Q And what page does this
gr aphi c appear on in that?

A | think it's the one from
Page 6 of the publication or the
nunber 002091.

Q Yeah. The Bates stanp on
it is 002091. Cxay.

So that docunent was part
of the material that | provided you

that was produced by Crutchfield in

di scovery --
A Uh- huh.
Q -- and that you reviewed in

producing this report?
A That is correct.
Q Al'l right. So noving off
of the | P address.
What other information is
communi cat ed by your browser during
t he conversation with the web server?
A So your browser, when it

talks to a web server sends along a
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nunber of other attributes, which is
its I P address, the | anguage that it
supports, the version of browser that
it uses, and along wth the page that
you would like to visit, and the
cooki es, any cookies that m ght have
previ ously been set by that conpany
or that website.

Q And what is that
i nformati on used for?

A That information is used
for a variety of reasons. So things
li ke | P address and | anguage can be
used to determine either the
geographic capabilities or the
| anguage capabilities. So whether to
show a page in English or Spanish,
for exanple.

Cooki es can be used to
personal i ze a page. So, you know,
for exanple, say, you know, Hi
Danny, or say, Wl cone Back, and --
or store itens in your shopping cart

that you m ght have not previously
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pur chased.

They can al so be used to
identify you individually, you or
your conputer individually, for the
pur pose of clickstream anal ysi s,
which I'"'msure we'll get into.

And then the browser
version often tells the website
whether it's a nobile device or what
capabilities the browser supports.

| actually put in -- on
Page 12, there's a graphic, Figure
11, on ny -- on ny report that has a
nunber of these attributes that the
-- their kind of data analytics suite
supports.

And it's nost of the ones
that | listed. So this is kind of a
| ot of the analytics based on those

core elenents of information

Q Vell, let's -- before we
get there.
A Ckay.

Q We'|ll stick a pin in that.
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So this is in the web
context. The user's browser contacts
the server and automatically, as you
sai d, shares sone information

A Uh- huh.

Q What happens next?

A The web server -- the
user's browser initiates a request
to the web server and shares the
information | described earlier to
the web server

The web server then
subsequent|ly generates a response
based on those paraneters back to the
web browser. And in that response,
it sends al ong additi onal
i nstructions for what imges to show
or what additional elenents for the
web server -- for the web user to
request .

Q kay. And when you say
"instructions,” what do you nean by
t hat ?

A The web browser sends HTM
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and JavaScript, usually HTM. and
JavaScri pt code to the web browser,
that it then executes, runs in the
web browser's nenory and in the
conmputer's operating system and
that's what essentially renders the
page. That's what draws the page for
t he user.

So an exanple woul d be, |
would go to -- ny web browser woul d
make a request -- it's kind of like a
conversation. M web browser woul d
make a request of Crutchfield s web
server and ny web browser woul d say,
you know, what is on the honme page?

And the Crutchfield web
server woul d respond and say, on the
hone page today is the Crutchfield
| ogo, a pronotion for and an i mage
for a particular car stereo, and sone
| anguage describing the car stereo
and the price, along with sonme --

what ever other itenms mi ght be on that

page.
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Q kay. And so the -- so you
said there's HTML -- typically, HITM
code and Java code?

JavaScri pt.

Q JavaScri pt.

Are there al so i mages --

A Yes.
Q -- sent along, too?
A So usual ly there's inages,

there's fonts, there's other
i nstructions that are, essentially,
part of the HTM. class of itens that
the browser interprets and renders on
t he page.

Q And that HTM. code, is that
-- would you call that software?

A Sonme do, yeah. Definitely.

Q kay. Would you call it

sof tware?
A. | call it -- yeah, | cal
it an interpretive -- essentially,

interpretive code for the browser.
JavaScript -- actually, yes, | would

call it software.
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Q Now, what about the
JavaScri pt ?

A JavaScript definitely is
software. HIM., you know, | think --
HTM. is technically a markup
| anguage, right.

It's an instruction set to
the browser, whereas, JavaScript is a
full programm ng | anguage. But both
in this case constitute software.

Q When you say "software,”
what do you nean?

A Software is, essentially,
instructions to a conputer's
operating system in this case, the
conmputer's browser, that tell it to
do certain things, |like render pages
or nove itens or...

Q Let's turn to Page 5 of
your report while we're tal ki ng about
assenbling the website.

So you' ve included Figure
4, Crutchfield.com Now, is that a

recent grab of that page?
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A On Figure 47

Q Yes.

A Yes. So that -- that grab
was, | believe, fromApril 2014.

Q And this is just to
denonstrate sort of the principles
that you're tal king about here?

A That's right. That's to
denonstrate the interaction that you
have with the website.

| don't expect it to have
changed nmuch in the past ten or so
years, except with sone additiona
support for newer features, but the
basic principles will be the sane.

Q kay. And then Figure 5,
it says, an HTTP request from
Crutchfield.com

A That's right.

Q And is that the information
t hat your browser sends to
Crutchfiel d.conf

A Wth the exception of IP

address, which is assuned here, it's
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not visible here, that is the
i nformati on that your browser is
sending to Crutchfield.

Q Ckay. And this has a date
on it of 2014, April 8.

A Uh- huh.

Q Wuld it have been the sane
set of data transmtted during this
peri od?

A Yes. It would be
presumably an earlier version of the
operating system but the sane set of
data, yes.

Q And then Figure 6 is an
HTTP response from Crutchfiel d. com
server. Now, is that a ful
response?

A. That's just a -- that's a
sni ppet of the response. The ful
response would be quite large. In
fact, it's 20 kil obytes based on --
based on that capture. That's just a
smal | excerpt.

And | use it to illustrate
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the fact that, in part of the
response, Crutchfield s server
instructs nmy browser to then fetch an
I mge, which is the inmage | ocated at
the path that 1've highlighted, which
is actually |l ocated on Akanai's
servers.

Q And then Figure 7 is the
actual imge that your browser serves
up as a response -- as a consequence
of those instructions?

A That's right. That's what
t he user woul d see when the browser
fetches the imge |ocated at that
URL.

Q kay. And | notice you
have a footnote here that said, "In
this case the website hosting the
i mage is operated by the content
service provider, Akanai
Technol ogi es. "

A Uh- huh.

Q W' ve tal ked about content

distribution networks. And | believe
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Akamai was identified by Professor
Gol dman as a content distribution
net wor k.

Is that the sane as a
content service provider?

A. ["musing it
i nterchangeably. Essentially, the
term "service provider"” or al nost
"hosting provider" is -- essentially,
refers to soneone that hosts sonme of
t hese assets, whether they' re imges
or HIM.

Akamai is a distributed --
content delivery network or content
di stribution network that hosts
peopl e's i mages, hosts inmages on
behal f of their clients in various
| ocations across the world in order
to expedite the service.

Q And while we're here, let's
tal k about content distribution
networks for just a mnute.

A Uh- huh.

Q So | think you gave ne the
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definition again briefly there, but
let's go through that in a little
nore det ai l

What actually does Akamai

do as a content distribution network?

A They host --

MR. BERTONI: (bjection.

For Crutchfield or
general | y?

MR. FAUSEY: General.

THE W TNESS: Generally,
Akamai and ot her CDNs host inages on
behal f of their clients, typically,
in order to inprove the performnce
of the clients' websites.

And they do this by
geographically locating their web
servers closer to the user that is
requesting the page, right.

BY MR FAUSEY:
Q So, as part of the

i ntersection between ny browser and

Crutchfield s servers, ny browser nay

be directed to Akamai's servers to
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retrieve part of the website?
A That's right. Your browser

will be -- as part of the
I nteraction, your browser will be
redirected to Akamai's servers,
presumably Akamai's servers that are
cl osest to your --

MR BERTONI: [I'mgoing to
obj ect on foundation.

This w tness has not
testified as to the source of the
i nformati on regardi ng Akamai's
operations. As | understand it, the
deci si ons on hosting and | ocation
thereof are proprietary. And so |'d
i ke a foundati on.

THE WTNESS: Sure. | can
get it to you.
BY MR FAUSEY:

Q Al'l right. Let nme ask the

questi on.

In your work, have you had
experience to research and | earn

about content distribution networks?
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A | have. |[|'ve actually
built infrastructure to do content
delivery, you know, in kind of the
earlier part of ny career.

But for the specifics of
this report, I, in fact, tested to
see, at l|east currently, what
Akamai 's services were provided -- or
what services Akanai was providing
for Crutchfield and where those
services were | ocated.

And so | did that by
connecting to the Crutchfield site
via | P addresses in Chio, and then
| ooking to see where the physica
| ocation of the Akamai servers that |
was instructed to fetch assets from
where they were.

MR BERTONI: | would like
to voir dire the witness on his
know edge of the Akanmai system

MR FAUSEY: Okay.

CROSS- EXAM NATI ON VA R DI RE

BY MR BERTONI
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Q Do you know whet her
Akamai's servers that are used in the
transm ssion of information all cache
i nformati on or some use sinply as
effectively throughfares for data to
be transmtted?

A That i s cachi ng.

Q But are there sone that

don't have information stored upon

t henf?
A If they're acting as a
t hroughfare, such as, say -- | think

the termyou' re about to go for is a
reverse proxy.

Q VWll, what I'mtold is that
they don't rely on caching, but nmap
t hrough i nt er nedi ate nodes.

Do you know what t hat
means?

A. So they -- so, at the end
of the day, the principles are, you
have a web server, right. Your
conmput er could be a web server

right. In this -- for this purpose




© 00 N oo o0 b~ W N PP

N N N NN R R R R R R R R R R
A W N P O ©O 0O N O OO B W N +—» O

36
ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

of application. And the court
reporter's conmputer is also a web
server, right.

You're Crutchfield in this
case. M browser nmkes a request
fromyour conputer and fetches the
asset itself, the imge from your
conmputer and copies it over. That's
a direct interaction.

In this case, she m ght be
Akamai . So, instead, you m ght say,
you know what, she's closer to you,
fetch the i mage through her, right.

And so ny conputer will go
t hrough her computer, who will then
request the inage fromyou, copy it
to her conputer, even if it's
tenporarily in nenory, and copy it to
nme.

So, at sonme point in tine,
the i mage exists either in nmenory or
typically cached on that computer in
order to not make repeated calls to

your -- to your server.
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Q Are you aware of whether or
not Akamai provides services that do
not involve the tenporary whether in
menory or otherw se of information on
an internedi ate node?

A. | don't believe that's
possible froma | aws of physics
perspective, right. So, at any point
where you're -- if you're proxying or
connecting through any internediary,
the internmediary has to nake copies
of those bits in order to transfer
themto you.

Q Are you famliar with the
internal algorithnms that Akamai uses
to determ ne how to route information
fromone server to another on any
gi ven nonent ?

A The internal algorithns
won't matter with regards to the --
whet her the set of bits, in this
case, the image that | displayed,
whet her that woul d need to pass

t hrough the host, right.
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So that inmage as it
transfers through the web woul d need
to be copied at each internediary
poi nt .

Q Do you know whet her Akanai
had servers in Onhio during the audit
peri od?

A | don't know at the --
during the audit period. The tests
that | ran were in April.

Q O this year?

A O 2014. And, at that
point, | observed that the images
were comng fromservers |located in
Col unmbus, ni o.

Q And is it possible to go
back in tine to determ ne whet her
information that was used in the
Crutchfield website during the audit
period went through a specific server
or not?

A. Akamai woul d definitely
have those logs. So if the tax board

wanted to nmake those requests, those




© 00 N oo o0 b~ W N PP

N N N NN R R R R R R R R R R
A W N P O ©O 0O N O OO B W N +—» O

39
ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

-- that information should be
avai | abl e. They have the -- they
have that information

Q You don't have that
i nformati on?

A. | don't have a way to go
back in time through Akamai's | o0gs.
What we can do -- yeah. It would be
part of Akanmai's kind of their own
I nternal docunentation.

Q And you don't have that
I nf or mati on?

A | don't. But | don't have
any reason to believe that they woul d
not have assets of mmjor states.

Q You don't know whet her they
had assets in Chio during that tine
period, correct?

A During the tine period, |

do not know i f Akamai had assets in

Chio. | would presune.
Q Yeah. |'m not asking you
to presune. |'m asking whether you

know or not.
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A | don't know if they had it
or not.

Q kay. And what is off-net
cachi ng?

A O f-net caching is a way to
essentially make the assets avail abl e
to other -- kind of other sub-nets.
Essentially, you might find that you
have hosting that is, not air gapped,
but not connected directly to the
major -- to the primary network.

Q In the way that Akanai
wor ks, to the best of your
under st andi ng, does the request for
i nformati on necessarily go through
t he sanme servers each and every tine
it's requested when a custoner is
goi ng through a web page?

A No. They're | oad bal anced,
right. It will often go -- the
general principleis, it will route
to the closest and | east burdened web
server, right. So the server that's

closest to the user that's | east
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bur dened.

Q And that coul d be outside
of the state where the individual's
web server resides, correct?

A It could be.

Q And, in fact, there are a
nunber of factors that deternm ne how
Akamai will route information to the
ulti mate user, correct?

A. Under the principle that,
again, it's usually the -- the
guiding principle is the fastest
t hroughput to the user.

Q And so what Akamai is
selling is performance, rather than
the use of specific servers in
specific | ocations?

A They sell hosti ng.
Performant hosting is probably the
best way to describe it.

Q And it is sold on the basis
of achieving certain speed --

A O capacity.

Q -- or capacity?
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And do you know whet her
Akamai keeps information about the
| ocations of its servers private?

A Private is a funny -- in
the sense that do they publicize
their data centers?

Q Correct.

A. | don't know that they do.
Al though | don't think it's very hard
to ascertain. | nean, | could in a
weekend nmap out all of their data
centers.

Q Wuld it surprise you that
Akamai refuses to provide the
identity and | ocation of its servers
to its custoners?

A Il -- 1 would imagine -- it
woul dn't surprise ne, although -- no,
it wouldn't surprise ne.

Q And in connection with
Akamai, does the routing of
i nformati on through Akamai's system
depend on out ages, changes in web

traffic, demands, tinme of day?
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Does that all factor in to
where the information may be routed
and what server nay be call ed upon?

A Yeah. Those -- those --
agai n, under the guise of the -- kind
of nost performant option for the
user, right.

MR. BERTONI: Ckay. |I'm
going to nove to strike this
W tness' s testinony.

He has no know edge of what
happened during the audit period with
regard to Akanmai. He doesn't have
any know edge of servers |ocated in
the State of Chio related to Akanai.

Hi s expert w tness report
suggests he m ght have that
information. It's quite clear that
he does not.

And so we' Il preserve this
for trial, but...

MR. FAUSEY: Sure. And
"Il briefly answer you to say that

he actually -- in here he does
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provi de i nstances where Akamai
appears in the source code during the
time period at issue here.

MR, BERTONI: But no
i ndication as to --

MR, FAUSEY: W have
contracts with Akamai in the record
in this case. W have your expert
wi tness who has testified that they
had contracts with Akamai as a
content distribution network.

So the fact that they
enpl oyed Akamai as a content
di stribution network is established
in the record. So | don't know what
striking his testinony on that point
is going to do.

MR. BERTONI: The point of
it is that this report and its
anal ysi s of Akamai hinges on the
location in the State of Chio of
servers.

If you look at the very

| ast -- second-to-l|ast page, "G ven




© 00 N oo o0 b~ W N PP

N N N NN R R R R R R R R R R
A W N P O ©O 0O N O OO B W N +—» O

45
ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

their use of Akanmai, sone of
Crutchfield s virtual assets were
physically located in Chio."

That' s based upon
specul ati on concerning the | ocation
of Akamai servers in Chio, if you
track it back through the report.
And this wtness has testified that
he has no know edge of Akanmi's
servers in Chio during that tine
peri od.

MR. FAUSEY: | understand
that's your argunent, that it's
specul ati on. However, an expert
witness is entitled to review the

evi dence available to himand form an

opi nion on that basis. In this
case --

MR BERTONI: | will |eave
it at that.

MR. FAUSEY: |In this case,
he's found that shortly after the
audit period, they're using Chio

servers. He cited to Akanmi's
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contract with over 300 Chio
universities during the audit
period -- or prior to the audit
period in this case.

And the fact that their
assets are in Crutchfield s source
code, the fact that they have a
contract in place with them the fact
that your expert has testified that
they use them he, | think, very
reasonably has drawn the inference
that they were using -- and the fact
that they're in the business of
delivering content quickly, | think
he's drawn a very reasonabl e
I nf erence.

MR BERTONI: That will be
for soneone el se to judge.

BY MR BERTONI

Q But you nentioned the
university servers. Do you know
whet her Akamai has contracts with
universities to provide servers on

their canpuses |imted to providing
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faster service for those university
conmuni ti es?

A Expl ai n your question
agai n.

Q Does Akanmai have a segnent
of its business where it will engage
uni versities as its custoners and
provi de them what are called edge
servers that allow for the speedy
transm ssion of Internet information
to the university community?

A. So, in marketing speak,
that's essentially the sanme as a
proxy server. An edge server wth
cache content, in this case, on
behal f of students in Onhio, for
exanpl e, right.

So, if there are edge
servers at the university in Onio,
the students in that -- in that
canmpus that are accessing the
I nternet through those servers wll
get a speedi er experience because

Akamai is caching the content on




© 00 N oo o0 b~ W N PP

N N N NN R R R R R R R R R R
A W N P O ©O 0O N O OO B W N +—» O

48
ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

behal f of their clients or whoever.

Q And the university servers
are there because the university has
separately done business w th Akamnai
and asked for that service for them
to speed up the service and not for
ot her Chio users, correct?

A That m ght be the case. |
don't know those contracts
specifically. The net result,

t hough, would still be that those
I mmges and assets woul d then be
cached on those servers, right.

Q Under st ood.

MR, BERTONI: Okay. M
objection is on the record.

MR. FAUSEY: Thanks, David.

["1l continue.

DI RECT EXAM NATI ON (conti nued)
BY MR FAUSEY:

Q kay. So novi ng off of
content distribution networks,
because | think we've covered it

pretty exhaustively at this point.
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On Page 7 of your report,
this appears to be another snippet of
HTM. code from Crutchfield s web
server.

Is that correct?

A Page 7 is the -- this is
the -- essentially, this is a capture
of the subsequent instructions that
nmy browser woul d nmake upon the first
I nstruction.

So | get the request -- |
get the response back from
Crutchfield and the response incl udes
addi tional instructions to grab al
of these resources from various
services, like Invodo and Akamai and
-- and Crutchfield thensel ves.

Q Ckay. And | apol ogize. |
had t hat backwar ds.

So this is showi ng activity
of your browser to retrieve assets on
the instructions fromthe web server?

A That's correct.

Q And, again, this is
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denonstrative froma |ater period?

A From April 2014.

Q kay. And so the user has
asked for the website, the server has
delivered the instructions to create
the website. And this picture
denonstrates, then, the browser
carrying out those instructions?

A That is correct.

Q And where are those
instructions carried out?

A. In the browser's -- on the
-- on the user's conputer
Essentially, the CPU and the nenory
of the user's conputer runs the
instructions that are given to it,
given to the web browser, and then
fetches the subsequent i nages.

Q So the processing that
takes place to put that website
toget her occurs in Chio if the user
is in Ohio?

A That is correct.

Q Wll, let's nove on to
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this.

Al'l right. Wen this set
of instructions is sent fromthe
server, so HTM. code, JavaScri pt and
i mages, where are those -- where are
those set of instructions stored?

A They are initially stored
on Crutchfield s web servers, and
then they are transnitted to the
user's browser or device, sonetines
by way of an internediary |ike
Akamai, and then stored on the user's
conmputer or nobile device in what's
known as the cache.

Q And what is the cache?

A. The cache is, essentially,
the storage area for the user's web
browser. It allows it to store,
either tenporarily or for sonetines,
you know, nonths or years, inages or
code that's given to it by the web
server. And it allows it to then
nore qui ckly render that web page on

subsequent visits.
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Q Is it possible to disable
cache?

A It is possible to disable
cache.

Q What's the effect of that?

A Di sabling the cache woul d
make your browsing speed slower. And
it wuld -- as | think a previous
witness testified, it would also
cause you to downl oad nore data -- or
use nore data in the downl oadi ng of
t hose assets, since you would
repeatedly request the sanme asset.

Q And can a user determ ne
how | ong assets are stored in their
cache?

A Not -- typically, not
i ndi vi dual assets. Typically, you
speci fy your browser to kind of --
nost browser -- nost web browser
software lets you specify the size of
your cache, and the web server is
what instructs your browser on how

long to cache itens for.
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Q So et ne nake sure |
under st ood t hat.

The server -- so the web
server fromthe retailer is
i nstructing your browser how long to
retain the itens in its cache?

A That's right. So it would
be -- for exanple, that inmge that I
showed you at the beginning, it would
essentially say, here is an inage.
Way don't you hang on to this for a
few weeks in the event that you need
to show it in your browser again.

And if the user's browser
has space, it will store that inmage
based on the web server's
i nstructions.

Q And so the net effect for
the user of storing these
instructions in this cache is what?

A The images would, in future
visits, speed up their rendering of
the retailer's website, but it would

use space, hard disc space, on the
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user's conputer

Q Al'l right. So we tal ked at
t he begi nning about, as part of this
exchange between the web server and
the user's conputer, the placenent of
cooki es.

A Uh- huh.

Q So let's talk a little bit
about cookies. Wat's a cookie?

A A cookie is sinply a string
of data that is stored on the user's
conmputer by instruction of the
website. Oten it's a text file; it
can be other things. But it's,
essentially, a data el enent that the
website instructs the user's browser
to save on to a disc.

Q And what are cookies
typically used for?

A. | think we heard this
earlier, but they can used for a
variety of things. They can be used
to remenber -- essentially, renenber

anything that the website or service
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want s renenbered about the user.

And so that coul d be things
li ke what itens they have in their
shopping cart, what their preferences
were for |anguage or -- or,
oftenti mes, nost promnently, they're
used to provide a unique identifier,
identifying that individual user or
conput er.

Q And so let ne make sure
under stand t he process.

| visit a website and that
website sets a cookie. \Were does
t hat cookie live, then?

A So in the response fromthe
website, the website issues an
instruction. It's called a set
cooki e instruction and it just
instructs your browser to set a
cooki e, which it then does basically
on your hard disc.

Q And now | navi gate away
fromthe website. |s that cookie

still there?
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A That is. Unless the user
has del eted their cookies or blocked
the setting of cookies, that cookie
woul d remain on their hard drive.

Q kay. And now when | go
back to the sane website, what's the
effect of nme having a cookie there?

A When you go back to the
website, as soon as you nake a
connection, another request to the
website, you automatically -- your
browser automatically transmts those
cookies to the website.

Q And what can the server
then do with that information?

A So it can renmenber -- the
server can then use that information
t he cookie information you transmt
toit, to renmenber that you were
per haps the previous visitor, for
exanpl e, or that you had a particul ar
itemin your cart, which they m ght
choose to show you agai n.

Q For instance, mght a
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website, you know, custom ze based on
nmy second visit based on the cookie?

A It could use it for
custom zing, essentially, saying, H,
Dan, Wl cone back

Because it woul d perhaps
either store your nanme in the cookie,
or nore often it would store,
essentially, your user ID, which then
it would | ook up and say, hey, your
nane is Dan, and use that to
custom ze and say, Hey, Dan, Wl cone
back.

That woul d be an exanpl e of
custom zation

Q Now, the cookie is not --
on ny second visit, the cookie isn't
perform ng that work on nmy conputer
isit?

A. No. The cookie is sinply a
string of nunbers that identify you,
right. 1It's -- essentially, it can
be thought of like a license plate

nunber or a driver's |icense nunber
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that you're issued, and then you then
furnish every tinme you visit the
site.

Q So the server recogni zes
t hat cookie and then responds
accordi ngly?

A That is correct.

Q Is that how | see the
di fference?

A That's right.

Q kay. Al right. Now, you
mentioned this briefly previously,
but you have a Figure 11 on Page 12
of your report.

And | think you said that
this was an exanple of the data that
Crutchfield would receive from
Omiture based on a custoner's
| nt er net usage.

I's that correct?

A That's right. So this --
this is, essentially, sone
docunent ati on that was provided. And

| only reference it to just give
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you -- kind of just to highlight that
the set of -- the set of data that
we' re tal king about, the set of
non-vol untary data that we're tal king
about, with regards to clickstream
and tracking and the information the
conmpany receives, is highlighted in
t hi s docunent.
So this is, again, things
i ke the page you're visiting, your
| P address, your, you know, |anguage
type, your date and tinme, et cetera.
And these are the buil ding

bl ocks for things |ike analytics or
clickstream anal ysis or
personal i zat i on.

Q kay. Can you turn to
Exhibit 3 in the binder there.

A Ckay.

Q Do you see a page that has
t he Bates nunmber 247 on it?

A 2477

Q Yeah.

A Exhi bit 37?
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Q Yeah. My exhibits are off.

A I found it.

Q kay. And that's -- |I'm
sorry. That's Exhibit 6. Sorry
about that. M nunbers are off here,
apparently.

So the docunment that's been
mar ked Tax Conm ssioner's Exhibit 6,
at page Bates stanp 247, is that the
sanme page that you've reproduced in
your report?

A. The Bates stanp isn't
showi ng on m ne.

Q Ckay.

A But the page | ooks like the
sanme page in ny exhibit, which is --
whi ch was one of the docunents in the
producti on.

Q So that's on Page 1 of 9
t here down at the botton?

A Page 1 of 9 of Exhibit 6.

Q Al'l right. You go on in
your report to talk about first-party

cooki es.
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What's a first-party

cooki e?

A So that we have defined
what cookies are. And the difference
between a first-party and a
third-party cookie is just the
nonmencl ature to describe the first
party is the -- is typically referred
as to the website the user
intentionally visits, right.

So, in this case, they nay
know ngly type in Crutchfield. com
into their browser or click on a link
in an e-mail that takes themto
Crutchfiel d.com

Crutchfield, in that case,
is a first party, and by the
technical definition everyone else is
athird party. And so third-party
cooki es are cookies set by anyone
that's not a first party.

Q And Figure 12 on Page 13 of
your report, is that an exanple of a

set cookie fromCrutchfield's

10/ 16/ 2014
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website?

A. That's a first -- exanple
of a set cookie from Crutchfield,
whi ch woul d be a first-party cookie.

Q And in your review of the
depositions and the docunents in this
case, as well as your review of the
Internet Archive materials, did you
find that Crutchfield was using
first-party cookies?

A | did. And | believe they
in their depositions and their
privacy policies outline that they
use cooki es.

Q And | et ne ask you, while
we're on the topic of privacy
policies, to turn to the back of your
report. And you see just right after
your resume there.

A Yes.

Q Do you see those docunents
foll ow ng your resune?

A Yes. Yes.

Q Coul d you tell us what
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t hose are?

A. Those were sinply copies of
Crutchfield s privacy policies taken
fromthe Internet Archive during --
and they represent the tines shown at
the top of the page during the --
during the tinme period in gquestion.

Q And did you access the
Internet Archive and retrieve those
yoursel f?

A Yeah. Yeah. | nean,
anyone can go to that URL and
retrieve them

Q And do those | ook like the
ones you pulled down?

A Yes. Unh-huh. The full URL
is at the bottomof the page, if you
want to go visit it.

Q Al right. And is it your
under st andi ng that those privacy
policies indicate that Crutchfield
uses first- and third-party cookies?

A It is nmy understandi ng that

they nention them | have to look to
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see the exact |anguage in each one.

I think they change a little bit from
year to year, but they nention --

t hey nention cookies and they nention
opt - out .

Q Is it also your
under st andi ng that one cannot shop at
the Crutchfield website during this
time period w thout cookies?

A. One -- it's ny
under st andi ng t hat one cannot
purchase itens from Crutchfield's
website wi thout cookies, based on, |
believe, their testinony and based on
nmy review of their current website.
But that woul d not be unconmon.

Q So can a user choose not to
accept cookies?

A A user can definitely bl ock
cookies or instruct their web browser
to bl ock cookies or not accept any
cooki es.

And, for the nost part,

they're able to browse the website,
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but not engage in anything that woul d
require a cookie, like a shopping
cart or any kind of custonization.

Q Now, nost browsers, do they
as a default accept cookies?

A Yes. Al the browsers |
know of accept first-party cookies by
defaults, and then sone browsers
bl ock some versions of third-party
cooki es by defaults. But al nost --
the majority all accept first- and
third-party cooki es.

Q And so does it, then, take
sone affirmative steps by a user to
go in and change that setting?

A Yes, it does.

Q And have you had experience
in reviewmng materials that discuss
the frequency with which persons
bl ock cookies in their browser?

A My under standi ng --

MR. BERTONI: (bjection.
Foundat i on.

MR FAUSEY: Well, [I'mjust
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asking if he's reviewed materials
that tal k about it.

MR. BERTONI: Before he
goes into it, he's about to answer
what he understands to be
percentages, |1'd need to know from
where first.

BY MR FAUSEY:

Q Wll, so that's ny
question. Have you revi ewed such
mat erials or have you had access to
i nformati on regardi ng the percentage
of users that bl ock cookies?

A | have -- | have read
mat eri al s by various groups, industry
and non-industry groups, describing
t he opt-out percentages and those
nunbers wll vary.

MR BERTONI: |'magoing to
object if he can't identify specific
sources for the record. The judge
can rule on it.

BY MR FAUSEY:

Q Go ahead. Conti nue.
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A Right. So those nunbers
wi || vary dependi ng on whet her
they're froman industry
sel f-regul atory group or a conpany
li ke Mozilla or Pew. |'ve seen
nunbers fromall of those.

| don't renenber the exact
figures offhand, but they vary from
the | ow percentages to sonetinmes the
hi gh, you know, 30s or 40s.

Q Bei ng 30 or 40 percent --

A O users deleting their
cookies. M -- in ny experience,

fromkind of if you were to average

that --
MR. BERTONI: (bjection.
You can answer.
THE WTNESS: Yeah. |If you
were to -- if you were to average the

nunbers, you woul d expect that -- |
could confidently say that |ess than
hal f of users nodify their cookie
settings, and | would expect that to

be even | ower.
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BY MR FAUSEY:

Q During this tinme period?

A Especially during that tine
period. So awareness of cookies and
third-party tracking has only really
kind of blossonmed in the |ast four --
three or four years.

And prior, nost users were
not aware of the cookie settings in
their browser, privacy settings in
general .

Q Let's nove on to
third-party cooki es on Page 14 of
your report. You've touched briefly
on third-party cookies.

So is a third-party cookie
delivered in the same way that a
first-party cookie is delivered?

A So a third-party -- in the
sense that a third-party cookie is,
essentially, a set cookie header from
a third-party website. So a website
that's not the website the user is

visiting.
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And so, in the exanple
of -- you know, just to use
Crutchfield as an exanple, if you
visited their page and they use a
third party, say, Google in this
case, (Google would instruct your web
browser -- it would give it a set
cooki e header.

And it would allow -- if
your browser allows the setting of
cooki es, which nost browsers do, it
would -- it would wite a cookie to
this.

Q Do website servers
typically contract with third parties
relative to those cooki es?

A Websites typically contract
with third-party advertisers and
anal ytics firms, who rely on
third-party cookies to track users
across nultiple websites or
properties.

Q Al right. So on Page 15

of your report, Figure 13, what are




© 00 N oo o0 b~ W N PP

N N N NN R R R R R R R R R R
A W N P O ©O 0O N O OO B W N +—» O

70
ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

we | ooking at here?

A This is just an exanple of
the elenments of -- so Figure 13 is ne
visiting a stereo page on
Crutchfield s website for a Sony car
st ereo.

And the underlying Figure
14 is one of the third-party requests
t hat get generated when visiting this
page.

And | highlight it to show
that oftentimes the nane of the page
is useful for the third party to
identify kind of attributes of the
user, right.

So websites or services
typically profile other websites. So
Googl e woul d profile that Crutchfield
is aretailer and that this is a car
stereo page.

And Googl e would then | ater
ascertain that | aminterested in car
stereos or -- and add that to ny

profile. And that's essentially how
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the third-party profiling happens.

Q Ckay.

A Again, it's on the sane
core building blocks as I showed
earlier, which is the referrer
header. The referrer header, in this
case, contains the nane of the page
that 1'mvisiting on the first-party
site.

Q OCkay. Now, does the user
know that that's happeni ng?

MR. BERTONI: (bjection.
BY MR FAUSEY:

Q Is it imredi ately apparent
that this is happening?

MR. BERTONI: (bjection.

You can answer.

THE WTNESS: This -- the
third-party activity would not be
visible to nost users, unless they
had sonme sort of special tool
installed to | et them see that
third-party activity.

BY MR FAUSEY:




© 00 N oo o0 b~ W N PP

N N N NN R R R R R R R R R R
A W N P O ©O 0O N O OO B W N +—» O

72
ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

Q Ckay.

A So nost users would not be
aware of what third parties are
setting cookies or connecting to
ot her resources on their conputer.

Q And outside of third-party
cooki es, what other sorts of tracking
tool s exist?

A There are a nunber of ways
that third parties and first parties
can track or identify a user and that
consi sts of things |ike
fingerprinting, essentially, com ng
up with ways to uniquely identify the
user.

So there's a variety of
techni cal nechanisns, |ike flash
cookies, fingerprinting. This other
techni que called CSS history
sni ffing.

Utimately, all they are
are ways to uniquely identify a given
user.

MR. BERTONI: What was the
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third one that you said?

THE W TNESS: CSS history

sniffing. 1It's kind of in the weeds.

W don't --
BY MR FAUSEY:

Q Have you ever heard of
third-party action tags?

A. Yeah. Third-party tags,
yeah.

Q Ckay. And what are those?

A Those are, essentially,
el enents that -- so, as | said, when
Crutchfield instructs -- when
Crutchfield sends -- let ne just
figure out how to say this.

So Crutchfield sends
instructions to the users' browsers
on additional assets to pull in,
right. And so an instruction could
be go to Google and grab this inmage
or this advertisenment, right. That
coul d be an instruction.

In that instruction the --

Crutchfield, or any other publisher,
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can add tags to say grab this el enent
and, you know, here's sone additiona
info. And so you can tag -- you can
add tags, like the nane of a

canpai gn, attributes about the user,

attri butes about a particular

pronoti on.

They' re essentially ways
for the first party to pass
information to the third party
t hrough the user's browser.

Q Wiy m ght that be useful ?

A Again, to uniquely profile
or identify the user or a canpaign,
nmeasure the effectiveness of a
canpai gn.

Q So could that relate to --
also to the relationship between the
first party and the third party, so
the action tag could be tracking an
agreenent that they have?

A That's right. | nean, so,
typically -- typically, the tag woul d

only work if it's agreed upon between
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both parties, right.

It would be like | would be
sendi ng you codes and you woul d have
to know -- you woul d have to have a
contractual --

Q To know what to do with
t hen?

A Yeah.

Q So on Page 16 of your
report you have a screenshot of
somet hi ng cal | ed Li ght beam

What is that and what are
you denonstrating there?

A Earlier | was just
descri bing that a user woul d not
typically be aware of third-party
activity on their browser.

Li ghtbeamis a tool. It's
a browser extension that can be
installed to allow users to identify
what third parties are visible on
their website.

Q So, in your review of the

materials that you received and the
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deposition transcripts and your own

research, did you -- were you able to

det erm ne whether Crutchfield has

third-party cookies on its website?
A This is an indication out

of the -- fromApril 2014 and, at

that time, there were third parties.

But review ng the archive
code fromlInternet Archive also
I ndi cated there was a nunber of third
parties involved, and the contracts
and the depositions al so indicated
there was a nunber of third parties.

Q Let's talk a little bit
about the nobile environment. It's
t he next section of your report on
Page 17.

I's the nobile environnment
significantly different than your
typi cal web browsing experience?

A Yes and no. So there are
di fferences, such as screen size and
the features that the phone supports.

You can visit a website
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t hrough a nobil e browser and that
experience is much like visiting it
t hrough a desktop browser, with the
exception that the screen size m ght
be different or sone of the
capabilities mght be different.

There's al so nobile
applications, right. And nobile
applications are a bit different than
nobi | e browsi ng because they require
downl oadi ng of kind of what's known
as an app froman app store to the
user's phone or devi ce.

Q And i s there anything
uni que about the nobile environnent
in ternms of marketing or tracking
that doesn't exist in the web
br owsi ng cont ext ?

A So, in a nobile environnment
you have additional persistent
identifiers that are |ike cookies,
but that are hard coded into the --
into the nobile phone that nmarketers

use to uniquely identify users,




© 00 N oo o0 b~ W N PP

N N N NN R R R R R R R R R R
A W N P O ©O 0O N O OO B W N +—» O

78
ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

users' devices, actually.

Q So you called that, did you
say a persistent --

A Persistent identifier.

Q kay. Can a user change
that identifier?

A It depends on the operating
system Typically not, although
we're starting to see nobile --
nobi | e operating system manufacturers
start addi ng those features, much
| i ke clearing your cookies was not
i mredi atel y avail abl e when browsers
first cane out, but slowy becane
avai | abl e.

Q And what about the GPS
function of nobile devices? Does
t hat change the tracking and
mar ket i ng?

A. | would say sonmewhat. If
you asked ne a year ago, | would have
said yes. And | would say that
nobile GPS is nore precise than

| ocation services on | aptops.




© 00 N oo o0 b~ W N PP

N N N NN R R R R R R R R R R
A W N P O ©O 0O N O OO B W N +—» O

79
ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

But nore and nore we're
seeing web browsers al so have
| ocati on-based services built in.
So, if you' ve ever seen a little --
like the site will request your
| ocation on your browser, it's also
requesting your -- it's also getting
access to your | ocation based on
things like your IP address or your
wi -fi network.

Q But it does work
differently in the sense that there's
a GPS --

A That's right.

Q -- device on your nobile?

A So nobi | e devi ces have
addi ti onal antennas that your | aptop
typically doesn't have by default,
and one of those antennas is a GPS
antenna, which can nore precisely
| ocate it on the planet.

Q "Il ask you to turn to
Page 17 of your report.

A. Yeabh.
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Q It looks |like a screen grab
of a nobile app.

What are we | ooki ng at
t here?

A This is the Crutchfield
nobi | e app as downl oaded fromthe app
store sonetine in April of 2014.

My under st andi ng was t hey
al so had a nobile app prior to this
date, and it was, essentially, a way
for ne to browse the Crutchfield
catal og and read it and kind of read
it on my phone.

Q Now, is that nobile app, is
t hat software?

A. The nobile app is software
that kind of |ives and runs on your
phone.

Q So, to be clear, that's
stored on your nobil e device whet her
it's your phone or your iPad?

A That's right. The nobile
app is stored on your nobile device.

Q And so tell nme about how
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does it get there. | nean, how do
get the app on ny nobile phone?

A | go -- so, typically,
woul d go to -- depending on ny nobile
platform so if it was an i Phone, |
would go to the Apple store, or if it
was Android, | would go to the Googl e
Play store, and | would kind of
request a downl oad of the app from
the store.

At which point, the app
woul d be downl oaded to ny phone. And
| woul d be able to execute and
operate the app on ny devi ce.

Q And do apps interact with
web servers?

A Sonme do. In this case, |
believe Crutchfield will allow you to
downl oad the catal og and browse the
cat al og even wi thout web access. So
you coul d downl oad t he app, request
the catal og, and then even w t hout
I nternet access, browse the catal og

just on your device.
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(Di scussi on off the
record.)
BY MR FAUSEY:

Q kay. So let's nove to
sort of another category. W' ve been
tal ki ng about kind of how stuff
wor Ks.

A Uh- huh.

Q Let's tal k about sort of
how data is used.

| think you were in the
room for Professor CGoldman's
testi nmony, correct?

A Uh- huh.

Q And | believe it was his
testinony that the ultinmte goal of
marketing is to increase the market.

Wul d you agree with that
st at enent ?

A Yes.

Q And i s custoner data used
for that purpose?

A To increase the market?

Q Yes.
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A Yes.

Q And so how m ght a conpany
-- what neans m ght a conpany enpl oy
to use custonmer data to inprove -- to
i ncrease their market?

A. So | list out a couple. So
one is the nost basic, which is
anal ytics. So analytics allows a
custonmer or a conpany to inprove
their product or service, right, to
under st and.

Basi cally, they get
i nsights about the -- I'"malso
getting tired. The retailer is able
to glean insights fromthe custoner's
behavi or and use that to inprove
their product or service.

And this can be things |ike
how users browse their website or
what products are nost popul ar, or
what | anguage i s working best.

They can al so do things
like test different |anguages, right,

A/B testing. And | think there was
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some documentation in the productions
that Crutchfield was doing A/'B
testing of things |like howto convey
a nessage, right.

So they could try out
di fferent pitches and neasure what
custoner response is and what seens
to be nore effective.

They can al so use data to
do retargeting. So, if | know that a
particul ar person has added an item
to their cart, | can use data -- that
knowl edge that they had an itemin
their cart that they didn't purchase,
to later reach out to themvia either
the same channel or a different
channel in order to pitch themthe
It em agai n.

And then, finally, they can
use data about the user's behavior to
pitch new products or services or
advertise themto -- in ways that are
receptive.

And, typically, a conpany
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will either do this thensel ves, or
they' Il rely on kind of pros, like
Atl as or Google, or, you know, ad
networks that are really good at the
behavi oral advertising and profiling.

Q So let's break it down just
alittle bit.

So A/B testing is what?

A AlB testing is, you have an
A test and a B test. So you have --
you know, | can say, you know, the
coffee is lovely, and that's test A
And then -- or the coffee is -- this
Is great coffee, and that's test B.
And | can test those different
sl ogans.

Q And custoner data woul d
tell you which of those slogans is
nore successful ?

A That's right.

Q And retargeting, you
mentioned if soneone's abandoned an
itemin their shopping cart. Let's

use that exanple.
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In what ways would a
retailer, an online marketer, use
retargeting to use that abandoned
itemto retarget their custoner?

A So, if I knew a custoner --
if I, as a retailer, knew a custoner
had abandoned an itemin their
shopping cart, | could e-nmail them
about it later and say, hey, you' ve
abandoned this item Are you sure
you don't want to buy it?

| could advertise the sane
itemto them when they're on a
different website, or | could have
the itembe the first itemthey see
when they visit nmy website again.

Q And does that [imt it to
abandoned itens?

A No. | mght -- | mght
also target simlar classes of itens,
right. So it could be | mght see
that you are not abandoning an item
but you' ve | ooked at car stereos and

that m ght be an interest of yours.




© 00 N oo o0 b~ W N PP

N N N NN R R R R R R R R R R
A W N P O ©O 0O N O OO B W N +—» O

87
ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

And so I'Il target you with
a car stereo that you m ght have
| ooked at previously. |f you' ve ever
had Iike a tennis shoe follow you
around the Internet, that's often
retargeting.

Q And what about behavi ora

advertising? | think you testified
t hat conpani es can sort of sort data
to determ ne what products you m ght
be receptive -- a particul ar user
m ght be receptive to.

Coul d you el aborate on that
alittle bit.

A Yes. So conpani es can

cl assify peopl e based on a nunber of
di fferent denographics, including
Kind of what -- either what itens
they're interested in or what they're
financially able to afford or what
geography they're in, what -- kind of
what |ifestyle they |ead.

And there's a nunber of

different firnms that help with this
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type of classification and targeting.

Q Ckay. Now, in your review
of the docunents, the deposition
transcripts, and your independent
research, did you find that during
this time period Crutchfield engaged
in A/B testing?

A. | believe they did. |
hi ghl i ght the one docunent they
reference, the PayPal one. They
reference at |east one docunent that
does A/ B testing.

Q And I'll ask you to turn to
Exhibit 8 in the binder. That's Tax
Commi ssi oner's Exhi bit 8.

MR. BERTONI: Can we go off
the record for a second.

(Di scussion off the
record.)
BY MR FAUSEY:

Q Did you find evidence in
your review of this matter that
Crutchfield was engaged in

retargeting?
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A | believe | did.

Q And how about behavi ora
adverti si ng?

A. | believe Crutchfield
relied on a nunber of third-party
advertisers that engage in behaviora
adverti sing.

Q kay. Let's talk for a
m nute about e-mail.

How do conpani es use
e-mail?

A. E-mai|l is another channel
to reach out to a custonmer. It can
be used for comrunicating delivery of
a product or to pronote new products
or ask custoners to revisit and buy
abandoned items, for exanple.

Q And did you find any
evi dence in your review of this case
that Crutchfield used e-mail to reach
its custoners?

A. | believe they -- in the
depositions and in the contracts they

mentioned e-mail retargeting.
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Q And when you say "e-mai
retargeting,” did Crutchfield send
e-mai | s based on a custoner's prior
pur chasing history or website
activity?

A. | believe | saw that in the
deposi tions.

Q And what about, did
Crutchfield track the success of its
e-mai | canpai gns?

A | believe things |ike open
rate were -- and conversion rate are
-- were nentioned or referred to in
t he docunents.

Q So, and by open rate, what
do you nean?

A Open rate is the nunber of
people that see the e-mail. It's
usually facilitated by a third-party
pi xel tag. And conversion rate is
t he nunber of people that take action
once they've opened the e-nmail and
| i ke buy sonething or kind of visit

the website.
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Q Al right. So we've talked
alittle bit about website cache.

So, | think, hopefully, we can nove
t hrough this next section of your
report relatively quickly.

VWhat are you showi ng us in
Figure 17 there?

A 17 is -- denonstrates the
itens that are stored in the user's
browser cache after they visited the
Crutchfield website.

Q Ckay. And this
denonstrat es what you were saying
bef ore about how long an itemis to
be cached?

A Right. If you look to the
right, there's a colum that says how
long things will expire. And so sone
of the imges are cached what | ooks
li ke a year and six nonths.

Q And the Figure 18 | ooks
li ke --

A I"msorry. Six nonths.

Q And Figure 18, it | ooks
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like an inage that was instructed to
be stored for 30 years?
MR BERTONI: \Where are we?
MR. FAUSEY: Figure 18 on
Page 21.

BY MR FAUSEY:

Q Is that what we're | ooking
at there?

A Uh- huh.

Q Now, this is also from

2014, right? This information in
Fi gure 17.

A This is all from 2014.

Q Wuld it have operated in
the sane manner during the tine
period at issue?

MR. BERTONI: (bjection.
Specul at i on.
BY MR FAUSEY:

Q Go ahead and answer.

A | woul d expect the website
to operate in the sanme nmanner

Q Al right. Turn to Page
22.
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A "' m going to nake a
correction, actually.

Q Sure.

A. "' mnot show ng the data
for Figure 18. So |I'mjust going
to -- let's just use -- let's just
use six nonths here, because | don't
see the correspondi ng pl ace
hi ghl i ghted for 30 years here.

Q Ckay.

MR BERTONI: And that's on
the bottom of Page 21. It should say
si x nmonths, not 30 years?

THE WTNESS: Correct.

BY MR FAUSEY:

Q kay. So, on Page 22,
Figure 19, what are you show ng us
her e?

A These are the exanpl es of
cookies that are stored on the user's
browser after visiting the
Crutchfield website. The specific
cookie | show is the Google

Doubl ecl i ck | D cooki e.
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Q Again, this is 20147

A Yeah. And that cookie is
set to expire for -- or it's set to
persist for two years.

Q And what are we | ooking at
in Figure 207?

A Figure 20 is just a dunp of
t he various cookies that are set
after visiting the Crutchfield
website. So these are 20 or so
cookies resulting froma visit to the
Crutchfield website in the 2014
peri od.

Q So I"'mgoing to ask you to
turn to Page 24 of your report.

A Yep.

Q And the section is titled
"Opinion regarding Crutchfield' s
activities for 2005 to 2012."

"Il ask you to take a | ook
at that page and revi ew your opinions
there. Tell nme when you're finished.

A (Wtness reviews docunent.)

Yes.
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Q And continue on, please, to
Page 26.

A (Wtness reviews documnent.)
Yep.

Q Havi ng revi ewed that, are

those the opinions you ve drawn at
t he concl usion of your review of the
evi dence, testinony, and docunents in
this case?
A Yes.
Q And do they remai n your
opi ni ons today?
A They do.
Q Okay. Just a couple nore
guestions here.
MS. MESIRON O f the
record.
(Di scussion off the
record.)
BY MR FAUSEY:
Q Actual ly, that remnm nds ne,
| forgot to close the loop on a
coupl e of those things.

Let ne ask you to turn back
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to Page 24 of your report. And just
to close the | oop, do you see the
par agr aph nunbered si x there?

A Uh- huh.

Q And it refers to a docunent
that you've titled "Productions:
Experi an- Z24. PDF, W and. PDF. "

A Sur e.

Q I"mgoing to find these
first and then give you the exhibit
nunber .

So I'll ask you to turn to
Exhi bit 31. Have a |ook at that and
tell me when you're done.

A Yes. That's the docunent
that I"'mreferring to.

Q And that's the -- you're
referring to Experian-Z24. PDF?

A That's right.

Q And then I'Il ask you to
turn to Exhibit 7.

A Yes. That's the WIand
docunent .

Q That's the docunent you're
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referring to as WI and. PDF.

Al'l right. There are a few
docurnents foll owi ng your report and
woul d just like to make sure that we
know what they are for the record.

So first is your resune,
and we' ve al ready covered that.

A Uh- huh.

Q Next are Crutchfield
privacy policies.

Did you retrieve those
policies fromthe Internet Archive?

A | think we tal ked about it.

Q Okay. And follow ng that
are versions of Crutchfield s home
page.

Did you retrieve those from
the Internet Archive as well?

A That's right.

Q And they appear to be in
the sane condition as when you
retrieved then?

A Yes.

Q Ckay. And the renaining
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docunents are al so docunents that
you've cited in your report; is that
correct?

A That | ooks right.

MR. FAUSEY: All right.
["ll just review ny notes real quick.
(There was a pause in the
proceedi ngs.)
BY MR FAUSEY:

Q There was sone question
during Professor Goldman's testinony
about whether a web server could
delete itens in a custoner's cache.

Do you recall that |ine of
guesti oni ng?

A. I think I do.

Q Vll, let ne ask you that,
could a web server delete itens in a
customer's cache?

A. A web server would send
instructions for the itemto be
deleted in the cache. So they could
expire an itemin the cache.

MR. FAUSEY: That cl oses ny
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direct.
Thank you.
CROSS- EXAM NATI ON
BY MR BERTONI

Q Al right. |1 want to start
wi th the question about what your
assi gnment was here.

WAs your assignnent to
descri be the various Internet-rel ated
marketing activities that Crutchfield
engaged in during the assessnent
period or was it to draw certain
conclusions fromthat activity, or
bot h?

A | think the question was --
the assignnment was the pronpts at the
begi nni ng of ny report.

Q kay. So what you were
asked to do would be to address the
four itens that are listed on the
very first page?

A Can you give ne that
page -- or that -- what is the

exhi bit nunber?
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MR. BEATTY: Exhibit 38.
BY MR BERTON

Q 38. Is that correct?

A That's right.

Q And so, one, to describe
technol ogi cal tools used by Internet
sellers generally, and Crutchfield
particularly, for establishing and
growi ng a consumer market in the
digital age, correct?

A Uh- huh.  Yes.

Q Then second -- and ||
sumari ze to nove us along -- to talk
about how those tools function across
platforns in websites, e-mails, and
nobil e applications; is that right?

A Wth consuners in Onio,
that's right.

Q kay. Wth consumers in
Ohio. And we'll get to that in a
second.

And then the third is, to
det ermi ne whet her during the audit

period Crutchfield extensively used
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such data tracking and technol ogi ca
tools on an interactive basis wth
Chi o consuners; is that right?

A That's right.

Q And then, finally, whether
Crutchfield s use of these tools
enabl ed Crutchfield as an
out-of-state retailer to establish
grow, and maintain its market in
Onhi o.

Is that fair to say?

A That's right.

Q Let's turn to the | ast page
of the report.

Actually, let's turn to the
page -- it's the paragraph begi nning
on 25, bottom paragraph.

"G ven their use of

Akamai ," do you see that paragraph?
A. | do.
Q "Sonme of Crutchfield's

virtual assets were physically
| ocated in Chio."

Do you see that?
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A | do.

Q Now, first of all, what is
a virtual asset?

A. A virtual asset is an asset
that's not tangible in the sense of
It doesn't have mass. Well, it mght
have -- | think we've tal ked about
this before whether electrons have
mass.

But it's virtual in the
sense that it's a digital good.

Q And | et ne ask you this
question: Do you understand how data
is stored on a conmputer hard drive
whet her solid state or nmagnetic?

A. | have sone under st andi ng.

Q You have sone
under st andi ng?

A | wouldn't claimto be an
expert.

Q Do you know whet her in
storing data on a hard drive, the
mass or weight of the hard drive is

in any way altered as a result of the




© 00 N oo o0 b~ W N PP

N N N NN R R R R R R R R R R
A W N P O ©O 0O N O OO B W N +—» O

103
ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

storage of that data?

A. I"ve not done the research
nysel f, but ny understanding is that
el ectrons have nmass. And so on a
magnetic drive you're sinply -- so
you're sinply rearranging the nass on
the hard drive.

You' re not actually adding
new kind of -- you're adding
el ectrons, but you're not noving the
magneti c particles, the nagnetic bits
on the drive.

Q In fact, the drive has a
static nunber?

A That's right.

Q And when you put data on

the drive --
A You nove it around.
Q You nove it around. So

that data may be organized in a
certain way based on what's on that
drive.

But addi ng data and

deleting it doesn't change the nmass
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of the drive?
A | don't believe it does.

MR. FAUSEY: [|I'mgoing to
obj ect as beyond the scope of direct.
And it's al so beyond what |'ve
of fered himfor.

MR. BERTONI: Well, this
entire case focuses on the presence,
and we'll talk about it, but I think
this is well within, and we can raise
it with the hearing officer.

BY MR BERTONI

Q And so is that -- just so

|'"'mclear --
A. No new nass i s added.
Q No new mass i s added.

If you -- okay. Then
that's fine.

A Wth the exception of
what ever the mass of the el ectrons
are that are transnmitted to the
devi ce, right.

Q But the device itself,

those el ectrons that are transnmtted
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don't add to the nmass of the device.
It sinply mani pul ates what's al ready
there, right?

A "Il say | don't know to
the degree of electrons. But to the
degree of the magnetism | would
agree with you.

Q And is it simlar to what
happens when you record sound on a
magnetic tape?

MR. FAUSEY: [|I'mgoing to
obj ect.

W' re way beyond direct and
we' re way beyond his experti se.

MR BERTONI: I'mentitled
to probe because the entire theory
here is that there's a presence, and
so l'mtrying to figure out what it
i S.

MR FAUSEY: But he's not a
magneti c tape expert.

MR. BERTONI: \Well, maybe
that's -- nmaybe that's your problem

But it says at the end of
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this report that Crutchfield had a
virtual presence in the state. So
I"'mtrying to find out what that
means.

THE W TNESS: So what |
mean by virtual asset is they have
possessi ons, virtual possessions,
that are present in the state.

And by -- and | think we've
tal ked about this before. By
possession, | nmean in the sanme way
that if | had porn, child porn, on ny
browser's cache, | could be said to
be in possession of child porn.

BY MR BERTON

Q Ckay.

A | would say that a
Crutchfield asset on ny browser is,
I"min possession of a Crutchfield
asset. That's what | nean by it.

Q kay. And so you're not
tal ki ng about -- you're not saying
that the virtual asset is physical in

any sense?
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MR. FAUSEY: [I'mgoing to
object, and I'mgoing to instruct him
not to answer.

W' re goi ng way beyond.
And | keep objecting and you keep
taking it further.

MR. BERTONI: You have
proffered a wi tness whose testinony
is that Crutchfield had a virtua
presence in the state, and | am
entitled to explore what that neans.

MR. FAUSEY: You're asking
about whether -- you're asking him
about the weight of electrons.

You' re aski ng hi mabout magnetic
tapes. These are things he isn't
qualified to answer.

And you say this is ny
case. No, that's your case. You're
t he one saying there's no physica
presence here.

MR. BERTONI: Well, that's
right.

MR. FAUSEY: | didn't nmake
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that case. | didn't offer himfor
that. And if you wanted an expert to
tal k about magnetic tapes, that's up
to you guys, that's not on ne.

| didn't call himfor that.
| didn't offer himfor that. |'mnot
going to have himcontinue to testify
as to the weight of electrons.

MR. BERTONI: W' re going
to get the hearing officer on the
t el ephone right now.

MS. MESI RON  Good | uck.
nmean, no offense, but...

MR. BERTONI: Well, al
right. 1'mgoing to reserve on this.
BY MR BERTON

Q Let's drill in, because |I'm
going to show its direct rel evance.
The | ast sentence is that
Crutchfield has a virtual presence.
Did you nmake a finding or
reach a concl usion as to whet her
Crutchfield has a physical presence

in Chio?
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A | don't believe | was asked
to make a finding with regard to
physicality. [|I'ma digital expert.
And we're tal king about digital
commerce, right.

Q And so when you say
Crutchfield had a virtual presence in
the state, you're not saying that
Crutchfield has a physical presence
in the state, correct?

A |"msaying -- again, |I'm
speaking in the digital e-comrerce
real m

Q And so what you're saying
-- tell me what you're saying, then,
again. You're saying that
Crutchfield had --

A "' m saying exactly what |
have to say, which is they have a
virtual presence in the state, and to
the degree that |I'man expert on
virtual technol ogi es and e-comerce.

Q And what does virtua

presence mean?




© 00 N oo o0 b~ W N PP

N N N NN R R R R R R R R R R
A W N P O ©O 0O N O OO B W N +—» O

110
ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

A Agai n, digital presence.
"1l refer you back to the exanple of
possessi on of an asset, right.
Possessi on of an asset could be a
virtual presence. That asset is
present on ny phone.

Q And if Crutchfield left a
nmessage on an answeri ng nmachi ne tape,

is that a virtual presence?

A. It could perhaps be sone
formof. 1It's not ny area of
expertise.

Digitally, | could tell you
if they left a Skype recording on
your conputer and they had certain IP
rights to that recording, | would
say, then, that is an asset.

Q And do you know whet her the
taxpayer in this case, Crutchfield,
Inc., owned any intellectual property
in the State of Chio during the audit
peri od?

A | don't know if they owned

intellectual property. Based on the




© 00 N oo o0 b~ W N PP

N N N NN R R R R R R R R R R
A W N P O ©O 0O N O OO B W N +—» O

111
ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

previ ous testinony, there are
intellectual property rights to
things like digital assets and

sof tware code and nobil e applications
and i nages, so..

Q And do you recall whether
those digital assets had any
reference to Crutchfield, Inc. or a
di fferent conpany?

A | don't think that was
specified or clarified.

Q I[f you turn to -- it's in
your expert report, there was a
reference, do you recall, to an
intellectual property notice that
appeared on a web page?

A Sur e.

Q Can you track that down.
Help me find that.

A Yeah, yeah. | think it's
at the bottom of --

MR FAUSEY: |'mgoing to
| odge anot her objection. | didn't

ask hi m about that. | didn't offer
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himas an intellectual property
expert.

| didn't ask himto | ook at
the rel ati onship between Crutchfield
and various Crutchfield entities. So
["mnot sure where you're going with
this.

MR. BERTONI: You asked him
to identify that | anguage and you
I nterrogated himat some | ength about
intellectual property rights and I'm
just asking --

MR, FAUSEY: | asked
Prof essor Gol dman about that. |
didn't ask Ashkan a single IP
questi on.
BY MR BERTON

Q Al right. So let's turn

to that page that has the web page.

It's part of your report,

is it not?
A My report, no. It was part
of the -- so | provided exanpl es of

the Crutchfield privacy policies
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from--
Q Ri ght.
A. -- and the website fromthe

I nternet Archive.

Q And let's turn to that
page.

A So there's one on -- right
after ny resune.

Q kay. Let's look at the
end of the privacy policy. And it
tal ks about Copyright, Crutchfield
New Medi a, LLC.

Do you see that?

A | do see that.

Q Were you asked to determ ne
whet her a conpany called Crutchfield
New Medi a, LLC, had a virtua
presence in GChio?

A | was not asked if
Crutchfield New Media, LLC, was
ori gi nal .

Q You were asked whet her
Crutchfield, Inc.?

A | was asked whet her
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Crutchfield -- | don't renenber if it
was specified as Inc. or New Medi a.

Q The taxpayer here, the
Appel | ant .

A Ckay.

Q Now, if you were | ooking at
this, would the copyright assignation
here have sone rel evance to you in
det ermi ni ng whet her a conpany has a
virtual presence in the state?

A I'mnot sure. Yeah, |I'm
not sure how the copyri ght
attribution works between the New
Media, LLC, and Crutchfield, Inc.

| would presune they are
rel ated, but perhaps your expert can
speci fy.

Q So | understand clearly,
when you tal k about virtual presence,
it seened to ne that it arose from
some -- froma party having sone
rights in intellectual property in
Chi o.

Is that right?
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A Part of it, yeah. Like
sone assets, sone virtual goods,
being stored in Chio, as well as
collected fromChio. | think that's
what the case that | nake in ny --

Q And information that they
own?

A They have rights to. It's
inthe -- in the same way that we
wer e tal king about consuners'

i nformati on bei ng used and havi ng
val ue, right.

| think that's like -- if
you | ook at both sides of that, there
is a digital exchange of information
going on with assets from Crutchfield
and informati on about consuners. And
| think that to nme i s what
constitutes a virtual presence.

Q And does the ownership of
that information have any rel evance
to determ ning whether sonmething is a
virtual asset?

A | think it does in the sane
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way that the ownership of the user's
i nformati on does, right.

Q And are you aware of any
servers in Chio, located in GChio,
that set cookies for Crutchfield
during the tax period?

A During the tax period | am

not, but | amfamliar with --

Q Well, I'm asking you about
your -- your counsel can --
A Ri ght.

Q So you are not aware of
any?

A I"maware that -- |I'maware
of what |'ve stated in ny report,
which is that, during the period that
| tested, there were Akamai servers
in Onio.

And during the period in
question, there were Akamai servers
bei ng used -- sorry -- Akanmai was
bei ng used by Crutchfield.

Q In other words, you were

not aware of any servers in Chio that
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set cookies for Crutchfield during
the tax period?

A Specifically, no.

Q And are you aware of any
mar keting efforts of Crutchfield
during the tax period used only for
Chi o residents?

A. That's a harder one, right,
because they were relying on
conpani es |ike Google and third -- so
you woul d have to have insights into
how Googl e does targeting.

Q Well, I'masking you, are
you aware of any marking efforts by
Crutchfield during the tax period
used only for Chio residents?

A | don't think | can answer
t hat .

Q But you --

A. So just to clarify why, so
a lot of the targeting engi nes have
their own al gorithnms that woul d say
this just -- like this particul ar

thing seens to be best targeted for
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I["mnot sure, to the degree

that they're relying on third-party

services, | think that's hard to
tell

Q Well, I'"mnot asking you
whether it's hard to tell. I'm

aski ng whet her you are aware.

A I'maware that all of those
servi ces do geographic targeting, for
exanpl e.

Q But you are not aware of
whet her during the tax period
Crutchfield engaged in any marketing
efforts only for Chio residents?

A. Not only for Chio
residents. They relied on these
services that geographically target.
Sonme of those targets could be only
in Onio.

Q Are you aware, during the
audit period, of whether Crutchfield
engaged -- and not specul atively, but

are you actually aware of marketing
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efforts by Crutchfield, during the
tax period, that were Iimted to Chio
resi dents?

A | am not .

Q And do you know whet her
during the tax period Crutchfield
engaged in any kind of analytics
related strictly to Chio residents?

A Again, like, it's just
based on the Mnetate exanple that I
showed you, right. There are --
there are nunbers broken down by --
anal ytics broken down by states.
Presunmabl y, dependi ng on how you want
to parse that, that can be analytics
about residents in GChio.

Q Now, |'m asking you again
Were you aware of any anal ytics that
were limted to Chio residents during
the tax period?

Not whet her there m ght or
m ght not be. Are you aware of any?
And if you are, 1'Il ask you to tel

nme about them
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A. |*"'mnot sure -- so | think

"' m having a hard tinme understandi ng

your -- like, 1'll tell you what |'m
aware of. |'maware of --
Q Vll, I'"mnot asking you

what ot her things you' re aware of.
"' masking you, are you
aware of any anal ytics done by or on
behal f of Crutchfield --
A The term"limted" is what
" m hi ngi ng on.
Q -- for Ohio residents only?
A Yes. | would say the
Monet at e exanpl e.
Q kay. Let's talk about the
Monet at e exanpl e.
A Yeah.
Q Show ne where that is.
A So, on Page 4, right.
Q Ckay.
A This interface all ows you
to break down stats per state.
MR FAUSEY: He's on Page 4

of his report, not Page 4 of the




© 00 N oo o0 b~ W N PP

N N N NN R R R R R R R R R R
A W N P O ©O 0O N O OO B W N +—» O

121
ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

exhi bit.
THE W TNESS: Actual ly,
that's fi ne.

BY MR BERTONI

Q Ckay.

A Yeah. So their service
allows you to drill by state, right,
so there -- there's -- based on their

functionality that they provide, they
have an interface that would all ow
you to run stats for GChio only,

right.

Q But here's ny question: Do
you know whet her Crutchfield ever did
t hat ?

A | don't know if a manager
ever went to that interface. | would
presune based on the functionality.

Q Wll, I"'mnot asking you to
presune. |'masking -- what we're
trying to get to is what your
know edge i s.

And you can --

A. "Il tell you exactly what
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nmy know edge is, is that the
functionality exists to do per state
anal ytics on Ohi o, and sone manager
may or may not have done that. |
don't have insights and we don't -- |
don't think we have that in the

t esti nmony.

Q You have no know edge of
whet her Crutchfield during the tax
peri od ever engaged in analytics
limted to Onhio residents, correct?

A | think I just answered the
questi on.

Q No, you did not. It's a
yes-or-no question.

Yes or no, do you have
know edge of during the tax period
whet her Crutchfield engaged in
analytics limted to Chio residents?

A. | don't have any know edge
to or against that.

Q So you' re unaware of any
such activity?

A. |*' munaware of sone --
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specific activity.

Q Ckay. Now, do you know
whet her Crutchfield during the tax
period engaged in any A/B testing
limted to the residents of State of
Ohi 07?

A I"mtrying to figure howto
nove this along nost quickly. If the
next set of questions are limted to
the State of GChio, | don't have any
speci fic knowl edge on anyt hi ng
limted to the State of GChio, beyond
the functionality provided by the
sof tware and the services, the
third-party services, that
Crutchfield -- so I think that m ght
hel p.

Q It helps a little bit, but

let me try to get ny questions

answered --
A Ri ght.
Q -- which -- on this one.

Are you aware of any A/B

testing conducted by Crutchfield or
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anyone on its behalf during the tax
period that was tested only on Onhio
resi dents?

A "' mnot aware of anything
tested only on Chio residents.

Q Do you know of any e-nail
pronmotions from Crutchfield during
the tax period that were only sent to
Ohi o residents?

A "' mnot aware of anything
only to Chio residents.

Q Are you aware of whet her
Crutchfield ever sent any e-mail
pronotions during the tax period that
had content specifically relating to
Ohi o residents?

A No.

Q Were there any pronotions
by Crutchfield of any kind that only
Ohio residents received or saw?

A | am not aware.

Q Was there a web page that
Ohio residents visited that was in

any way different fromweb pages that
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residents of other states saw during
the tax period?

A Presumably, |ike the
shi ppi ng charges woul d be different,
but that's probably the only one.

Q Apart from shi pping
charges, you're not aware of any
di fference?

A "' m not aware.

Q And do you know whet her
Crutchfield treated the disclosure of
shi ppi ng charges differently in Chio
from other states?

A | don't know.

Q Do you know whet her
Crutchfield treated its handling of
cache on users' conputers differently
in Chio than in any other state?

A | don't believe so.

Q Do you know whet her
Crutchfield used cookies in Chio
differently than it used in any other
states?

A | don't believe so.
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Q Are you aware of any
marketing during the tax period by
Crutchfield specifically tailored to
residents of Chio?

A No.

Q Are you aware of
Crutchfield tracking e-mail --

A Let me qualify the | ast
one.

Again, to the degree that I
don't have know edge of what the
third-party advertisers do.

Q You have no know edge one
way or anot her?

A | do know -- again, | do
know how t hose al gorithnms work,
right. So | think this point is kind
of inportant, right.

Because, like, to the
degree that all of these services,
| i ke Googl e and Doubl eclick and
Atl as, rely on geographic targeting
and optim zation, right. For

exanpl e, they would not show you an
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ad if you were in a state that was
not receptive to that ad, right.

So that -- so I'"'mgoing to
qualify that, but to your answer --
to your question, no.

Q Is it fair to say that
Google and its contracts with third
parties can agree to whatever kind of
pronotion that their clients wish to
pur sue?

A But would they not -- would
t hey not be an extension of the
person they're contracting for?

Q They may. But that
contractor may say do not pronote
based upon any specific geographica
consi der ati ons.

A. It's possible.

Q You don't know whet her that
happened here or not, right?

A | didn't see any nention of
It in the contract, those
restrictions in the contract.

Q Now, when you nention
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tracking e-mail, you nentioned
opening rates on e-mails, you
menti oned that.

Do you know, during the tax
period, did Crutchfield do that on a
state-by-state basis or an aggregate
over the entire custoner base?

A. | don't know if it was
state by state or aggregate.

Q You don't know one way or
anot her on that?

A That's correct.

Q Do you know whet her or not
Crutchfield engaged in any specific
tracking of e-mail for Ohio residents
only?

A I"mgoing to go back to ny
earlier response. | don't know
anyt hing that was specific to Ohio.

Q Now, you nentioned that
there is -- that a server can cause
the expiry of an itemthat's in
cache?

A That's right.
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Q And let's tal k about cache
and how expiration dates work with
cache.

I[f I ama user of a
computer and | set ny cache to a
certain size, do | also have contro
over how long that itemstays in the
cache?

A It depends on the browser.
Sonme | et you say cache for 30 days or
a maxi mum of five negabytes.

Q And is it your testinony
that a server can then override ny
web browser's instructions as to how
|l ong to keep information in cache?

A Yeah.

Q And are you aware of
Crutchfield ever having done that
with its website during the tax
peri od?

A Overriding? So deleting
items fromthe cache?

Q Exactly.

A During the tax period, no.
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| think -- | think this one here is
-- it's a sinple way of how t he
t echnol ogy works, right.

So, for exanple, | don't
know of a feature that would let a
user keep an image around in the
cache | onger than the website
I nstruct ed.

Q So the website would treat
it and effectively put an expiration
date |i ke a cookie; is that what
you' re sayi ng?

A It's the same. It's the
sane.

Q kay. So, then, what we're
tal king about here is a website -- a
server saying here's information, put
it in cache and it has an expiration
dat e?

A. That's right. And then
they could later say, you know what,
that asset actually expired either
further out in the future or sooner

than | had told you
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Q And that m ght be the case,
for exanple, if an imge has changed
for a product? There m ght be a need
to --

A That's right.

Q Ckay.

A That's right.

Q Al right. So you talked
about a server responding to a second
visit and saying, Hi, Dan.

Now, did Crutchfield do
this during the tax period?

A Say H, Dan? No. But |
believe they did sonme custom zation
simlar.

Q Any custom zation based
upon a person's nane?

A ' m not aware of the
person's nane in the custom zation
no.

Q And what ki nd of
custom zation did they do during the
tax period to visiting web servers?

A Thi ngs around pronoti ons,
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right, so free shipping pronotions.
Thi ngs about the type of itens you' ve
seen previously or had potentially
bought, the retargeting and stuff we
tal ked about, or other itens you

m ght be interested in.

And things that -- relating
to the, like, make and nodel of your
car. Like, if you indicated you have
a Toyota, they would market you with
a Toyota stereo.

Q So there's information that
the user provides to Crutchfield, for
exanple, and Crutchfield will then
use that information when the visitor
returns to present things that it
bel i eves the user m ght be interested
in?

A That's the second category.
So the -- so that would be an exanpl e
of custom zi ng based on the car the
user has discl osed.

Custoni zi ng based on what

itens were in the cart or what itens
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you' ve seen previously would not
be -- | don't consider the user
vol untarily maki ng those.

Q But that's information that
the user has input into the web page?
A O just like clicked on,

right.

Q Clicked on

A So, if I click on a car
stereo, Crutchfield observes that |
li ke that car -- you know, a JVC car
st ereo.

Crutchfield observes that |
i ke that car stereo and then woul d
| ater show nme that car stereo. |It's
based on maybe | ess explicit than ne
telling Crutchfield | have a Toyot a,
right.

Q And so, if | went into a
retail store and told the clerk who
knew nme that | liked this particul ar
nodel of car, and | came back, they
mght -- in that retail context, is

this simlar to sort of saying | know
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you |like this car, nmaybe you'll Iike
this other one?

A Yeah. | think the -- so
that woul d be |ike the second
exanple. | think, if you want an
anal ogy, it would be like, if a clerk
observed ne | ooking at a particular

nodel, and the next tine | cane back

and said, | saw you | ooking at that
nodel, | et ne show you this other
nodel. So that would be a cl oser
anal ogy.

Q kay. And when you click
on sonething to put it into the
shoppi ng basket, that click, | think
we' ve determned, is a comunication
to the server, correct?

A That's right.

Q And the server knows when
you click because you're
communi cating with the server and
asking it to do sonething?

A Correct.

Q And so what the server is
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doing at that point is, it's keeping
track of the clicks, the
communi cations that have taken place?
A That's right.
Q And t hose conmuni cati ons

are initiated by the consuner,

correct?
A That is correct.
Q Each time a consuner

clicks, information is transmtted to
t he server?

A. It's that data generated or
i nformati on generated by the user.

Q Now, in this instance, when
we' re tal king about what happens on
the web, it's one defining feature
that it seenms to be the case is that
conmuni cation is consunmer initiated.

The going to the website,
for exanple, correct?

A Wth the exception of
e-mai |, yeah.

Q Wth the exception of

e-mail. Let's put e-mail to the
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si de.

But when you're interacting
with a website, you're initiating
comuni cations and getting responses
back?

A Typi cal ly.

Q And if you never return to
a website after the first visit,
that's the end, correct?

A Correct. They mght stil
have sone assets on your conputer

Q They m ght ?

A But those will expire.

Q And we tal ked about
cookies. And there's, in your expert
report -- help nme to understand this.

If you look at the list of
cookies. It's on Page 23 of your
report.

A Right. Right.

Q Now, this list of cookies
IS just a series -- is this actually
what the cookie is, by the way, if

you go down this |ist?
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A Yeah. That's pretty nuch
all -- so a cookie is the domain that
set it, right. Sonme flags with
regards to expiration and kind of
timng information.

Q Yep. Yep.

A And then usually a cookie
nanme and a cookie value. So a good
one m ght be -- what's a good cookie?
Nunber 91, right. So --

Q Ckay.

A -- it's set by
Crutchfiel d.com

Q | see it.

A The cookie name is System
I D and the value is that unique
string.

Q Yep

A And the stuff, kind of all
the nunbers to the right are actually
Uni x tinmestanps that translate into
the | ast seen and expiration date.

Q kay. What is a Unix -- so

the -- if you |l ook after Google -- if




© 00 N oo o0 b~ W N PP

N N N NN R R R R R R R R R R
A W N P O ©O 0O N O OO B W N +—» O

138
ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

you | ook after Crutchfield.com on
Line 91, there's a vertical line --

A Yeah, the sl ash.

Q -- and a bunch of stuff
out. Yeah.

A The vertical line is the
path. And then flip back to one
page.

Q Yep

A Those nunbers translate
into those nunbers, right. So a Unix
timestanp is just another way to
represent what we know as regul ar
time.

Q Cot it.

And so the cookie itself is
the data string that appears after
System I D, that 5710750617

(M. Joseph Turow j oi ned
t he proceedings.)

THE WTNESS: It -- | nean
-- kind of, yeah. | nean, all of the
nmet adat a about the domain it's set on

and the path, so, dot,
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Crutchfield.com end sl ash.

So, dot, Crutchfield. com
nmeans that it applies to all of the
subdomai ns, and the slash neans at
what directory level. Al of that
nmetadata is still associated with the
cooki e.

BY MR BERTONI
Q kay. So, if | stunbled
upon your conputer, and, let's say, |

was a federal investigator.

A. Ri ght.
Q And | saw t hese cooki es.
A. Ri ght.

Q And | |ooked at this
cooki e. That cookie wouldn't tell me
anyt hi ng about you, would it?

A. It would tell you that you
had been to Crutchfield.comand when

And, you know, it would

gi ve you this | ook-up number that
then you could go to Crutchfield and
say --

Q Ri ght.
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A -- who is that person?

Q So, in other words, the
cookie is effectively a short code
that relates to a database that's in
the server; is that right?

A That's right.

Q So that when Crutchfield' s
server is contacted by you and you
send data, you send the cookie, it
allows Crutchfield to relate that
rather short number to information
that it maintains on its own servers,
in this case, Virginia.

Is that right?

A Ri ght.

Q And what's on your conputer
is sinply a shorthand code that is
unintelligible to anyone who doesn't
have the referent in their own
server?

A Sonme, right. Not all, but
that particul ar cookie, absolutely.

Q Wll, let's focus on that

one and we can tal k about ot her ones.




© 00 N oo o0 b~ W N PP

N N N NN R R R R R R R R R R
A W N P O ©O 0O N O OO B W N +—» O

141
ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

And the sane, | would
suspect, is true for third-party
cookies, that there is a nunber and
that nunber only nakes sense to the
third party, right?

A Right. O, like -- so,
some history -- let's say yes, with
the caveat that 1'Il give you
count erexanples, if you want.

But for the purpose of this
di scussion, typically -- | think
described it earlier, and | know one
of your witnesses doesn't |ike
anal ogi es -- but a cookie can be
t hought of like a Social Security
nunber, or sonme -- sone reference
nunber to uniquely identify you, such
that you can | ook up subsequent
requests about that person.

Q Now, in some respects,
until you're able to connect that
conmputer with an individual, isn't
t he cooki e nore anal ogous to -- |

hat e these anal ogi es, too, but
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| awyers are taught to think this way.
But | liked your license plate
anal ogy.

A. Li cense plate woul d be
anot her one.

Q It anal ogi zed the conputer
to a vehicle. And you don't know who
Is driving that vehicle, you sinply
have a |icense pl ate nunber.

A. This is true, with the --
with the caveat that, in the
advertising world, the primary
pur pose of a cookie and the reference
of a cookie is for uniques.

And they don't refer to
them as uni que conputers. They
usual |y tal k about uni que visitors.
You get paid for by unique inpression
or unique visitor. And so for
practical, kind of in the -- in the
advertising | anguage, it is a unique
visitor or person, but --

Q But, inreality --

A Inreality, if it's only
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one person using the conputer, it's
just -- it refers to that person.

If it's multiple users and
they don't log in and | og out and
change settings, then it could be --
it could refer to a household, for
exanpl e.

Q Wi ch coul d explain ny
getting pronotions from My Chem cal
Romance on a conputer that ny
daught er uses with ne.

A That's it.

Q And so you've got this
identifier, and at sone point, at
some point, that identifier may or
may not get linked to a living
i ndi vi dual and their nanme, correct?

A That's right.

Q And do you know during the
tax period how Crutchfield, if it did
so, connected cookies to individua
human bei ngs by nane?

A Beyond the -- there is sone

i nstances of descriptions of how they
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did it for like retargeting, right,
such that when you -- you woul d have
to know, for exanple, that a user had
an itemin their cart, right.

So you woul d essentially
tie the cookie string to a user
e-mai | address, right. Because the
only way you could tie that item
woul d be through the user's browser
activities by adding to a cart and
that only contains the cookie ID
right.

Q And so you don't -- this is
hel pful to nme. You don't connect a
cookie to a person unl ess the person
-- one way is the person providing
you sone personally identifiable
i nformati on during the use of the

comput er whi ch bears that cookie

mar k?
A Say that one nore tine.
Q "Il try to be | ess obtuse.

You' ve got a cookie and at

sonme point one way to connect it to
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an i ndividual --

A Is if they identify
t henmsel f.
Q -- is if they

sel f-identify.

A That's right.

Q So | may register. | may
request a catalog. And I'mgiving
you an e-mail address now. |I'm
volunteering it to you.

A That's right.

Q And now t hat e-mail address
has been generated by the browser
that is associated wth a cookie, and
it may not be perfect.

A That's right.

Q There may be multiple
people using it.

A That's right.

Q You know, sonebody could
find your conmputer open on a desk and
come in and do stuff with it. That's
often a defense in child porn cases,

' m sure.
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A Ri ght.

Q But they could do it. But
there's -- you've got vol unteered
information that's now associ at ed
with that cookie?

A Correct. So one way you
coul d associate a cookie to an
individual is if they volunteer
i nf ormati on.

Q And do you know whet her
during the tax period Crutchfield
associ ated cookies, its own, wth
an individual's nane, apart from
i nformati on volunteered by the web
user?

A. | don't. And | don't --
in the context of behaviora
advertising, you wouldn't need to,
but | don't.

Q And, in fact, behaviora
advertising and retargeti ng can occur
wi t hout know ng who the individual
is, correct?

A. That's right. That's
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right.

Q You can use that cookie and
athird party can put that cookie on
a person's conputer, and what matters
is that the person who surfed for
chinos on site Ais the person who
t hen goes to CNN and nmaybe the direct
mar keter wants to dangle chinos in
front of them--

A That's right.

Q -- wherever they go.

A Per your description, a
cookie is a shorthand reference to --
to that individual.

Q And so, unless the
i ndi vidual, at |east for
Crutchfield s purposes, during the
tax period, unless that person
vol unteered identifying informtion
t hat took them outside of sinply
bei ng a nunber and gave them an
identity, Crutchfield wouldn't be
able to tell?

A. Tell...?
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Q That this cookie is
associated with this human bei ng.

A No. They would only know
attributes of that human bei ng.

Q kay. Now, Googl e
Anal ytics. There's a lot of talk, |
think a | ot of conpanies tal k about
anal ysis of aggregate data, as
opposed to anal ysis of an
I ndi vi dual ' s dat a.

And you'll see it in
website disclosures. |'msure you're
famliar with that.

Do you know whet her during
the tax period Crutchfield used third
parties for data anal ytics other than
on an aggregat ed basi s?

A Right. So, yes, alnost,
like, the majority of analytics, with
t he exception of very specific
clickstream anal ysis, where you want
to follow an individual user, usually
you do that for usability testing, is

an aggr egat e.




© 00 N oo o0 b~ W N PP

N N N NN R R R R R R R R R R
A W N P O ©O 0O N O OO B W N +—» O

149
ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

But the thing to realize is
it relies on individual clickstreans,
right. So you can't have the
aggregate wi thout identifying one
uni que i ndi vi dual .

So you take a bunch of
uni ques, whether they're
self-identified by name, usually for
anal ytics you don't need them by
nanme, you just need their cookie |ID
and then you analyze themin
aggr egat e.

Q | nean, is it fair to say
what you're tal king about is what
traditional retailers often did with
| ooking at foot traffic in a store?

They're nore interested in
t he nunber of people that navigate to
the left or right, and what they | ook
at, and where they may end up, as
opposed to figuring out whether --
whet her Dan, as an individual, did X
Y, or Zin the store?

MR. FAUSEY: |'mgoing to
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object to him | didn't offer him
and didn't question himas to

traditional nethods of narketing.

MR. BERTONI: Well, let's
stop. I'mtrying to be clear for the
record.

THE W TNESS: R ght.

Ri ght.

BY MR BERTON

Q So that your testinony, it
sounds like, is that the individual's
identity is less -- is not rel evant
to the kind of clickstream anal ytics
that at |east Crutchfield was using
during this tax period?

A Thei r individual name
and -- well, | don't think that was
ny testinony.

Q Al right. darify it
t hen, please.

A So -- so analytics can be
hel pful in the digital real mbecause
it allows you to do aggregate

anal ysis and identify behaviors of
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peopl e, right.

So, group behaviors, nmuch
i ke was done in the offline kind of
in-store kind of retail tracking.
Wth the one caveat, that you can
| ater then target or advertise to or
personal i ze based on individual data,
right.

So | know you're the white
shirt-type guy and white shirt-type

guys |love purple ties, right. And so

next tinme --
Q | didn't buy it.
A. The next time you visit,

I"mgoing to nake sure that | show
you a purple tie. Because ny
anal ysis of everyone in the roonis
data has said that white shirt guys
like purple ties.

Q Vell, let nme ask you the
question, then, about Crutchfield.

Because ny revi ew suggests

that Crutchfield | ooked at usage on

an aggregate basis, it used analytics
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totry to figure out --

MR. FAUSEY: (Objection.

MR. BERTONI: |' m asking
himto confirmor not. | nean, we're
trying to get to the bottom here.

MR. FAUSEY: Your review of
t he docunents?

MR. BERTONI: [|'m asking
himto confirmif it's right or
wong. |'mlooking at his report,
what it says, and he can correct ne
if my -- if ny analysis is incorrect.
BY MR BERTON

Q It appears that Crutchfield
used aggregated data, not for the
pur pose of isolating white shirt
peopl e, but for the purpose of
under standi ng how its website was
bei ng used en nmasse?

A That is true for the, |ike,
Omi ture anal ytics portion, or even
the -- I"'msorry -- the Doubl eclick
anal ytics portion that you descri bed.

But they did use other nore targeted
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dat a- based procedures like Criteo.
Q And explain to ne what

Criteo -- what they did with Criteo?

A Criteo. It's actually in
the -- | think we -- should we pull
it up?

Q Whoever. Yeah. |[If you can

tell nme what you're | ooking at and
what the source of it is.

THE WTNESS: Do you
remenber where it is?

MR. FAUSEY: There's a
Tabl e of Contents.

MS. MESIRON It is Exhibit
19.

THE W TNESS: Actually,
there's another one. Google
Advertising Service Agreenment.

BY MR BERTON :

Q Ckay. So which exhibit are
we again? Sorry. | had to funble
for a mnute.

A 18.

Q 18. Cot it.
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Al right. Google
Advertising Service. Now, explain to
me your understandi ng of what Google
-- what service it was providing
under this agreenent.

A So | just want to make sure
this is the ad.

Grai | sponsored pronotions.
This is the Gmil one. There was one
about AdWords.

Q Because Gmail -- that's an
e-mail pronotion. We're not talking
about those just yet.

M5. MESIRON Is it 177
THE W TNESS: 17.
BY MR BERTON

Q Programterns. Do you see
t hat ?

Googl e, Inc. Advertising
Program Ter ns?

A Yeah. yeah.

Q Ckay.

A. | think that's -- that's
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So, CGoogle, for exanple,
the way Googl e advertising works is,
they profile you based on what sites
you visit, what itens you | ook at on
Crutchfield and other sites.

And then use that to,
essentially, build a profile about
you to then target kind of -- so they
woul d be building the white shirt,
purple tie profile.

Q And correct ne if |I'm
wrong, but Google collects that
information fromits own users, those
who register for its various
services, right?

A No. In this context, if
you' ve never registered for Google at
all and you sinply visit
Crutchfield s site and they have that
third-party el enent, Google would
col l ect that information.

Q And when Googl e collects
that information, it doesn't collect

t he person's personal identifying
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i nformation, just the fact that they
vi si ted?

A Right. So this is to your
question of they use this kind of --
they are aggregate analytics to build
i nsi ghts about people, and then use
that to do targeted -- targeted
marketing to those individuals,
right. So --

Q And during this targeted --
during this tax period, again, you
are not aware -- it may have
happened, but you're not aware of any
Googl e ads targeting residents of
Ohi o excl usivel y?

A Resi dents of Chio
excl usi vel y? No.

Q kay. So we talked -- you
tal ked briefly about sone other
tracki ng technol ogies, the flash
cooki es.

You' re not aware of
Crutchfield ever using a flash

cooki e, correct?
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A | did not test for that,
but it would be very difficult during
that time period to test for it.

Q What about fingerprinting;
any awareness of --

A No.

Q  No.

So no awar eness of

Crutchfield doing that?

A No.

Q CSS history sniffing?
A No. No.

Q. It sounds sal aci ous.

None of that went on with
Crutchfiel d?

A That's right.

Q Third-party tags? Any
awar eness of Crutchfield involved in
third-party tags?

A | believe there was nention
of them | didn't get into theminto
ny report, but | believe they relied
on third-party tags.

["mgoing to -- | can't
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renenber the exact exanple. | didn't
include it in ny report, so it's not
in there. But | believe they -- |
want to reserve the right to say they
di d.

Q And let's tal k about who
the third parties would have been.

A They woul d have been I|ike
Google or Criteo or kind of the
advertising partners.

Q Are you aware of
Crutchfield during the tax period
ever giving Google or other of the --
ot hers the nanes and addresses and
e-mai | addresses of its custoners?

A The only place where I'm
aware of that was to the cooperative
mar ket i ng dat abases, not the online
adverti sers.

Q Just for non-online
advertising, correct?

A For -- sorry?

Q For non-online advertisers.

A For of fline adverti sers.
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For offline advertising, yes.

Q In connection with the work
you do, do you have a working
know edge of cooperative databases so
you feel conpetent to tal k about
t hen?

A Do | feel conpetent?

That's not ny focus. The offline
stuff is not ny focus.

Q Ckay.

A The axiom-- the
offline/online stuff I"mgood at. So
i ke the data | ogics and how you |ink
of fline behavior to online. But |I'm
not -- the strictly ol d-school ones,
" m not .

Q Ckay.

A That woul d be for Joe.

Q Well, Joe will have his
turn.

During the tax period, did
Crutchfield use GPS data in
connection with its nmarketing

activity?
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A GPS data, |'mnot aware of.
Q kay. Now, nobile app, we
tal ked about that.

A nobile app is the sane no
matter where you live, correct?
There's no geographically --
geogr aphi cal variance on a nobile
app?

A For the purposes of this --
there are, right.

Q But not Crutchfield?

A Not Crutchfield.

Q kay. And Crutchfield's
nobi |l e app was an interface that
al | oned t he downl oadi ng of a catal og;
Is that correct?

A | believe so.

Q An i mage of a catal og,
correct?

A | believe so.

Q And the only way that that
catal og woul d be delivered to the end
user would be if they asked for that,

correct?
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A | believe so. | don't know
if any cane with the app by default.
| don't --

Q And to be able to get that
i mage through the app, the consuner
woul d, A, have to obtain the app
correct?

A. And, B, downl oad the app.

Q So both initiated by the
end user? Communi cation one, send me
t he app, correct?

Communi cation --

You have to say yes or

no --
A Yes.
Q -- for the transcript.
A Yes.

Q Comuni cation two, provide
me content that is available through
t he app?

A That's right.

Q Correct?

A That is right.

Q

The app did not allow the
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processi ng of sal es transactions, or
anything |ike that, that you' re aware
of ?

A Not that | -- | didn't -- |
wasn't able to test the app at the
time period.

Q Ckay.

A. But | have the description
of the app fromthe scope of work
docunent that was in the -- in the
depos.

Q Under st ood. Under st ood.

And so let's focus for a
second on the question of that app.

You don't know who hol ds
the copyright to the app?

A | think it bears the sane

notice at the bottomof the app as

does the --
Q As does the web page?
A -- as the web page.
Q Ckay.
A But I'mnot an I P expert to

know the -- or what the relationship
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to Crutchfield, Inc. is.

Q And woul d t he ownership of
that intellectual property for the
app play a role in determning
whet her and who has a virtua
presence in the State of Chio?

A Presumabl y.

Q Ckay. | want to talk to
you about Akamai .

A Unh- huh.  Agai n.

Q | just want to nmke sure
we're clear for the record. That
during the tax period you are unaware
of any information obtained by
visitors to Crutchfield s website
that originated froma server in
Chi 0?

A Say that one nore tine.

Q During the tax period, you
are unaware of any information
provided to users visiting -- let ne
try to be as plai nspoken as | can.

A Right. Right.

Q During the tax period,
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sonmebody went to the Crutchfield
website and Akamai provi ded sone
information that filled out the web
page. It may have been an inmage, for
exanpl e.

I's that correct?

A That's right.

Q You do not know whet her the
i nformati on provided by Akamai, in
that sense, during the tax period,
canme froman Ohio server, correct?

A. Was the inmage served from
an Chio server --

Q Yes.

A -- during that period?

Q You have no know edge of
whet her that happened during the tax
peri od?

A During the tax period, |
don't have direct know edge. | have
circunstantial belief that that
happened, but | don't have direct
know edge that that happened.

Q kay. You have a belief.
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A Based on how - -

Q But | thought your
testimony was that during the tax
peri od, you were unaware as to
whet her Akamai even had a server in
the State of Ohio?

A Vell, so we had the
docunents that | linked to with
regards to the acadeni c presence of
the servers, right. That would
constitute --

Q Now, we al so tal ked about
the fact that certain acadenic
institutions contract wwth Akamai to
obtain servers to integrate into
their own networks to speed the
transm ssion of data to students.

The University of
Pennsyl vani a has such a contract.
W' |l talk about that at |ength.

A Ri ght.

Q But that is not a server
that is used by Crutchfield under a

contract with Akamai, is it?
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A | don't know how t hose
two-way contracts work, to tell you
the truth.

Q Al right. But you don't
know one way or anot her whet her
Crutchfield can, in fact --

A Sell to both markets?

Q Yes.

A | rmean, | believe -- so
this is a hard one, right. So, in
t hat scenari o, Akamai servers at the
Uni versity of Pennsyl vania are being
used on behalf of the students of the
Uni versity of Pennsyl vani a under
contract, and sinultaneously that
same -- those sanme servers can be
used on behalf of Crutchfield.

And | don't know --

Q Do you know that for a
fact, or are these dedicated servers
that are designed to serve the
uni versity comunity by effectively
bei ng gat ekeepers to the Internet at

| ar ge?
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A Right. But that's what a
cachi ng server is.
Q It is.

But are these institutions
effectively holding it for their own
pur poses and paying for that service,
or is it also that server used to
serve third-party conmercial content
on behal f of the comrercial conpany?

A Right. | don't know the
speci fics on how those servers are
partitioned between the commercia
uses of Akamai --

Q O if they are?

A If they are. O if they
are.

So it's quite possible that
they are or they are not used by --
on behalf of Crutchfield during the
tax period.

Q So even if there were
servers in GChio, you don't know
whet her they were used by Crutchfield

under a contract with Akamai ?
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A Ri ght.

Q And we tal ked about
geographic proximty of servers to
end users.

There may have been a tine
when that was very inportant, nmaybe
with the dial-up nodens, but hasn't
-- in the advent of high-speed
Internet, the geographic proximty is
not as inportant?

A It still is. Like, I know
where you want to go with this. It's
i mportant as ever.

Q So, let's say -- let's go
back to the question of an individua
accessing the Crutchfield website,
getting sone content from Akanai .

The path and the sources of
the data that go into that web page
Akamai can change from nonment to
nonent ?

A That's correct.

Q Correct?

A. That's correct.




© 00 N oo o0 b~ W N PP

N N N NN R R R R R R R R R R
A W N P O ©O 0O N O OO B W N +—» O

169
ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

Q And so that if, let's say
-- let's say that the CDC screwed up
in Chio and all the servers went
down -- they're a good target -- you
woul d not -- Akamai would find a way
to get information w thout touching
anything in the State of Chio, right?

A That's right.

Q And, generally, Akanai
contracts with conpanies that are
interested in providing fast content.

The focus of those
contracts is a performance
specification about how quickly they
want the data to be achieved and with
fewest outages, not where the data is
served from correct?

A. | don't believe the conpany

speci fies where the data is served

from
Q In fact, if you went to
Akamai and said, | want the servers

to be used in these states, they

woul d not do that, correct?




© 00 N oo o0 b~ W N PP

N N N NN R R R R R R R R R R
A W N P O ©O 0O N O OO B W N +—» O

170
ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

A Again, if it were a year
ago, | would agree with you. | think
t hat' s changi ng.

Q It may be changi ng now and
there nmay be | easing agreenents that
t hey have wi th individual conpanies.
But let's tal k about the tax period.

A Right. 1'mnot aware of
geographic restrictions that the
contractee coul d specify.

Q kay. And |'ve read
sonmewhere sone financial people say
that Akamai is the Internet.

There's a certain anount
of -- do you know how much traffic
Akamai handles in -- let's say, in
the U S. Internet market?

A. | know they used to be the
| eadi ng CDN. There's now been ot her
-- ot her approaches that kind of nake
themless of a |eader. The
di stributed cloud flare kind of
stuff.

Q Is it fair to say there are
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two devel opi ng nodel s of content
delivery, one of which is the Akamai
nodel that | think currently has
150, 000 servers worl dw de, as opposed
to other nodels that have a cluster
of larger servers in mgjor
nmetropolitan areas; is that right?

A And there's a third nodel

MR FAUSEY: Hold on. [I'm
goi ng to object.

You just asked hima | ot of
questions in that question. So you
asked himto confirm 150, 000 servers
and a cluster over here. And so |'m
not sure what you're -- there was a
bunch of questions there.

BY MR BERTON

Q Ckay. The one nodel of
content distribution is to have
150, 000 servers worl dw de and that's,
to the best of your know edge, the
approach that Akamai takes?

A The distributed server --

geographically distributed server
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nodel on the edges is what the
approach Akamai nakes -- takes in
contrast to the nore traditiona
hosti ng nodel, which is co-located at
data centers, large infrastructure
data centers, yes.

Q And there are certain
potentially pros and cons with
geographic distributions that
conpani es have, right?

A Absol utely.

Q And |'ve seen reference in
Akamai's material to it pronoting
this as cloud based. 1Is that
accurate?

A No. | nean...

MR. FAUSEY: Just, again,
I"mgoing to object for the record.
That question is so anbi guous.

You're saying is that --

MR BERTONI: Let me ask it
a different way.

M5. MESIROWN \What's the

cl oud?
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BY MR BERTONI

Q Wien we see reference to
content providers, data networks,
| i ke Akamai, how does that relate to

what is commonly called the cloud?

A. The cloud. | nmean, so the
cloud, essentially, neans -- the
cloud is -- a web server -- storing

my files on one web server that's
| ocated in lowa, for practica
pur poses, could be storing ny data in
t he cl oud.
As coul d be storing ny
data, distributed across a globally
redundant infrastructure |ike Akamai
could also be storing in the cloud.
| think the general notion
is it's stored on a virtual place,
you know, that users are not aware of
t he | ocati on.
Q Users are not aware of, nor
do they care, right?
A Ri ght. They do now.

Q They may if Chio wants to




© 00 N oo o0 b~ W N PP

N N N NN R R R R R R R R R R
A W N P O ©O 0O N O OO B W N +—» O

174
ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

tax them
But besides that, they're
interested in having storage space
and effectively leaving it up to the
content provider to decide where it's
kept ?
A | nean, | don't conpletely

agree with that, but, okay.

Q Isn't that what Akamai
of fered, that basically we'll host
your data, we'll host it where we

w sh to, and what we will do in
maki ng these judgnments is achieve a
certain performance in your website?
A Akamai , yeah. Akamai
provided -- to ny best know edge,
Akamai provides essentially content
-- the definition of kind of
di stributed content delivery network,
or distribution network, which is
that they will get your data to your
users faster by architecting it such
that, typically, they're either

cl osest to the edge or closest to the
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user.

Q And that's their -- that's
within their bailiw ck? No one can
tell themwhat to do?

A Agai n, ny understanding --
like, I"'mnot -- |I'maware of cloud
provi ders allowi ng you to do
geographic restrictions, typically,

on the country scale, not on a state

scale --
Q Ckay.
A -- for reasons of kind of

data protection |aws. But --

Q Because sonme -- |ike Europe
has a set of -- a regine that really
restricts exportation of data?

A That's right.

Q You' re not aware of
Crutchfield ever doing that, though,
i ndi cati ng where data --

A | didn't see that in any of
the contracts.

Q Now, is this the first tine

you' ve ever been asked to determ ne
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whet her a conpany has a virtual
presence in sone particul ar state?
A No.
Q Tell me the other matters

that you' ve worked on

MR. FAUSEY: |'m going
to-- I'll object to rel evance.
MR, BERTONI: Well, I'm

trying to probe the expert's |evel of
experience in dealing wth this
issue. It's central to this case.

MR. FAUSEY: Wen | asked
Prof essor Gol dman sim | ar questions
during our |ast deposition round,
your co-counsel instructed himnot to
answer .

So I'll give you a rope,
but I"monly giving you so nuch.

MR. BERTONI: | do not
speak for Marty.
BY MR BERTONI

Q And so outside the context

of the Chio conmercial activity tax,

and I know you' ve had engagenents
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with a nunber of cases, have you ever
been asked to opine as to whether a
conpany has a virtual presence in a
gi ven state?

A | don't recall

Q kay. You don't recall

So, to the best of your
know edge, you haven't?

A | don't recall. Yeah.

Q And in the context of your
provi di ng expert advice, you have not
been asked to determ ne whet her
Crutchfield has a physical presence
in Ohio, correct?

A No. | don't believe I've
been asked that.

Q And is it within your scope
of expertise and experience to
det ermi ne whet her an i ndividual or
conpany has a physical presence in a
gi ven | ocation?

A Yes.

Q And what are the principles

that you apply to determ ne whether a
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conmpany has a physical presence in a
gi ven state?

A Sorry. Sorry. Reask the
| ast question. D d you say
"physical "?

Q Yes.

MR. BERTONI: Can you read
t he question back, please.

(The court reporter read
back the follow ng:

"Q And is it within
your scope of expertise and
experience to determ ne whet her an
i ndi vi dual or conpany has a physica
presence in a given |ocation?")

THE W TNESS: Physi ca
presence? Again, | don't purport to
anything with regards to specific
physicality.

| purport to be a digital
commer ce expert and can specify
whet her -- | think the question was
around nexus, not physical nexus.

BY MR BERTONI
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Q kay. And what is nexus?
A Nexus was - -
MR. FAUSEY: [|I'mgoing to
obj ect.
He's not a | egal expert.
This is way beyond, again, the scope
of cross.
MR. BERTONI: He just said
the question put to himwas nexus.
MR. FAUSEY: |It's beyond
the scope of cross -- or of direct.
And you' re asking himfor |egal
terns.
MR BERTONI: Let me ask
hi m a questi on.
BY MR BERTON
Q Were you asked to give an
opi ni on about whether Crutchfield has
nexus in Chio?
A Yes.
Q kay. And what was your
under st andi ng of nexus in OChio?
What was the benchmark

agai nst which you were going to nake
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your determ nation?

A. I think I had said earlier
in ny testinony, which was -- or in
our -- in our deposition, which was

do they collect data or digital
assets fromand do they store data or
provide digital assets to people in
thi s geography in Ohio.

Q kay. And -- so thank you
for that.

If Crutchfield s only
activity was the placenent of cookies
on users' conputers in the State of
Ohio, that was its only activity,
woul d that create a virtual presence
for the conpany?

MR. FAUSEY: (bjection.

THE WTNESS: [|'m not sure
| can -- I'mnot sure | can like --

MR. FAUSEY: Do you want to
ask hi m hypot heti cal s about nexus?
Cone on.

MR BERTONI: Well, no,

we're not asking. He determ ned that
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there was a virtual presence. |'ve
exam ned this report and I can't find
any overarching principles as to
det ermi ne when that presence ari ses.
I"mentitled to figure it out.

MR. FAUSEY: Yeah. This is
-- David, he's not a |legal expert. |
didn't offer him--

MR, BERTONI: |'m not

asking himfor that.

MR FAUSEY: | didn't
direct himon this. | never once
said the word "nexus." So you've
gone - -

MR, BERTONI: |'m not even
aski ng about nexus. |'m asking about

virtual presence, which is something
he opi ned on.

MR FAUSEY: You said nexus
ten tines.

MR BERTONI: In this
question | asked --

MR. FAUSEY: [|I'mgoing to

obj ect.
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Look, | didn't ask him
anyt hi ng about nexus. | haven't
offered himfor that. It doesn't say
nexus anywhere in his report.

W' ve gone down the
road for ten m nutes now.

MR BERTONI: | will
wi t hdraw t he question. M questions
have now to do with virtual presence.
BY MR BERTONI

Q Do you recall using that
term nol ogy in your report?

A That's right.

Q Set aside nexus. Pretend
you live in a better world where it
doesn't exist. | wish | could.

And for virtual presence,
at sone point a conpany goes from not
having a virtual presence in Chio to
having a virtual presence. |Is that
fair to say?

A Sure.

Q Not every conpany has a

virtual presence in Onhio, correct?
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A Correct.

Q And what I'mtrying to
understand is how you get a virtua
presence.

If | sent cookies and
they're placed on a hard drive in
Ohi 0o, does that alone give ne a
virtual presence in the state?

A | think the report says it
all. Like, it's the conbination of
factors of, again, collecting data
fromand using data fromresidents of
the state, and setting assets or
storing assets in that state.

That conbi nati on of
interactions is what | would -- what
| would essentially hinge -- and
so -- and it's -- so |l can't give you
a bright-line rule. It's nore of
a -- that's nmy opinion

MR. FAUSEY: For the
record, that's the third tinme he's
answered that question in the sane

way.
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MR BERTONI: And |I'm
sorry, but I'm--

MR FAUSEY: |It's the third
time he's answered it in the same
way.

MR. BERTONI: And he has
not answered ny question.

MR, FAUSEY: He's answered
it three tines in the sane way.

MR. BERTONI: He has not.
He' s answer ed anot her questi on.

MR FAUSEY: You've asked
him - -

MR. BERTONI: But [|'ve
asked the question specifically.

W' ve got a nunber of factors here.
This case has been about |ining up
certain business activities.

MR. FAUSEY: Right. |
agr ee.

MR. BERTONI: And am| --
is this |like sausage naki ng, that we
sort of squeeze themall out and

together it fornms a virtual presence?
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| mean, we're entitled to
segregate those and figure out what
interactive role they play here.

MR. FAUSEY: Right. So
you' ve asked himthree tinmes. |It's
now nine after 5:00 and he's given
you the sanme answer each tine.

MR. BERTONI: He has not.
He has not answered ny question.

M5. MESIROW [It's the
storing of the assets.

MR. BERTONI: Let ne ask
t he questions, and he can answer
t hem
BY MR BERTONI

Q Is it correct your
testinmony is that sinply placing
cooki es on a conputer does not create
a virtual presence?

A. | didn't say that.

Q So your testinony was that
all this stuff together?

A Yes.

Q So what piece of it is
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essential? How is a person supposed
to know what part -- what activities
t hey can engage in and which they
can't in order to know whet her
they're giving rise to a virtua
presence?

A | think that's for -- for
you and the state to decide, right.

Q So all you can say is that

I"m | ooking at these facts and --

A It's nmy expert opinion that
t hose --

Q -- that this gives rise to
a virtual presence. | can't tell you

what part of it.

A. ["ve laid out in ny report
what parts of it |I think are
contributing and | think the
cul mnation of those facts. | don't
have nmuch nore to add.

Q Well, but | feel like this
IS a taxonom cal exercise. W're
identifying a rare bird here and so

you' ve pointed to the feathers and
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the tail and the claws and the beak.

But, at some point, if you
renove the feathers, if it doesn't
have a beak, if it has teeth, it's no
| onger bird.

And so, ny question is, how
aml| to look at your report and
under st and sonme governi ng principles
to know whether a virtual presence
has arisen? What principles apply
her e?

A. | think the two that | laid
out. | think we can go back and
repeat them

Q So --

A Col I ection data from --

Q Col l ecting data from
consumers?

A Li ke, basically, resources
fromthe states, right, which is in
the formof data, which is in the
form of using kind of val uable
i nformati on fromyour interactions

wi th those consuners.
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Q kay. That's piece one.
A Pi ece one.
And the storage and usage
of assets in that state. So, |iKke,
storing stuff in the cache, storing
stuff on the user's conputer, storing

-- using the user's processing power,

et cetera.

| think those two pieces
are -- and |'ve highlighted exanpl es
of those.

Q Thank you. That's the
question that | was trying to get an
answer to.

And when you have these two
pi eces, the one is collecting of
information, is there any specific
way of collecting information that
matters or is it sinply getting
i nformati on about the end user?

Let ne clarify. Does the
coll ecting of information have to
cone fromthe end user or can it cone

fromthird parties?
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A | guess it would have to
cone from-- the factors are it would
have to come fromthe user directly
or indirectly.

Q Ckay.

A. And it woul d have to have
some val ue.

Q And the keeping of virtua

assets would need to be on the user's

conput er ?
A In state.
Q In state.
A Yes.

Q And the only evidence that
you have in this case of any in-state
data, virtual data, during the tax
period, is on the user's conputer,
correct? No other servers?

A Right. To the degree that
| don't have during the tax period
evi dence of Akamai storing -- or the
contracts wth Akamai and whet her
Akamai was, in fact, storing --

Q You have no know edge of
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whet her that happened?

A Yeah. Again, it is ny
strong belief that it occurred, but |
don't have any docunents to point to.
And | guess if you guys wanted to
query those records from Akamai, you
coul d.

Q Wl |, here's the question
Even if Akamai had servers in Chio --

A They woul d have | ogs.

Q Ri ght. They have | ogs
potentially. W don't know that.

We don't know how | ong they
keep those | ogs, correct?

A 2012? Yeah.

Q well, I don't know. Do you
know what Akanmai's docunent retention
policy is?

A No. But their invoicing
policy would probably show, you know,
their -- they have to pay people for
their storage and stuff in state.

Q Maybe so. | can't imagine

that it would take up a | ot of space.
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Ri ght? Maybe the NSA has it.
MS. MESIROWN There's an
i dea.
MR. BERTONI: You'll find
out .
BY MR BERTON :
Q So for the tax period --

A Again, like, what | just

Q Yeah.

A So | believe on the device,
you know, on the user's conputers.
And then it is ny belief that it was
in state, but we can confirmthat or
not. | don't have direct know edge
of that.

Q Now, are you aware of
whet her mail order conpani es who do
not market online engage in
profiling?

MR BERTONI: Just if he
knows, yes or no.
MR. FAUSEY: [|I'mgoing to

obj ect.
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| didn't tal k about mail
order. He wasn't offered for nmail
order. You have an expert in mail
order, ask him
BY MR BERTON

Q Do you have any
know edge - -

MR. FAUSEY: (Objection.

THE WTNESS: 1'mgoing to
pass.

BY MR BERTON

Q You' re going to pass? You
don't have any know edge of
whet her - -

MR, BERTONI: If you want
to instruct himnot to answer...

MR FAUSEY: Yeah. W need
to cut this off.

MR BERTONI: Can we mark
the transcript on this page so that |
can bring it to the judge's
attention.

BY MR BERTON

Q Do you know what the term
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"intangi bl e property" neans? |s that
sonet hing of rel evance to you and
what you do?

MR. FAUSEY: (Objection.

I n what context?

MR. BERTONI: In the
context of the expertise he's
bringing to bear in giving a report
in this case.

MR FAUSEY: That's a term
of art. It's defined --

MR. BERTONI: [|'m asking
whet her it has any neaning to him
and if so, what it neans.

MR FAUSEY: Well, in what
cont ext ?

MR BERTONI: In the
context of this case and his report.

MR FAUSEY: In tax? In
U S. Suprene Court precedent? 1In --
| nean --

BY MR BERTON
Q Let ne ask you a nore

speci fic question.
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In the context of this
case, in the context of the analysis
you were asked to provide, does the
concept of intangible property mnmean
anything to you?

MR. FAUSEY: | didn't ask
hi m anyt hi ng about that.

Go ahead.

THE WTNESS: |'m not sure.
BY MR BERTONI

Q kay. |1'mgoing to wap up
soon.

Did Crutchfield have
virtual assets in any state other
t han Chi 0?

A. | woul d presune so.

Q Do the virtual assets in
possession of an Chio resident differ
fromthe virtual assets in possession
of a resident of any other state?

A | mean, their cookies would
obviously differ in the itens. The
configuration of itens in the cache

woul d di ffer, but the downl oaded
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cat al og woul d presumably be the sane.

Q But if you look at the
cache, would you be able to | ook at
sonmeone's cache and determ ne where
t hey were residing when they
downl oaded it just by the content of
t hat cache?

A. ["'m-- I"mgoing to
reserve --

Q At this point, you' re not
sure?

A. | nmean, there's a --
there's a ot of specifics there.

Q Let ne break it out a
little bit.

A Ckay. Yeah.

Q An image in the cache of an
Ohi o consuner woul d be the sane i nmage
in a cache of soneone el se who had
visited the same page, you know, at
or about the sane tinme?

A Agai n, no. Because, for
exanpl e, there's going to be

geographic advertising. There's
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going to be other assets in the
user's cache, right.

Are you tal ki ng about
specific to --

Q Crut chfi el d.

A Just Crutchfield?

Q Just Crutchfield.

A Just Crutchfield. So you
didn't say that.

Q Sorry. Thank you for that
clarification.

A Yeah. Yeah. | would
i magi ne the assets in a user's cache
in Chio to be the sane roughly, with
t he exception of the shipping stuff
that we tal ked about earlier.

Q To the extent that there's
sonme -- and the shipping mght not be
Ohio specific. It could be regional,
correct?

A Ri ght.

Q I think you had sone
testi mony about profiling. | just

want to nmake sure | understand what
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t hat neans.
VWhat does that nean?

A The tie exanple is a good
exanpl e.

Q kay. And do you agree
wi th Professor Goldnman's testinony
regar di ng how the technol ogy that
medi at es between a server and an end
user is, effectively, in a sense, a
bl ack box, that it sort of allocates
as it will and is sort of controlled
by third parties?

A You' re asking a very
techni cal questi on.

Q Yeah.

A. Yeah. Not really. But,
like, 1'll give you an exanpl e,
right. So, certain -- this mddle
| ayer, right, so like when |'m on
certain networks, block secured
e-mail, right.

And so it's not -- it's
not a black box to ne, because |

notice that it's -- the mddle |ayer
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is doing sonething that | don't
particularly -- and I'"mable to
verify it or be able to observe it
because ny nail doesn't get
del i vered.

Q Al'l right.

A Right. And so it's not
conpletely. But Internet routing,
in general, so not at the |ayer of
Akamei, but at the | ayer of, say,
your ISP is, for the nost part,
somewhat transparent to the degree
that there's not any censorship or
filtering.

Q As a user, are you able to
map out where you would |ike your

communi cation to go to get to its end

poi nt ?
A | am yeah
Q Is it something the average

person can do, because | would really
like to retain your services?
A | nean, yeah, to the degree

that there's a -- there's a plug-in
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called Fire, right. Fireis a way to
|l ook at -- | believe the nane is
Fire. Like, it allows you to | ook at
Hul u and geographically restricted
content just for an average user.

I[f you want to watch a
soccer gane.

Q Got it.

A You just -- you just get to
specify. You want your data to cone
t hrough the UK so you can watch Wrl d
Cup, right.

Q Can you do that on a
stat e-by-state basis?

A Again, there are -- so for
Tor, you can. That's how | --

Q Tor, isn't that a speci al
browser? Right?

A It's a browser plug-in,
yeah. O it's basically a protoco
that there is a browser for and a
browser plug-in for.

Q And Tor, doesn't that allow

access to -- it effectively -- you
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can --

A So the way you're thinking
of it, it distributes your traffic,
kind of like -- alnpst |ike Akanai,
in the sense, where you get to cone
out anywhere.

You can also do -- you can
say | only want to cone out of the
UK | only want to cone out of OChio.

Q You can deci de that you
want the content that is only
delivered in Germany, say?

A That's right. | can --
essentially, what I'm--

Q A Ger many cooki ng
channel --

A That's right.

Q -- or whatever?

A Yeah. Essentially, I'm--

M5. MESIROW [|s this free?

THE W TNESS: Yeah

MR. BERTONI: Well, it's
illegal, but it's free.

M5. MESIRON Ch, is it?
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THE WTNESS: It's not
i1l egal.
M5. MESI RON No?
THE WTNESS: |[t's not
illegal.
BY MR BERTONI
Q So intentionally
ci rcunmventi ng?
A I"ve witten on this.
Yeah, it's not. Yeah. So you can,
essentially --
Q ["ll have to use this with
the FTC the next tine.
A Yeah. You can --
Q Techni cal | y.
A You can use a VPN. You can
use a browser plug-in. You can use a
| ot of tools to specify the exact
| ocation of your traffic, including
state by state.
Q Let ne ask you this
question, then. Is it giving the
server the false belief that you are

| ocated in a country as opposed to
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anot her country?

A That's right. Yeah.

Q kay. And that's because
your browser is presenting data
consi stent with whatever country you
desi gnat ed?

A Yeah, your -- sure. It's
not your browser. Your conputer,
your | P, yeah

Q Yeah.

And so what you're doing
I's, you are controlling at |east
where it appears you are?

A. You' re spoofing your
| ocati on.

Q You' re spoofing a |l ocation

Now, when it conmes fromthe
data getting fromthat spoofed
| ocation, which is actually, say, in
this room but it |ooks to the world
like you're in Germany, how that data
t hen goes -- courses through the
I nternet --

A. Ri ght.
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Q -- that's sonething you
can't control, right?

A Not currently, no. The
termyou' re looking for is source
routing, but...

Q I"'d like to -- you can't
drill through servers and say | want
to connect Ato Bto Cto D? Just
sort of --

A Most users cannot. There's
a whol e thing called user defined
routing. It's this -- it's this
whol e programthat |ets users kind of
try to define their routes. But for
t he purposes of this discussion,
let's say no.

Q No. For purposes of the
tax period in Crutchfield, the answer
is no?

A Sure.

Q kay. Now, you're not in a
position to tell us one way or
another how this is or isn't like

tel ephone soliciting or peddling, or
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anything like that?
A (I ndi cating.)
Q That's his -- he's going to

tell us all about that. Okay.

A If you' ve got a technica
question, |I'd be happy to answer it.
Q Let's turn to your report.

A Uh- huh. 382

Q Yeah. Let's turn to Page
24. And if you | ook at nunbered
paragraph two -- well, let's start at
the first opening paragraph.

It says, in your opinion
t he evi dence suggests that
Crutchfield enpl oyed the use of
technol ogi es to expand its business
and increase its sales in the State
of GChi o.

Now, you're not suggesting
by that that Crutchfield specifically
targeted Chio residents, are you, as
opposed to residents of other states,
with a sort of singular focus?

A. "' mnot suggesting it was
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solely Onhio, no.

Q Their marketing was, in
fact, to increase sal es everywhere,
right?

A Correct.

Q And if you | ook at
par agr aph one, it says, "Crutchfield
operated a consuner facing e-conmerce
website."” One such website, correct?

A | believe so.

Q Not differing based upon
where you're coming fromto visit,
where you' re knocki ng, where you're
calling, right?

A There is sone
personal i zati on that we tal ked about
with, |ike, pronotions and --

Q But not based upon the
state of residence of the visitor?

A. | don't believe the state
of residence was custom zed.

Q Typical ly requires caching
on the end user's conputer. W

tal ked about that. And during the
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time period. kay. That's one.
Two, "Crutchfield
contracted wi th Akamai, a content
di stribution network, to host content
closer to the end user. In sone
cases the content was physically
hosted in Onhio."
Now, we tal ked about
this --
A That's right.
Q -- you don't know one way

or another whether it was hosted in

Chi 07
A | know after the tax
peri od.

Q After the tax period. But
not during the tax period?

MR. FAUSEY: |'mgoing to
object. He's asked and answered
this.

MR BERTONI: Well, I'm
wal ki ng hi m t hrough just sort of --

THE WTNESS: That's fine.

BY MR BERTONI
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Q kay. So that, three,
you - -

A Add the word "likely" in

front of physically and we'll call it
a day.
Q Li kel y? You don't know one

way or anot her?

A Again, | know that they
contracted wi th Akamai and Akanmai had
servers shortly after the tax period,
so it's likely.

Q Let's say that there are
two questions.

One is, do you know? And
the answer to that is no, correct?

A Do I know --

Q Do you know?

A -- without a shadow of a

Q Do you know?

A If there were servers in
Ohi o that Akamai operated during that
time period, and if Crutchfield

contracted with them and nowhere in
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the contracts did | see
specifications to not geographically
cache information in Chio, then it's
al most kind of -- it's al nost
guaranteed that, at some point, there
woul d have been information --
Crutchfield data cached on servers in
Onhi o.

So the question cones down
to, at that point in tinme, were there
Crutchfield servers in Chio? And |
think these guys can --

M5. MESIRONW O Akamai,
you mean?

THE W TNESS: Sorry.

Akanmai servers in Chio. And these
guys can answer that.
BY MR BERTON :

Q And you have no know edge
of that? You don't know whet her
there were?

A | just told you what |
know.

Q Right. But, see -- | nean,
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this is -- thisis what I'mtrying to

understand. W are tal ki ng about

facts.

A Again --

Q Not specul ati on or not best
guessi ng.

MR. FAUSEY: Hold on. Hold
on. You're just beating on himnow.
MR, BERTONI: No, |'mnot.
MR FAUSEY: He's answered
it several tinme. He told you he has
no personal know edge, but that the
facts strongly suggest. That's what
he said. He said it several tines
now.
BY MR BERTON
Q And everything in your
report which may tend to show the use
of a server in Chio postdates the tax
period, correct?
A Ri ght. The one exanpl e
where | say an Akammi server, right,
and this reference to it, is post the

tax period.
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Q kay. And from what
| ocation in Chio did you access

Crutchfield s website to get that

dat a?

A | tested it a few tines
from--

Q Wher e?

A -- from proxy servers that
were | ocated -- basically, bouncing

through, as | said, Tor nodes in
i o.

Q So you weren't in Chio?

A I wasn't physically |ocated
in Chio.
Q So you accessed this

website from another state?

A Routi ng t hrough Chi o.

Q So your evidence, as to
2014, does not involve a person in
Ohi 0 accessing the Crutchfield
website from Chi 0?

A. It has -- so it goes back
to what we just discussed about the

soccer ganes.
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Q Yes. | understand al
t hat .

And ny question is, your
evi dence here does not involve
accessing the Crutchfield website
froma location in Chio?

A | was not physically nyself
| ocated in Ghio. M traffic appeared
for the purposes of the web server as
we tal ked about.

Q And so for the purposes of
the web server, the web server
t hought you were in Chio?

A That's right.

Q Al the data about IP
addresses, all of that turned out to
be fal se, correct?

A No. It turned out to be --
| nean, ny source address was Ohio.

Q So that didn't tell
Crutchfield anything about where you
wer e physically | ocated?

A For that test, it told ne

that it was in Chio.
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Q It told Crutchfield that
you were sonepl ace that you weren't?

A That's right.

Q It told Crutchfield that
you were in Ohio, but you happened to
be where?

A In D.C., at ny office.

Q In D C

A Yeah.

Q At your office in D.C?

A Yeah.

Q

And so, in this instance,

t he experinent you undertook did two

t hi ngs.

One, it denonstrated that

Crutchfield m ght not know where its

users are | ocated based upon all the

information that the browser sends to

t hem
it?

A

It denonstrated that, didn't

For -- yeah, for an

advanced user sure.

Q

Yes.

And what it al so
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denonstrated is that, in this
I nstance, you have nothing to show
that a person sitting in Ghio --

A Vell, that's not true.

Q Well, stop ne. Let ne
finish nmy question.

There's nothing in this

test that you ran that involves a
person sitting in GChio, using an Ohio
physi cal | y-si tuated conputer
accessing the Crutchfield website?

A | invite any other
techni cal expert --

MR FAUSEY: |'mgoing to
obj ect to rel evance.

Go ahead and answer.

THE WTNESS: [|f you want
to bring any other technical network
expert that knows I nternet
architecture to validate the
nmet hodol ogy of ny test, |1'd be happy
to invite that.

BY MR BERTON

Q Let's turn to part of your
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report that tal ks about what you did.
And can you help ne find that.

A Yeah. Page 8.

Q Page 8.

MR FAUSEY: David, | don't
under stand the rel evance of whet her
he was in Chio or not.

MR. BERTONI: The rel evance
-- well, let's see what the report
says.

THE W TNESS: "For many
Crutchfield users these inmages can
come directly froma server |ocated
in Chio. For exanple, in sonme tests,
connecting to that Akanmai address,
a248. e. Akamai . net, may route a user
to a server physically located in
Col unbus, GChio."

BY MR BERTON
Q kay. Let's stop right
t here.
It doesn't say where the
user is located. It just says that

in sone tests --
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A Connecting to that IP
addr ess.

Q -- connecting to that IP
may route the user.

So it doesn't say the user

iIsin Ohio, right?

A Right. But --

Q So soneone in California --

A Coul d get routed to Onio.

Q -- could get routed to
Ohi 0?

A. It's possible, yeah.

Q Ckay.

A But that still means that

Crutchfield mai ntai ns assets in Ohio.
Q Well, in 20147
A. Sur e.

Q Correct?

A | think that case is even
stronger.
Q | just want to understand

because | read this report --
A Sure. Sure.

Q We'll |eave that for
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argunent .

Just so that |'mclear on
this, the information on 8 and 9 was
gener at ed based upon your configuring
your comnputer to pretend to be
sonepl ace you weren't?

A That's right.

Q Okay. Now, let's turn back
to --

A That woul d be the
definition of a test.

Q That is a good definition
of a test.

But it also, as we
i ndi cated, denonstrates, and | think
you agreed, that for Crutchfield s
point of view, if it had to nmake a
j udgnment about where you were
physically | ocated when you were
visiting its website, if it had
access to the kind of information
that you're tal king about and sought
it out, it would have been -- it

woul d have reached an erroneous
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concl usi on about where you were?

A Right. | think -- | think
| said that at the very begi nning of
ny testinony, when | said IP
addresses, with the exception of when
you use VPNs or services |like Tor,
can be used for geographic, but
they're wong. | think -- | think
that's what | said, if you go back

Q We'll go back and we'll
| ook at it.

A. And | think the test sinply
just proves that at the time -- |
think all 1 was testing for was were
t here Akamai servers caching
Crutchfield assets in GChio.

And in the 2014 peri od,
this test conclusively shows that
they were, regardl ess of where the
user's source address is.

Q Now, when you pretended to
be in Chio, what | P address did you
use?

A. It was -- actually, you
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know what, it was -- | think |I have
the logs. | think | recorded it.

Q Let ne ask you. How do you
pi ck an | P address?

| nmean, am| wong -- |

mean, ny |ayman's understandi ng of
what you're telling nme is that you
sat in Washington. You said, I'm
goi ng to nmake ny conputer | ook for
all the world like it's sitting in
Col unmbus, ni o.

A That's right.

Q And so --
A. It actually wasn't Tor. |
remenber the service now It was a

third-party browser extension that I

used simlar to the one that |

descri bed.
Q Ckay.
A And it was the sane one

that | used for The Wall Street
Journal series that we won a Pulitzer
for.

Q  kay. Well --
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A And it was essentially --
essentially, it was contracted with
third parties that provided point of
presence in each place that you can
actually route to.

Q Under st ood.

A And so | can -- | can
actually pull up those | ogs.

Q ["mjust trying to
under st and how you can convi nce a web
server that you're soneplace you're
not .

A Yeah. So | can show you
how to do it on your conputer.

Q You picked an I P address --

A O a proxy. | actually
pur chased a proxy service, right,
whi ch you can buy. And there's --
the proxy service will give you a
pul I -down, which will be the
geographic | ocation of the server
that you're connecting via, right.

Q It's clear to you that

i rrespective of where you told
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Crutchfield you were browsi ng from
that there would have been no
difference in the delivery of the
website in terns of its content,
correct?

A The content woul d be the
same. It would just be comng from
di fferent pl aces.

Q kay. So, concl usion
nunber four, "Conpanies with pieces
of code on previous versions of this
site include Owmerl Q"

Pi eces of code neani ng
lines in the HTM., is that --

A That's right. Third
parties enbedded into the -- into the
-- | think I was pulling that from
I nternet Archive.

Q So let ne get this right.
| go to Crutchfield. | type in the
address. And that's an affirmative
act on ny part to access Crutchfield,
correct?

A. Correct.
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Q And then Crutchfield has in
response it's sending you information
that forwards that request to others,
correct?

A (No response.)

Q When you cone to
Crutchfield, you' re | ooking for the
whol e website, right?

A " m | ooking -- yeah.

Q You' re not | ooking for just
the text?

When you type in
Crutchfield, it's the user's
intention to get the fully functiona
mul ti-medi a experience? | nean, you
tal ked about that dynam c, nedia-rich
interface.

A You nmean the interface.

Ri ght, the inmages.

Q Yes.

You' re | ooking for the
dynam c nedi a-rich interface, right?

A Sur e.

Q So you're either asking
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Crutchfield for it or you' re saying,
Crutchfield, get it for me, correct?

A Crutchfield, tell nme where
to get the pieces to assenbl e your
websi t e.

Q Right. 1t's your request.

Crutchfield may not be able
to give you all of it if it's got it
| ocated in other places. But
what ever cones to you, you've asked
for it, correct?

A. This conmes to the question
of whether -- | would agree with you
with the purpose of the text of
the -- the text of the website and
t he i mages.

And potentially even
advertising, if I've agreed that it's
an advertising site. But | don't
know if | would agree with you for
the inclusion of third-party tracking
assets.

Q Let's put that aside.

A Ckay.
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Q But, at least in terns of
the rich, nulti-nmedia interface --

A Sure.

Q -- that's sonething that
you asked for?

A Sure.

Q And sone of it Crutchfield
can give you directly; parts of it
conme from ot her places?

A Li ke Akamai, sure.

Q Sure. Ckay.

W' ve got nunber five. So
we' ve tal ked about the analytics. W
tal ked about these various contracts.

And none of them as I
under st and your testinony, involved,
at |l east to your know edge, a
pronotion or analysis or testing
focused on any particular state?

A Not excl usively, no.

Q Ri ght.

And that includes Onhio; no
know edge of a specific Ohio use,

right?
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A Correct.

Q And then we turn to six,
"Behavi oral targeting technol ogy
usi ng Epsilon's Abacus data.”

I's that for Internet or
cat al ogs, the Abacus data?

A | think it could be used
for anything, right.

Q Do you know whet her it was
used for the Internet?

A | don't know how it was
used, but Abacus provides essentially
segnenti ng and marketi ng dat a.

Q Do you know whether it was
done for Crutchfield for the Internet
or for catal og, or both?

A | don't knowif it was
e-mail, catalog, or -- or web. | --
if I"'m-- yeah. Let's --

Q The next page. Now, you
say, "Based on this research, |I'm of
the opinion that Crutchfield utilized
some of the discussed anal ytics

advertising and web serving
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technol ogies in order to target and
provi de services to residents of the
State of Chio."

Agai n, you're tal king about
nati onal advertising, not specific to
Ohio residents, right?

A Correct.

Q And so, the next,

"Addi tionally, they enployed Akamai's
content distribution network in order
to be nore geographically proximte
to visitors in Ghio."

Isn't it true, however,

t hat what Akamai provides is
performance and speed, not any
specific location of a server?

A Sure. But it is the
product, but, typically, that nmeans
not excl usively.

Q Ri ght .

Crutchfield didn't say we
want servers proximate to our users
in Onhio?

A No.
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Q And then, "G ven their use
of Akamai, some of Crutchfield's
virtual assets were physically
| ocated in Chio."

That's -- you don't know
t hat ?

A W' ve tal ked about this.

Q W' ve been through that.
You don't know that.

And then you tal k about
nature of website cookies, cached,
and ot her web el enents.

What ot her web el enents
besi des cached i nages and cooki es?

A JavaScri pt, HTM.

Q HTM., is that saved on a --

A Soneti nes.

Q Sonet i nes.

But are you aware of
Crutchfield s HTML ever being saved?

A I'd have to | ook.

(Wtness reviews
docunents.)

| don't have it in this




© 00 N oo o0 b~ W N PP

N N N NN R R R R R R R R R R
A W N P O ©O 0O N O OO B W N +—» O

227
ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

screenshot. JavaScript, for sure. |
don't have any -- yeah, | don't have
any HTM.. Just JavaScript and

I mages.

Q And JavaScript, that gets
saved in cache?

A Unh- huh.  Yeah.

Q So that would be -- you're
only tal king about information that
exi sts on users' conputers in Chio,
right?

A Yes.

Q And that information only
gets to users' conputers in Chio if
they reach out to Crutchfield and
initiate the comunication, correct?

A That is correct.

Q And in response to the
conmuni cation, Crutchfield delivers
information to them correct?

A In the formof HTM images
and source code, JavaScri pt code,
yes.

Q So request, request then
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fulfilled by the server, correct?

A That's right.

Q And then it says,
"Subsequently information about users
such as their clickstream or browsing
activity was collected directly from
conmputers in Chio."

As wel |l as everywhere el se,
right?

A. | think you can pretty much
assune for all of this, with the
exception of the server -- no,
actual ly, even for the server, the
Akamai server, they're going to be in
Ohi o and el sewhere.

Q Ckay. "This information
can be used to better target and
present advertisenments and products
to residents of Chio in order to
I mprove Crutchfield s business in the
state.”

Again, not just Chio. This
is part of a national narketing

effort, right? Yes or no?
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Yes.
Q Yes. Ckay.

A | think I've said yes to

Q "It is nmy opinion that this
technol ogy indicates that Crutchfield
mai ntains a virtual presence in the
state through the use of consistent
|l ocal interactions with its citizens
and extraction analysis and use of
data about them™

Do you see that?

So, first of all, the
virtual presence is everywhere,
right? Everywhere that Crutchfield
has custoners, Chio, M nnesota,
anypl ace, right?

A. Presumabl y, yes.

Q So what they do isn't --

A. Excl usive to Onio.

Q Right. 1It's not exclusive
to Chio.

And then you tal k about

consi stent local interactions. And
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maybe | can cut to the chase on this.
Is it really true that the

| ocal interaction is a person typing

on their keyboard? |Is that the |oca

i nteraction?

A. | would argue that's where
the data is generated. That's where
the user is operating with the
software. That's where the software
IS running in the CPU of your
computer. So that's what | mean

Q And so the user -- on a
conputer, the user owns or controls,
pur chases, rents, whatever it is,
typi ng, running software licensed to
the user, that is an interaction in
the State of Ohio between Crutchfield
and the user?

A Right. | mean -- let ne
unpack that. The user interacting
with their conputer that they own or
are using, running their operating
systemthat they've licensed, are

then interacting with software that
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Crutchfield has pushed to those
conmput ers upon request, right.

Q Ri ght.

A Right. So the software --
so the user has requested software
fromCrutchfield, which they've
delivered to the user. And that
software then runs, you know - -

Q So does it matter that the
information that's delivered to the
user is in digital forn? Does that
matter one way or the other?

A Expl ai n.

Q Vell, is it inportant for
this local interaction for the
information that is sent by
Crutchfield and resides in the
consuner's dwelling place, is it
important that it be digital or can
It be non-digital?

MR. FAUSEY: [|I'mgoing to
obj ect.
I"'mnot sure what you're

aski ng him
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MR BERTONI: Well, | can
ask it in a nore direct way.

MR FAUSEY: He didn't
wite a report on anything other than
digital information. So | don't
know.

BY MR BERTON

Q Is it the nature of the
information, its digital nature, did
that play a role in your conclusion?

A | believe it did.

Q So that non-digital
informati on wouldn't result in |oca
I nteraction?

MR. FAUSEY: Again, |'m
goi ng to object.

W didn't ask himto | ook
at that. He didn't form an opinion
on that.

BY MR BERTON

Q If a website hires a web
host | ocated in Chio to host their
website, does the website have a

virtual presence in Ohio?
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A If the website hires a web
host ?

Q Located in Ghio to host its
websi te, does the website have a
virtual presence in Chio?

A. I think it would depend on
sonme of the other factors that |'ve
listed, but presumably, right. So,
if they're also collecting data about
people in Ohio and they're storing
assets on their --

Q Conputers in Chio?

A -- in Chio, and they're
storing it on the website.

Q Got it.

I f an Oni o-based I nternet
access provider puts sone files of
third-party websites to the access
provi der's server cache, does the
third-party website have a virtua
presence in Chio?

A. "' m not understanding the
questi on.

Q So the Internet access
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provi der puts sone files of
third-party websites to the -- now,

what is AP? Access provider?

A Uh- huh.

Q -- to the access provider's
server cache -- do you know what t hat
is?

Do you know what an access
provi der service cache is?

A. ["mnot sure what you're
tal ki ng about.

Q Let ne ask you. Let's
unbundle this. This is a good word,
a good concept.

Your service provider
caches information; is that right?

A Li ke, by service provider,
who do you nean?

Q | use Tine-Warner Cabl e.

A. So Time Warner, so a cable
provi der. Ckay.

Q And Ti nme-Warner has
servers?

A kay. Sure.
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Q Is that true? A cable
nodem if |'m accessing, does the
service provider have its own server
-- does the Internet service provider
have its own servers?

A. For hosting, l|ike, the

Ti me- War ner website?

Q Ri ght.
A Yeah.
Q But al so for caching

informati on from ot her sites?

A | don't know if Tinme-Wrner
oper at es caches.

Q Do you know whet her
I nternet service providers are
generally in the business of caching
digital information that is requested

by their custoners?

A | don't know about caches.
I know like -- yeah, I'd have to talk
about a specific. | don't know |

don't know.
Q Vell, let's say your

Internet -- who is your Internet




© 00 N oo o0 b~ W N PP

N N N NN R R R R R R R R R R
A W N P O ©O 0O N O OO B W N +—» O

236
ORAL DEPOCSI TI ON OF ASHKAN SCLTANI, 10/16/2014

service provider?

A Who do | use? RCN

Q Does RCN cache?

A. They don't offer -- they
don't -- they don't tanmper with the
connection at all

Q So that there's no server
that hosts information on behal f of
t he service provider --

A No.

Q -- to speed the connection
to you?

A Not for RCN.

Q But there are others that

do?
Maybe, yeah
You' re not aware of thenf?
A. ["'mnot aware of any. But

t hey should, right. They coul d.

Q And if they do, does the
third-party website whose informtion
I's cached by the service provider
have a virtual presence in the state

where it's cached?
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A | don't know like the -- it
woul d depend on contractua
agreenents.

Q Ckay.

A And whether the third-party
service provider was doing it on
behal f of -- who they were doing it
on behalf of, right.

Q Yeah.

A I's the cache a service
provider? Are they doing it on
behal f of the third party?

MR BERTONI: O f the
record.

(Di scussion off the
record.)
BY MR BERTON

Q I"mgoing to ask you sone
random questi ons and fi ni sh.

Now, on Page 4 of your
report you include as Figure 3 a nap
entitled Monetate ECB.

A Monet at e, yes. Uh- huh.

Q It tal ks about the five top
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and five bottomstates in ternms of
e-commerce traffic

Does it denonstrate
e-commerce traffic for Crutchfield or
general | y?

A | believe this is a
functionality that Monetate provides.

Q And do you think that this
data is specific to Crutchfield or is
it general ?

A No. | think an exanple
graphi c.

Q kay. So that's the kind
of data they provide, that doesn't
reflect Crutchfield s experience that
you know of ?

A That's right. It's
actually the kind of software. |
think Crutchfield would provide the
data, and then they would crunch it
for you and break it down in this
way.

Q In fact, doesn't the

Monet at e publication say that that
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data is the result of analyzing over
100 mllion online shopping
transactions?

A So, again, | think that's
the capability of, as | said, the
software, right. So Crutchfield
could -- you could presumably plug in
Crutchfield s data and get...

Q And you don't know whet her
Crutchfield ever did that, right?

A | don't, no. |'mjust
using it as an exanple.

Q When you tal k about the
conversation between a user's
computer and the website, again, it's
a conversation initiated by the user,
right?

A Yes. | think I've answered
this a few times now.

Q And you indicate that
"Browsing the web is nore |ike having
an i n-person conversation than it is
li ke watching a television set.” And

"The Internet is a two-way
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i nteracti on between users and the
conmpany's web server."

And that's what you nmean by
conversation; it's two parties
exchangi ng i nformation?

A That's right.

Q There's reference here if
you | ook at page -- there's alittle
bl ock that shows -- that has

reference to the user's agent.

I want you to -- | want to
just -- if you look at 15, that
little -- it looks like Figure 14.

A Yep.
Q Now, user agent, and then

it lists a browser, and then
i nformati on about a conputer?

A. Qperating system

Q Yes.

And what's Gecko?

A Gecko is the library
Firefox relies on for rendering.

Q And it's Firefox browser?

A. Ver si on 27.
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Q And Firefox Mzilla is
effectively -- they have -- is
Firefox their only browser? Isn't
t here anot her one al so?

A For Mozilla, yeah. They
have the Tor browser, too.

Q kay. User agent, user
meani ng the person who is using the
comput er and browser?

The web browser is the
agent of the consuner, not the web
server?

A I think we've tal ked about
this a bit.

Q W have. Here it refers to
the browser as the consuner's agent,
right?

A. So the "user agent" term--
yeah. So it reflects the -- it
nmedi ates the interaction between the
user and the website.

And this is the request
letter. So it's saying, hey, I'mthe

user's agent. I'ma Mzilla browser
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and then --

Q Announcing it's arriva
saying, here | am | need
i nformation. Can you provide it?
That's the consuner's initiating --

A That's right. And then the
response header woul d be, here,
Mozilla, we know you can handle this
type of font or whatever. And the
response header to the user agent
fromthe web server would instruct it
to do certain things.

Q Now, Figure 11, is this
actual types of data that Crutchfield
received from Omiture or just the
kind of data they could receive?

A Where are you?

Q Fi gure 11.

A Agai n, exanpl es of data
received -- oh, it's a typo. Yeah.

This i s exanpl es of what
Omiture provides. And | believe
that's their own kind of

docunent ati on of what -- how you
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can -- what data you can get from
Omi ture.
Q Ri ght.
But this isn't -- this
doesn't tell us what data -- kinds of

data Crutchfield actually got from
Omiture, right?
A. No. But it would be ny
opi nion that at |east a nunber of
these fields were provided to
Crutchfi el d.
Q So you don't know whet her
t hey were?
M5. MESIRON Do you see
t he Bates nunber on it?
MR. BERTONI: Yeah, | know.
Ri ght.
BY MR BERTON
Q It's a listing of the kinds
of data Crutchfield could get. But
it's not alisting of the data
Crutchfield actually got during the
tax period?

A Right. Right. And this
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goes back to the coment | nade
earlier, which is that | recall -- 1
think it's inportant to point out
that, again, nost analytics, nost
clickstream nost kind of -- nost of
the anal ytics that falls outside of
the individualized -- so nost of the
aggregate analytics relies on sone
subset of this data, right. It's
very difficult to do any aggregated
anal ytics without --

Q Sonething fromthis |ist,
but not necessarily all of it, right?

A. Typically. | mean, so, you
know, the ones at the bottom are just
custom vari abl es that you can defi ne,
right.

This is -- this is nore

like an API, an application protoco
i nterface, docunmentation to describe
what you can get.

Q Now, the only evidence that
you have of Crutchfield engaging in

A/B testing is in connection with
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PayPal ; is that correct?

A. There was one slide that
menti oned A/ B testing.

Q You're not aware of any A/B
testing of different slogans or

product m xes, et cetera?

A. ' m not.
Q Ckay.
MR. BERTON : | have no

further questions on cross.
MR. FAUSEY: Could we go
off the record for just a second.
(Di scussion off the
record.)
REDI RECT EXAM NATI ON
BY MR FAUSEY:

Q So you were asked sone
questi ons about whether Crutchfield
used third-party action tags.

Do you recall that
question?

A. | do recall that question.

Q And did you reviewthe

deposition testinony of Jason
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McCart ney?
A. | believe I did.
Q Do you recall his testinony

regarding third-party action tags?

A | vaguely recall it. I'd
have to review it if you have it
handy.

Q Wuld a review of his
deposition transcript refresh your
menory on that point?

A Yeah, that woul d be great.

MR. FAUSEY: |'m handi ng
him Vol ume 1 of Jason McCartney's
deposition transcri pt.

BY MR FAUSEY:

Q | direct your attention to
Pages 38 and 39.

A (Wtness reviews docunent.)

MR. FAUSEY: | have extra
copies. Do you guys want a copy of
t hat ?

MR. BERTONI: Yeah. That
woul d be great, actually.

Actually, no. | have a
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copy. |If you could just give ne a
monent .

McCartney. Ckay. So
page...?

MR. FAUSEY: 38 to 39 of
Vol une 1.

THE W TNESS: Ckay.

BY MR FAUSEY:
Q Have you read those pages?
A Uh- huh.
Q Has it refreshed your
menory?
A Yes.

MR BERTONI : About
speci fically what?

MR. FAUSEY: \et her
Crutchfield used third-party action
tags during the tinme period at issue.

MR. BERTONI: (kay.

BY MR FAUSEY:
Q And so |I'Il ask you again
Did Crutchfield use third-
party action tags during this tine

peri od?
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A M. Kimseens to say so.

Q ["msorry. This is the
deposition transcript of Jason
McCartney. Kimis our guy.

A Oh, right. Danny. 1'm
sorry. Q Answer. kay. Yes.
Sorry.

Yes. So he says -- he
lists aCerno, Omerl Q and DeToney.
Q Just to be clear, your

review of the transcript has
refreshed your nenory that
Crutchfield did use third-party
action tags during that tinme period?

A That is correct.

Q Ckay. You were al so asked
about whether Crutchfield had a
nobi |l e app during that tinme period.

And | believe you responded
that they had a catal og app during
that time period.

A. It was a nobile app that
|l ets you view the catalog. And the

-- | renmenber that the scope of work
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is in the productions.

Q Do you renenber
M. MCartney testifying that they
had anot her app that would allow --
anot her nobile app that would all ow
custoners to find technol ogy
conpatible with their car?

A I did. 1 wasn't -- | think
we m ght have been using the term
"nmobi | e app” differently, but yes.

Q kay. So you do recall --

A | do.

Q -- himtestifying that they
had such an app?

A | do.

Q kay. And do you recal
whet her or not he testified --
whet her or not M. MCartney
testified that a custoner could
access the Newegg (sic) website
pur chased fromthat app?

A Yes.

Q So, yes, you renenber that?

A | renenber that.
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Q And did he say that?
He did say that.
Q kay. Thank you
There i s sonme question
about storage on the cloud and
whet her consuners care that their
data is stored on the cl oud.
And | think your response
was that they care now. Wiy is that?
A. More recently, that --
under st andi ng that governnents,
vari ous governments, can access their
data in the cloud, and there's been a
nunber of breaches of data in the
cl oud.
Q And so, for instance,
peopl e's private photos have been
accessed?
A That's correct.
Q And things like that are
drawi ng attention to the storage in
t he cl oud?
A There was a novi e about the

cloud recently about it.
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Q kay. And I'msorry, |I'm

going to bounce gears a lot. That's

redirect.
A Sure.
Q So you were asked about

your testinony as an expert wtness
and whet her you had ever been asked
about a virtual presence before.

And so what | want to know
for the record -- and maybe | shoul d
have asked you this in qualifying
you, but we skipped that -- is, how
many tines have you provided
testinmony in front of a court

reporter, a court adm nistrative

agency?

MR BERTONI: As an expert?

MR. FAUSEY: As an expert,
yes.

THE WTNESS: As an expert,
three.

BY MR FAUSEY:
Q Does that include the three

times in Chio?
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A Yes.

Q kay. So, outside of that,
out si de of the Chio context, how many
ti mes have you provi ded expert
testinmony in front of a court
reporter or hearing exam ner?

A |"ve testified to the
Senate, but | don't know if that
counts. Yeah.

Q Al'l right. There was sone
questi oni ng about spoofing | ocations
or your ability to --

A Spoof | P addresses.

Q -- replicate an Ghio IP
addr ess.

Do nost users do that?

A Most users do not do that.

Q Is that somet hing you would
descri be as sophisticated?

A It requires the additiona
software to let users do that.

Q And do you know whet her
that type of software was readily

avai l abl e during the tine period of
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this audit?

A. | don't knowif -- | nean,
surely VPN sol utions were avail abl e
during the time period, but | don't
know how wi dely used they woul d be.

Q You were al so asked whet her
once you' ve mani pul ated your IP
address to show Crutchfield that
you're from Onhi o, whether that's the
only thing -- the only way they would
know where you are.

Is that the only way they'd
find out where you were?

A So wi t hout additional --
yes. So, from ny understandi ng of
their website, the only way they
determine |l ocation that's not -- that
doesn't constitute you disclosing it
to them say, in a shipping formor
pre-selecting it, would be based on
your | P address.

Q And if you did disclose
your shipping address to them then

they woul d be able to associate that
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address with whatever other data
t hey' ve got about you?

A That's right.

Q There was sone di scussi on
about users request information from
a server and servers respond wth the
i nf ormati on.

Do users ever get anything
they didn't ask for?

MR. BERTONI: (bjection.
Ever ?
BY MR FAUSEY:

Q Do users often get things
that they didn't ask for?

MR BERTONI: |'m not even
sure what that neans.

MR. FAUSEY: Ckay.
BY MR FAUSEY:

Q So a user asks for
Crutchfield s website, and they may
receive the instructions to conpose
t hat website.

Do they ever receive

anything along with those
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i nstructions that naybe isn't,
strictly speaking, necessary to
conpose the website?

A Yes. They receive
third-party JavaScript and ot her
tags, pixels, other tracking el enents
that they nmay not have know ngly

requested fromthe website.

Q You were asked about the
Figure -- | think it's 11 in your
report.

A Sure. This one

(i ndicating)?
Q Yeah.

And you testified on direct
that that figure is derived from
Exhibit 6 in the Tax Conm ssioner's
docunent s?

A Sure. Yes.

Q And do you renenber reading
M. MCartney's deposition in this
matter?

A | do.

MR. BERTONI: Do you want
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to first ask hima question and then
see if he needs to have his
recol l ection refreshed? | nean, |I'm
not sure.

MR, FAUSEY: Sure.
BY MR FAUSEY:

Q So you were asked whet her
this was just sanple data or whether
it's actual data provided to
Crutchfield by Omiture.

MR. BERTONI: During the
tax period.
BY MR FAUSEY:

Q During the tax period.

Do you renenber that
questi on?

A | do.

Q kay. And | guess | m ssed
that portion of the question.

So the question was whet her
this was fromthe tax period at
I ssue, not whether or not this is
actual dat a.

MR. FAUSEY: Right?
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MR. BERTONI: Correct.
BY MR FAUSEY:

Q So did you understand that
when the question was asked?

A One nore tine.

Q So the question was not
whet her or not this was data actually
provided by Omiture, but whether it
was actually provided during the tine
period at issue.

Did you understand the
question that way?

A | didn't precisely, but I
don't think it matters.

Q Ckay.

A. Right. So, ny
understanding is, this is the data
that Omiture provides as part of
their API. | would -- | didn't | ook
at the dates of that file --

Q Ckay.

A. -- but it was part of
the -- part of what they' ve offered

tous. But | use it as a sinple
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exanpl e of how -- or the data
available to -- to Crutchfield from
Omi ture.

Q That makes sense.

A And this screenshot is from
10-3-2011, so it would be during the
tax peri od.

Q You were asked whet her you
had any i nformati on about behavi ora
data being used in marketing.

Do you recall that

questi on?
A Yes.
Q Is remarketing a form of

behavi oral adverti sing?

A Ret ar geti ng?

Q Ret ar get i ng.

A. Sonme peopl e woul d say so,
yes.

Q Wul d you say so?

A | think so.

Q Was there evidence that
Crutchfield engaged in retargeting?

A Yes, there was. Yeah.
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Q kay. There was also a
question about whether Crutchfield
woul d custom ze a website with a
person's narne.

Do you know whet her they
custom zed anyt hi ng el se, perhaps,
ot her than a person's name?

A | don't recall anything
specific. | thought there was, as
| said, things related to the
aut onobi l e that you own -- or that
you di scl osed and, perhaps, your
| ocation, if you disclosed it.

Q You can touch a conputer's
hard drive, right?

A. | wouldn't advise it.

Q But you could if you wanted

A Yes, | could.

Q And you can physically
record on a conputer's hard drive; is
that correct?

MR. BERTONI: (bjection.

What does physically record
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mean?
BY MR FAUSEY:

Q So we' ve di scussed the
possibility that HTM. code is
potentially stored in cache. 1|s that
correct?

A That's right.

Q And that JavaScript is nost
definitely recorded in cache?

A That is correct.

Q Does that code, when
conbined with software, enable
sonmet hing to happen that can engage
the senses? Can you see and hear the
result?

MR. BERTONI: (bjection.

Now we' re goi ng well beyond
the scope of ny exam nation and into
an area that you' ve explicitly said
he doesn't have conpetence to testify
to, the physical nature of reality.

If we want to go there,
engagenent of the senses, that's

where | tried to go and you shut ne
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down.

MR, FAUSEY: No, no, no,
no. The difference is people can see
and hear things. You don't have to
be an expert to see and hear, right?

MR. BERTONI: But then what
is his testinmony --

MR, FAUSEY: Hold on. But
you do to tal k about the weight of
el ectrons. That's a whole different
-- I"'mtal king about is there
sonet hing recorded on the hard disc
that results in something that you
can see or hear. | think he's
conpetent to see and hear.

MR. BERTONI: But that's
preci sely what | was asking himfor.
He's conpetent to tell --

MR, FAUSEY: It's not at
all what you were asking for

MR BERTONI: He's
conpetent to tell ne whether
sonmet hing i s physical or not.

MR FAUSEY: Not at all
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MR. BERTONI: You shut him
down on whet her sonething' s physical.
| nean, | dare say that he's as
conpetent to know whether this cup
exi sts.

MR FAUSEY: Are you
serious about that? Look, we're
tal ki ng about the weight of electrons
and you're saying that's different
t han see and hear? | mean, cone on.

MR BERTONI: That's well
beyond what he was -- what he's
testified to. It's well beyond
anything | asked about vi sual
perception. This is re -- this is
re --

MR FAUSEY: That's fine.
"1l ask when we have a fact w tness
whet her they can see or hear the
things that result fromthe --

MR. BERTONI: And that's
fair.

BY MR FAUSEY:

Q Can you see and hear?
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A This is engaging the
senses.
Q Al right.
A Ri ght here, right here,
this nonent.
MR. BERTONI: This is
reality.
BY MR FAUSEY:
Q When you go to a website,
can you see the website?
MR. BERTONI: (bjection.
MR FAUSEY: kay. No nore
guesti ons.
MR BERTONI: Al right. |
have no questi ons.
(Wtness excused.)
(The deposition concl uded

at 6:16 p.m)
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